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Abstract—Entity authentication and related key management is necessary to achieve a strong assurance of digital fanti
is an active research topic in smart grid security. But exishg in an unattended, fully automated environment. Some form
works seem to have overlooked the significance that the smart of a trusted computing base (TCB) is inevitable, which is a

grid is a cyber-physical system, which entails more considations . L . S
in the integration of its cyber and physical domains. Ignoring widely accepted assumption in entity authentication any ke

this could possibly undermine security since the effects afyber Management for the smart grid [5], [9]-[11], [15], [21], |29
authorization in the smart grid are usually extended into the Second, all the existing protocols [5], [9]-[11], [15], [21
physical domain. The substitution attack, a kind of the manin-  [29], including those with a TCB, provide security assunc
the-middle attack, has been demonstrated using this gap. Th up to within the cyber domain only, overlooking the sig-

paper proposes a two-factor cyber-physical device autheration L S . .
protocol to defend against coordinated cyber-physical aticks nificance that the smart grid is a cyber-physical system in

in the smart grid. The idea is to combine a novel contextual Nature. This indeed undermines smart grid security and has
factor based on physical connectivity in the power grid with serious implications to typical smart grid applicationstsias

the conventional authentication factor in the challenge-esponse demand response and vehicle-to-grid (V2G) [7]. The study
protocol, widely used in cybersecurity. The resulting probcol ot ¢qordinated cyber-physical attacks is also regardednas a
provides assurance on not only the digital identity of a dewde, area of high priority in the widely cited NIST Framework and

but also the device’s controllability in the physical doman. While . o
the design is for the electric vehicle ecosystem, the framenk Roadmap for Smart Grid Interoperability Standards, Releas

could be readily extended to other smart grid subsystems. 2.0 [17]. Paverd and Martin [21] proposes a hardware secu-
Index Terms—smart grid, multi-factor authentication, coordi- rity _arChiteCtur? to_ prQVide a trUSted_ComPUting platforon f
nated cyber-physical attacks, challenge-response, IEC 8%1. device authentication in the smart grid, but does not camsid

coordinated cyber-physical attacks. This paper addrégsths

In the smart grid, most of the cyber commands sent over the
cyber communication path are effected as certain operations

Entity authentication corroborates the identity of antgnti in the physical power path, like closing a relay [17]. That
be it a person or a device, as it accesses certain resouises device successfully authenticated in ttyder domain
requiring authorization. This primitive has been widelydied is actually granted authorization to act freely in thleysical
in authenticated key exchange and/or multi-factor autbent domain. Consequently, the power grid reliability may bask r
tion [2], [3], [6], [13], [14], [22]-[24], [29]. Entity autlenti- if entity authentication provides little assurance thatyhes-
cation in the smart grid is also a significant research probleauthenticated device will be responsive to cyber commands
[5], [9]-[11], [15], [21], [29], especially for the electrivehicle and act accordingly to effect changes in the physical nétwor
(EV) ecosystem. A report published by Gartner [28] statas th Chan and Zhou [7] actually shows, using the EV ecosystem
an EV as a roaming appliance has to be identified and locatsl an example, that an EV passing the typical challenge-
whenever it is connected to the power grid. Besides, devigssponse authentication using a TCB (which is deemed as
identity assurance of EVs is also identified as a key theme sdfcure in any cybersecurity standards) may not be the device
the standardization of ISO/IEC 15118 [26]. However, thege awhich is physically connected to the power grid. Rather, it
salient features in smart grid communication, making gnticould be a malicious load connecting to the power grid, nigki
authentication still challenging. the reliability of the power grid. For instance, the malicso

First, the envisioned smart grid will ultimately facilieat load could be irresponsive to the demand-response commands
fully automated management of energy devices and systeraguesting the EV to curtail its power consumption wheneher
without human intervention, meaning that device authanticis a shortfall of power supply — circuit breakers are inefffex
tion would be the primary form of authentication. Machime-t in this case because a potential gap of 74A exists (accotding
machine (M2M) communication — possibly the most commolt=C61851) before the circuit breakers are triggered, wdmre
mode of smart grid communication in the future — posestgpical households draw at most 30A. Such an attack also
particular challenge for existing entity authenticatisntpcols has serious repercussions in other smart grid applications
[2], [3], [6], [13], [14], [23], which are not designed to spgrt  undermining V2G when battery profiling is used [26], and
unattended operations. A strong protection of the private keroding utility’s revenue in flat-rate charging subscoptplan.

This paper proposes a new two-factor cyber-physical au-
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I. INTRODUCTION



with two challenges — one sent over the standard cyber path Cha‘.w}g
(cyber challenge) and the other sent over the charging cdble
the EV (physical challenge). The authentication protodsd a | Rewenss
provides an effective means to test the controllability foé t —
EV charging load while verifiying the EV’s digital identity.
This is the first design of cyber-physical authenticatiantifie
smart grid in the literature.A proof-of-concept design and
implementation is given with experimentation.

The contribution is two-fold. First, a novel cyber-physica Pt
device authentication protocol for electric vehicles is-pr Fig. 1. Substitution Attack against EV Device Authentioati
sented, with a number of desirable properties: unlike IEC

15118 [26], it requires no modification on the EV, thus readil SGWC::':"“VM"Y
deployable; besides, the protocol provides a strong bgndin \ o
between the cyber and physical parts of an EV, assuring that \\ cyper

the EV passing the authentication knows the needed secret in RY\

the tamper resistant device or TCB and is physically coratect
to the specified point of the power grid; in addition, it also ‘
provides a means to verify the controllability of the EV in
the physical domain. It should be emphasized that, while the
protocol is specifically designed for the EV ecosystem, the
two-factor cyber-physical authentication framework cbbke
widely applicable in the smart grid to secure switchgears, o _ _ o
trippers, etc.. The key is to find a relevant contextual flaCtd:'g' 2. The Communication Setting for Cyber-Physical DevAuthentication
Second, a hardware mechanism for binding an onboard unit

(OBU) and an EV is proposed, which also finds application i registration and certificate have been revoked (as Ipigssi
other scenarios such as vehicular telemetry and locatised initiated by its original owner). The car-thief can use the

electronic road pricing. The basic idea is that once thedeviep of another EV with a valid certificate and registration
is deployed in an EV, unplugging it would disable its CANg ryn the challenge-response authentication protocal iee
_(Controller Area Network) bus interface, th(_arefore remer ireless link, while plugging in the stolen EV to the chamgin
it unusable for another EV. Hence, transferring an OBU frogation. Since the keys and certificates of IED’ in the second
one EV to another would not bypass the authentication. gy are still valid, they will pass the device authentication
The paper is organized as follows. Section Il briefly ex@ainest |f the car-thief’s billing account also has sufficiémad,
the substitution attack; for details, [7] should be corellt {nan a charging session would start to charge the stolen
The proposed cyber-physical device authentication and E@’ rather than the second EV. Charging of a stolen EV
prototype implementation are given in Section Ill and I\jyoy1d go undetected in this way, which might have serious
respectively. Section V and VI discuss the security of th® pryepercussions, such as irresponsive loads in demand mespon
tocol and the experimental results. Related work is d'm‘sﬁjepending on the wireless channel in use, cooperation from

: = IED on EV
‘ “rams
b 3

Challenge sent over Onboard
the charging cable charger

in Section VII, followed by a conclusion in Section VIIl.  he second EV is not necessary. Linking or binding a user's
identity with his EV’'s identity may not work either since
Il. SUBSTITUTION ATTACK the second EV could be owned by the car-thief who has

The substitution attack [7], a coordinated cyber-physicél valid user identity linked to the EV’s identity. Instead, i
attack, can be viewed as a special type of the man-in-tH@uses inconvenience to EV owners. For the same reason, the
middle (MitM) attack. The following discussion assumestthd€quirement to tap a smart card at the charging station for
each EV is installed with an onboard unit called the Inteltiy Verification would not work either.

Electronics Device (IED). The IED, with tamper resistant Other similar attacks include moving an IED from a valid
storage of a secret key, serves as a token to assure thaydefRV to an illegitimate EV, and transferring the cable to an
of an EV! Nobody besides the grid operator has access to t#ggitimate EV after the authentication is passed by advali
secret key. It is also assumed that a conventional chalen§e/. All these have been addressed in this paper (Section)IV-B
response protocol [1] based on the stored secret of the IED is

used for EV device authentication. In the desirable situmti IIl. CYBER-PHYSICAL DEVICE AUTHENTICATION

an EV without a valid registration or credential — for instan A, Communication Settings

a stolen EV — should be denied from connecting to the power

) . R Figure 2 depicts the communication setting for the cyber-
grid. However, when device authentication is conducted ove, = . o
; . ) o physical device authentication protocol. The IED onbodrd o
a wireless channel, a car-thief using the substitutiorchtées

shown in Fiaure 1 can still charae a stolen EV. even thou tﬂe EV and the charging station have direct communication
9 9 ' Wih the utility’s backend server. The communication link

1in IEC15118 [26], the secret key is pre-installed in the E3&lt, say, in petween the IED and the charging Stat.i(_)n is merely a |09i‘?al
one of its Electronics Control Units (ECUS). link. The server can be seen as the verifier for the EV identity



and instructs the charging station to grant access to the EV.

That is, a direct communication channel between the IED and ED(EV) Server cs
the charging station is not necessary. The IED is conneoted t pecure channel established
the CAN bus of the EV, through the OBD-Il diagnosis port | SessionkeyK . N
commonly adopted in nearly all automobiles. The charging. i <™<*

cable is assumed to follow the SAE J1772 standard, adopted TLS Handshake

in all EV models for level 2 charging. That is, the charging
cable has a control pilot pin using IEC 61851 signaling.
Secure channel established

between Server and IED(EV)
with session key K

B. Security Assumptions | with session key K N

The main security assumption of the proposed protocol ig e s s W‘
tamper resistance of the IED which is a common assumptiofis. e

charging session.

in the smart grid literature. As argued by [21], this assuampt  craten® .
. . . . do Ses a m bit
is inevitable to support fully automated M2M smart grid RO Goper sequence Cpor s e cybor chulenge
communication. As a corollary to such an assumption, we TED(EV). Server stores Ceyher
can assume that it is hard for an attacker to modify the IED’s 4. Server chooses a random bi %0 G
" ) . . sequence Cphysical as the physical Cotey, . NG
firmware without being detected. Remote code attestation ma challenge and encrypis it and sends
. . itto CS. Server stores Cphysical-
also be regularly used to check the code integrity of the IED. ’ 1 5. cs deerypis o 8ot
hai@“"gf'??\’e‘——/ l;cchallc‘ng’j "
; . . o eorer e i e PWM sgnal
C. Protocol Design of Cyber-Physical Device Authenticatio ol = s
Rando” -~ cable and sends it to
-7 EV. Simultaneously,

mp\-\anoe CS checks IEC61851

The cyber-physical authentication protocol aims to cotrob
compliance of the EV

-
orate the following: 1) the IED onboard of the EV stores thgey «mue i Respo, \Eoe«s\je‘ckgegu\\ and fetus the result

. . . . ) & at the end of sendin;
secret key corresponding to the digital identity of a validd E r:pm(c%s,‘me)\/ o

2) the EV is physically connected to the claimed charging 7. Server computes Atthepy,
; ; ; i and icati
station. The proposed protocol is a typical challengeaasp ﬁfnf;ﬁ?ﬁ”wLf’fﬂéi’ii’i‘m‘W
. response 7. Equality passes

protocol, except that part of the challenge can only be vecki ‘Ilé{fé.l;;n-ﬁi.r;’. "w:c.‘k 8. Charging sarts
through a designated physical medium — the charging cable. i ls0 OK, Server sends

. . A N ‘Authentication OK” to CS.
Details of how to embed the second challenge in the signaling Oterwise, st -5 e

of the charging cable are given in Section IV-A. ) ) ) ] )
A conventional challenge-response protocol involves tWng' 3. Execution of Cyber-Physical Device Authenticati®rotocol
parties — a prover and a verifier. The purpose of the protacol i
for the verifier to check whether the prover knows a particula ]
secret, which is usually a cryptographic key. The verifierdse 1S another (‘where-you-are’ or ‘what-you-haveQinysicar 1
the prover a random bit string as a challenge, and in resporg0vel factor which combines its numerical value and the
the prover computes a result using its private key and tg§d|cated channel for its dellvery_ (the charging cable &sd i
challenge. Then the verifier could verify the result to se@gnaling). The underlying security guarantees of these tw
whether the prover really knows the private key in question. factors are b_ased on very different means. While the.flr%fac
this paper, the most generalized form of response computatilS & conventional one, the second oneasitextual similar to
namely, a pseudorandom functidhRF (-) — with a secret the notion of [2]. In addmo.n, the contextugl factor proedd
key K — is used. It should be noted that tiRRF could be @n assurance thgt the EV is a_ct_uall_y phy5|c_ally_ conn(_acted to
instantiated by any common primitives including decryptio the charging station, and the digital information it prasdo
digital signatures and Message Authentication Code (MAdj‘_le server truly reflects the situation of the physical demai
HMAC [12] is used to instantiate the PRF in the prototype Figure 3 shows the execution of the protocol. The charging
implementation (Section IV) in this paper. station and the IED onboard of the EV are denoted{syand
In the cyber-physical authentication, there are two paiits 6ED(EV) respectively. Step 1 is a typical TLS handshake to
a challenge, namely, a cyber challengg,,.. and a physical establish a session kdy which is used to secure the channel
challengeCynysicai- Ceyper is received over the wireless chanbetweenServer and/ ED(EV). A similar TLS handshake is
nel, andCypysicar OVEr the charging cable. But both challengeexecuted to establish a secure channel betwgener and
originate from the server. The response is then computed 485 with another session kei’. From Step 2 onwards, all
communication betwee¥erver and C'S is secured against
r = PRFg (Ceyber || Cphysicat ) eavesdropping and message modification, similarly for the

where K is the secret key stored inside the IED or a sessi@@mmunication betweeferver and IED(EV). In Step 2,

key derived from it, depending on the actual implementatiof® EV sends a request to initiate a new charging session

The server (knowing<) can verify the response’s correctnesd0 access the power grid, with the cyber-physical device
This protocol is a two-factor authentication scheme: whileuthentication protocol starting at Step 3.

the secret key< shared between the server and the IED is oneln Step 3,Server randomly picks a bit sequencg. ., as

factor (‘what-you-know’), the physical challeng€,.,sicai the cyber challenge and then sends it/t6 D(EV) through



Imex command

the secure channel. The challenge should be at least 80 bi o i oy

+6Y 43V,

long2 Server storesCeype, for later verification. At the Same  conror piot | :H | WHH
time (Step 4)Server randomly picks another independent bit _ Wﬂmm ”H ﬁw
sequence’yyysicqr as the physical challengg a}nd sends it _to P o BN tach
C'S securely. The challenge should be of similar length with tored P i -

Ceyper (but it is not necessarily strictly enforcdd Cppysical o VelideS2_of E A
is kept secret fronf ED(EV) and stored inServer for later " ©™_ac v —

verification. Step 3 and 4 could be placed in reverse sequelfig. 4. PWM Pulses over the Control Pilot Pin of SAE J1772
without affecting the operation of the protocol.

In Step 5,CS decrypts the encrypted challenge received ) ) )
from Server to get backCyhysicar and computes a parity'nform C'S to terminate the charging session setup.
check codé for it. C'S then embed€ynysicar @nd its parity
bits in the PWM (Pulse Width Modulation) signal of the IV. PROTOTYPEIMPLEMENTATION

control pilot pin of the charging cable. More specificallging A full proof-of-concept prototype is implemented to demon-
a lookup table(”'S maps the bit sequence 6%,.sicar @nd its  strate the two-factor cyber-physical device authenticatThe
parity bits into a sequence of duty cycle or pulse width valuenxp-ATOP platform [19], a system-on-chip module including
According to IEC61851, these duty cycle values inform an E\yo ARM7 and one ARM9 processors, is used to implement
to adjust its maximum charging current whose values could e |ED and the controller for the charging station. Power
read from the CAN bus of the EV. circuits are built for the charging station. The backend/eer
As Cphysical is sent, the charging current consumed by thg implemented, running the Ubuntu OS. The IED and charging
EV is also measured atS at an interval corresponding to eachstation communicate with the server using GPRS (General
symbol and compared with the maximum allowable curreplacket Radio Service). The prototype includes several op-
set forth by the corresponding PWM duty cycle values. fmizations, including a tailored coding scheme to embed
the measured current is larger than the maximum allowahlge physical challenge into the PWM pulses of the SAE
current, it is considered as a failure for that symbol. Aftey1772 control pilot, and a specially designed secure CAN bus

Cyphysicat 1S cOMpletely sent, the percentage of failures (whighterface to ensure the binding between the IED and the EV.
is the IEC61851 Compliance Check Result in Fig. 3) is sent

to Server. If this percentage exceeds a certain predefined . . . .
threshold, the authentication is considered as failed. A. Mapping the Physical .Chal!enge into the PWM Signal of

In Step 6,/ED(EV) reads the sequence of maximun%he SAE J1772 Control Pilot Pin
allowable current values from the CAN bus, and looks up from A scheme, similar to modulation, is designed for sending the
a table the corresponding bit sequenc€gi, ;... The parity physical challenge over a standard SAE J1772 charging.cable
is checked. If the verification fails]ED(EV) requestsC’S The scheme does not require any powerline communication
(Server) to resendCyysicar (Which is ideally a new value), modem installation on the EV. The basic idea is to use
possibly after a request to use a quantization scheme witi®Xsting signaling of the charging cable to embed the bits of
coarser granularity on the duty cycle’2D(EV) then uses the physical challenge. According to IEC61851 (adopted by
K to generate the response= PRF(Ceyper||Cpnysical) IEC62196 and SAE J1772), square pulses are continuously
and sends it tServer. Both Cppysicar @and K, corresponding sent from the charging station to the EV over the controltpilo
to the two authentication factors, are needed for generatin Pin of the charging cable. As shown in Figure 4, by changing
correctr to passServer’s verification. the duty cycle/pulse width of these pulses, the chargirtipsta

In Step 7, upon receiving from IED(EV), Server com- C€an request the EV to adjust the maximum charging current.
putesPRFs (Ceyper||Cphysicar) 10 Verify the correctness of [N this paper, the physical challenge is sent as a sequence
Equality meand ED(EV) has the correct ke and correct of different duty cycle values over the control p|_|0t pin.€rh
Chhysicar (implying that the EV is connected to the specifie® WM pulses of different duty cycle values are in essence a
CS as IED(EV) claims). If the verification of IEC61851 Set of symbols embedding the physical challenge. The IED
compliance also passes, the server sends an “Authenticagboard of the EV reads off the maximum allowable charging
OK” to CS to inform it to start the charging session and graurrent values from the CAN bus, and looks up the bit strings
access to the EV. If the verification failServer would inform ~ constituting the physical challenge.
CS andIED(EV) to repeat Steps 3-6 again, possibly with a As the physical challenge is sent, the maximum charging
longer symbol duration for the PWM pulses. The probabilitgurrent consumed by the EV also changes accordingly if it
of a verification failure should be practically negligibkfter complies to IEC61851. In the proposed protocol (Step 5),
a predefined number of authentication failurésyver could the charging station simultaneously measures this chgngin

current to check whether it matches with the duty cycle of

2 64-bit sequence is also acceptable because the protocohii real  the PWM pulses. The protocol leverages this to check the

time and an attacker cannot repeatedly fail. The offlineebfatce attack is  controllability of the connected EV in response to the cointr

inapplicable: once a test is failed, a new random sequenggeis in the next. . : : : ;
3Since HMAC is used, the input t®® RF could be arbitrary in length. pilot signaliing, that is, IEC61851 compliance of the EV.

Consequently, the two challenges need not be equally long. Two lookup tables are pre-stored in the charging station
4An 8-bit parity check code should be sufficient. (Table CS) and the IED onboard of the EV (TabEeV). Upon



receiving the physical challen@g,;sicq:, the charging station
divides it inton-bit sub-strings denoted by, wheren is pre-
determined. For each;, the charging station looks up from
Table CS the corresponding duty cycle value to adjust the
control pilot PWM pulses accordingly. The IED can only read
maximum charging current values from the CAN bus, rather v removal
than duty cycle values. TablEV maps these charging current
values back to the-bit sub-strings constituting’pnysicai-

1) Lookup Table CreationTo create the lookup table, the
following procedure is adopted:

1% bootup

reboot

Lookup Table Creation (Tabl€S and Table EV)

1) Set the minimum duty cycle valu&,;;n to the minimum
allowable value in IEC61851. Determine the maximum dutyleyc
value Ty 4 x based on the power rating of the charging station.

2) Divide [Tarrn,Tamax] into partitions of equal length:
Ty,To,...,T;,...,Tn. The number of physical challenge bits
represented by eachj; is thenn = |logy N| — 1. Fig. 5. State Diagram for Secure CAN Bus Interface in the IED

3) Compute the minimum charging current value for each toamti
IMIN MIN G pMIN G TMIN pased on IEC61851.

4) For eachn-bit string r; € {0,1}", randomly pick 2 elements v >c >c Ve REMOVAL
i1,%2 € [1, N]. That is,r; is mapped tay, i> at the same time.

5) Create TableCS as follows: for eachr; € {0,1}", create two
rows, filling in the first withr; and the mid-value ofl;, and CANH
the second witlr; and the mid-value of;,. That is, each; is
mapped to two duty cycle values.

CAN_REMOVAL

6) Create TableEV as follows: for eachr; € {0,1}", create two CANL
rows, filling in the first withr; and 1;/*V, and the second with
rj and I TN sort the table in ascending order o}/ /™. Fig. 6. Glue Logic for the State Transition Signals

Note that eaclr; is intentionally mapped to two differentfunCtIon properly to obtain the physical challenge, and mgv

duty cycle values. The purpose is to eliminate the need '(t)fto another EV would render defunct

o . . The basic idea is that different states (as depicted in Fig-
synchronization between the charging station and the IELIJDr'ﬁ 5) are defined for the IED to operate at. The states are

Su_ch an encoding §cheme ensures that tWO. consecutive Séje ined based on the number of reboots, and whether the CAN
strings of the physical challenge, though with the same

: ; 7~ pus interface has been unplugged and re-plugged. It is &bkum
value, will always be mapped to different duty cycle values %hat a trusted computing base (TCB) is available, which is
symbols in the PWM pulse sequence, so that adjacent Symbor%vided by the secure element of the NXP-ATOP. T’he current
?rvvsags_:t':ﬁrsanr(;tfg: tk;]ear:egﬁgnI;f?hzsévvvosgztlrjﬁ;astygbt %ﬂe of the IED is appended with a digital signature geedrat

: gs, o ) ' the TCB. In other words, the TCB is purely used to generate
encoding serves to delimit adjacent symbols of the PWM pu'ﬁﬁe digital signature. It is not mandatory in the design;rteed

sequence with the sams. o
2) Table Lookup: Table EV is used in the IED onboard of the TCB _could bavaivedif the IED has no backup battery
and draws its power only from the ODB-II socket.

of the EV for recovering the physical challenge and its parit 1) IED Bootup SequenceWhen the IED is rebooted,

bits from the maximum negotiated current values read fram th . .
CAN bus. For each negotiated current valle v, the IED whether the CAN bus interface is enabled depends on the

looks up from TableEV the maximumZMI™ which is stil signed state which is denoted@srrent state. The IED bootup

. sequence is as follows:
smaller than/c 4 and appends the correspondingto the q
previously recovered portion of the physical challengeermh ~Subroutine IEDBoot
the parity bits are checked to detect any transmission.error

1) Verify the signature oturrent state.
2) If (current state =State 0 ) and signature verification is OK, do:

B. CAN Interface Security a) Enable the CAN bus interface.
] ] ) b) Generate a digital signature fGtate 1.
In order to withstand the swapping attack wherein an at- c) Updatecurrent state toState 1.
tacker moves the IED from a valid EV to a stolen EV to bypass 3) Else, do:
the cyber-physical verification, a tailored security metkim a) Disable the CAN bus interface.

is designed to ensure the binding of the IED and the EV such
that the secret key inside the IED can be treated as a proof

of identity for the EV. The mechanism ensures that each IEDThe bootup sequence is designed in such a way that acti-
can be plugged into the OBD-II socket once only; subsequertion of the CAN bus interface is allowed only in State 0.
removals and plug-in’s would disable its CAN bus interfacéll other states, after reboot, will end up in the HALT state
This assures that only the IED installed by the authority camith the CAN bus interface disabled. After the first actioati



of the CAN bus interface by an authorized party, the IED witharging cable, involving relatively deeper technical Wno
transit into State 1 which disallows subsequent activatibn how difficult for most adversaries. Simple tapping or tamper
the CAN bus interface upon reboot. An attacker is not abieg of the charging cable would give a wrong impedance value
to revert the IED to State 0 because he should not have #ed should fail the verification of IEC61851. Even for those
digital signature for State 0, which has been erased upon IBEre sophisticated attacks, the protocol still can assuae t
installation. In the design, moving the IED from one EV tdhe malicious load is @ontrollable one which is responsive
another would trigger a reboot, which leads to the deadtiwat to the load curtailing requests made through the controt pil
of the CAN bus interface, thus preventing the attacker fropin signaling. That is, a car may be plugged in with the wrong
connecting the IED to the CAN bus of the second EV. Thidentity using a sophisticated tampering attack, but pastie
IED is thus defunct to obtain the physical challenge througtuthentication protocol in this case means that it wouldl sti
the CAN bus of the second EV, and will fail the cyber-physicdbllow the grid’s instructions when demanded.

authentication. Remote code attestation protocol cousld bé

used to verify the integrity of the software if necessary.

The security analysis of the cyber-physical device authen-
tication protocol is similar to that of a typical challenge-

2) State Transition Signals and Glue LogiGhe signals response authentication protocol, a formal proof of which
V+, CAN_H, CAN_L of the OBD-II socket of the EV are might not be available. In order to compute a correct respons
used, through some glue logic, to trigger state transitibn that can pass the verification by the server, the IED needs to
the IED? Depicted in Figure 6 is the glue logic. The outpuhave the knowledge of the secret k&y and all the inputs
signals V+ REMOVAL and CAN_REMOVAL are fed as input (C.pe, and Cppysicar) to the PRF. This is based on the
to two edge-sensitive GPIO (General Purpose Input/Outpufipredictability assumption of the PRF which in turn is aites
pins of the NXP-ATOP. A downward transition of any ofof the well-known indistinguishability assumption of PRFs
these two signals triggers an ISR (Interrupt Service Redtinwhile an attacker might use a second car with a vatid
to update the current state of the IED. When V+ is removelde has to plug in that car, rather than the malicious load, in
there will be a downward transition of the signal level at V+order to obtainCy,sicar. The key of the security against the
which in turn triggers the transition from State 1 to State 2Aubstitution attack [7] hinges on the acces&1@,sicai. There
In normal situations, CANL and CAN_H would move in should be no other way than tapping onto the control pilot pin
the opposite direction. However, when the plug is removedf the charging cable to obtai@,sicai @s the encryption
both CAN_L and CAN_H will go downward in voltage level used between the charging station and the server is assumed

simultaneously. A downward transition at both CANand

to be secure. Simple tampering of the charging cable fads th

CAN_H could be used to trigger the state transition from StatEC 61851 impedance verification. The attack of transferrin
1 to State 2B. The two corresponding ISRs are as follows.the charging cable from the car to the malicious load after

Subroutine V plus removal

1) Verify the signature oturrent state.

2) If (current state =State 1) and signature verification is OK, do:

a) Generate a digital signature fState 2A.
b) Updatecurrent state toState 2A.

3) If (current state =State 2B) and signature verification is OK,

do:

a) Generate a digital signature fState 3.
b) Updatecurrent state toState 3.

Subroutine CANremoval

1) Verify the signature oturrent state.

2) If (current state =State 1) and signature verification is OK, do:

a) Generate a digital signature fState 2B.
b) Updatecurrent state toState 2B.

3) If (current state =State 2A) and signature verification is OK,

do:

a) Generate a digital signature fState 3.
b) Updatecurrent state toState 3.

V. SECURITY ANALYSIS

the car has obtaine@,;,sic.: @and passed the cyber-physical
authentication would cause an immediate cut-off of the powe
supply by the charging station, as stipulated in IEC61851.

In order to launch the relay attack [27] successfully, the
proposed cyber-physical authentication protocol impcses
additional requirement that physical access to the secahd E
is necessary. While the first EV (as a malicious relayer) can
obtain Cphrysical, it has to paspnysicar t0 the second EV
through a certain channel. Unless the attacker could maiukfy
IED firmware of the second EV — which is difficult in general
due to tamper resistance of the IED — the IED has to accept
Cohysicar through the CAN bus of the second EV. Feeding
another input to the IED’s CAN interface is highly unlikely
due to the CAN security implemented (Section IV-B). The
only possible means to fe€d, ;... to the IED of the second
EV is through its charging cable again. In other words, the
attacker has to launch the relay attack over the charginig cab
and IEC61851 has safe-guarded simple tampering techniques

For the more sophisticated cable tampering attacks, we
should distinguish between two cases: that the second EV is
cooperative in the attack, and that the second EV is innocent
and unaware of its involvement in the attack (the preceding

A. Security of Cyber'PhySical Device Authentication Pcoto discussions app'y) In both case, physica| access to tlmndec
The cyber-physical device authentication protocol couldV is inevitable, which already imposes an additional lagfer
withhold most attacks, except sophisticated tamperinchef tdifficulty for the attacker, making a massive attack unlkel

51t should be noted that, in the simplest case, using these stmsition
signals may not be compulsory. They are included in the defig finer

granularity of control and later expansion.

For the former case with a cooperative EV, a complete defeat
of the attack might be impossible. Even the distance bowundin
protocol [4], [27] might not work well. Imagine the relay at-



tack to access a car as in [27]: if the car owner holding the |
cooperates with the attacker, how can any meaningful defe
be possible? This is the same for the case of substitutiaolatt
if the attacker builds sophisticated tampering devicestayr
the charging cable signals. The distance bounding protc
over the charging cable might not be able to withhold tl
substitution attack with a cooperative second EV. Firsg t
delay difference between the two cars could be too small
obtain a clear resolution with high confidence. Second, 1 ®
delay could be tampered as physical access to the two ca
assured. Besides, the equipment required makes it impaact
On the contrary, the cyber-physical authentication praitstl|
gives a better protection guarantee for the power gridiviiiga
in this case. First, the malicious car would be responsive
load curtailing commands as it is verified to be complia
to IEC61851 in the cyber-physical authentication protoc
Second, the relaying task is made more difficult.

] Change in
duty cycle
—

Fig. 7. Experiment Setup

human attention, the latency of the protocol is still readie.
B. Analysis of CAN Interface Security We also tested the protocol on an EV emulator with an 8051
Transferring the IED from a valid EV for use in an i"egit_microcontroller, to illustrate the PWM duty cycle change.
imate EV is guarded against by the CAN interface security
mechanism (Section IV-B). The unplugging of the IED would VII. RELATED WORK

makes it defunct for subsgquent use. Thg only state whichy,o o in_the-middle (MitM) attacks are not an entirely new
allows the IED to boot up with the CAN bus interface enableﬂroblem in security engineering. Anderson [1] has a fairly

is State 0. Once an IED is deployed, it would never have &, ehensive discussion. The problem has been addressed i
signed state for State 0. The signature for State 0 would Qgrious contexts including web browsers [2], [14] and pbgsi

idmmlediately erasedhafter the first installation bﬁ’ th?ﬁﬂfw access control [4]. This paper considers the specific confex
bea er. Ir}State 1’th %IED can operate notr)ma 3&"\”:] the C \ e smart grid to illustrate the potential impact of suclels.
us interface enabled. However, once rebooted, the CAN USMulti-factor entity authentication has also been addmsse

interface will be disabled at the next bootup. Since thekta . . ot
o : in different applications [2], [3], [6], [13], [14], [22]-44],
has no knowledge of a valid signature for State 0, this Che%;r]r; In addition to the existing forms of authenticatioetiars,

cannot be bypass_ed in the next bootup. It is possible that Nemely, what the prover has, what the prover knows, and what
attacker can obtain a new |IED from the manufa(_:turer_ butt_ e prover is, we introduce a new factor of authentication
new IED does not havg_ the necessary credentials (includiggscq on where the prover is or where the prover is physically
the secret key and certificates) pre—stored. I_n other wahes, connected in the smart grid. This shares some similariti wit
attack_ercould only getan IED W'th CAN bus mterfac_e enabli}f‘l]’ yet different. The main difference lies in that human i
but W'thOUt the '?eeded credenna_lls or an I_ED with prop olvement is avoided in the current context, which is déd&a
credentials but with the CAN bus interface disabled. While the distance bounding protocol [4], [27] could partly
solve the problem of substitution attacks, it poses stnihge
VI. EXPERIMENT RESULTS requirements on the physical channel for running it; beside
We conducted a number of experiments to demonstrdkere is still chance that physical proximity may not guéean
demand response on a real EV, the substitution attack, hptwysical connectivity. Similarly, limiting the wirelessamge
the cyber-physical authentication protocol withholds - may not work well. Besides, using RFID tags on EVs may
stitution attack and detects a malicious load. We have builot provide the desired strength of binding between the RFID
a charging station as shown in Figure 7 and implementedag and the EV. This is the very problem addressed by the
basic demand response system. We demonstrated a succe€#N security mechanism (Section IV-B). On the contrary, the
substitution attack wherein several malicious loads idiclg proposed method in this paper assures that the EV passing
water kettles and hairdryers are plugged in, instead of thee authentication is the one plugged in. Although there is
EV. The normal challenge-response protocol run by the Edossibility that the attacker tailors a special chargingledo
is passed without detecting any anomaly and the chargibgpass the protocol, this requires deep technical expertis
station supplies power to the kettles and dryers. When a loadt is fair to say most research in smart grid security
curtailing command was issued, these loads were irrespansfocuses on cyber mechanisms. For instance, [25] develops
We then tested the cyber-physical authentication protoool a secure Intelligent Electronics Device (IED) which is safe
the same attack setting and it was able to detect the madicidar connecting to the Internet. Entity authentication amy k
loads at the start. The verification fails. On average tlmanagement in the smart grid is also actively studied [5],
protocol takes 40s to 100s to complete. Since it could B&]-[11], [15], [21], [29]. However, nearly all of the exiag
done automatically after plugging in without demandingwact works only consider purely cybersecurity issues and it is



unsure whether such approaches could defend coordinggdv. M. Fouda, Z. M. Fadlullah, N. Kato, R. Lu, and X. Shen, “A
cyber-physical attacks in real deployment scenarios. titus Lightweight Message Authentication Scheme for Smart Gram@wu-

. . . . . nications,”|EEE Trans. on Smart Gridvol. 2, no. 4, p.675-685, 2011.
that combined cyber-physical considerations have to tate I[9] H. Khurana, R. Bobba, T. Yardley, P. Agarwal, and E. Heit@esign

account specific details of the contexts or application aden Principles for Power Grid Cyber-Infrastructure Autheation Protocols,”
— say, what equipment is being secure and where it js_in HICSS1Q January, 2010.

. . . L 10] N. Kuntze, C. Rudolph, I. Bente, J. Vieweg, and J. von deel
connected to the power gr'd — which m'ght limit the rangE “Interoperable Device Identification in Smart-Grid Enwviroents,” in

of applications of the resulting schemes. However, comgige IEEE PES General Meeting.1-7, July, 2011.
specific contexts also means Optimized performance in thél S.Lakshminarayanan, "Authentication and Authoimatfor Smart Grid

.. . . Application Interfaces,” iInEEE/PES PSCE'11March, 2011.
targeted appllcatlon. There is tradeoff between gen?rahd [12] IETF, RFC 2104 — HMAC: Keyed-hashing for Message Authentication

optimization. More importantly, a generic design might ngt3] M. S. Mannan, and P. C. van Oorschot, “Using a Personaiid@eto

be able to withstand even the simplest form of coordinated Strengthen Password Authentication from an Untrusted Qdenp in
. - . FC’'07, Springer LNCS vol. 4886.88-103, 2007.
cyber-physical attacks. It is important that coordinatgdet- (14] J. M. McCune, A. Perrig, and M. K. Reiter, “Seeing-isibeing:
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This paper addresses a specific type of coordinated cyber-august, 2010.
physical man-in-the-middle attack, called the substtutat- [17] NIST, NIST SP1108: Framework and Roadmap for Smart Grid Interop-

: : _ : : erability StandardsRelease 1.0 (Jan, 2010), Release 2.0 (Feb, 2012).
tack, in the smart grid. We propose a cyber-physical deVIﬁ%] NERC, Critical Infrastructure Protection (CIP-001 to CIP-009).
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~f 0] SGIP-CSWG Standard Review Report on “Security Assessment of SAE
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cyber-physical approach to defend coordinated cyberipalys [21] A.J. Paverd, and A. P. Martin, “Hardware Security forvide Authenti-

. . i cation in the Smart Grid,” id. Cuellar (Ed.): SmartGridSec’'12, Springer
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other equipments in the smart grid. By taking specific detaib2] D. Pointcheval, and S. Zimmer, “Multi-factor Autherdied Key Ex-
of the context of the EV ecosystem and EV standards into change,” inS. M. Bellovin, R. Gennaro, A. D. Keromytis, and M. Yung

; : . . R : (Eds.): ACNS'08, Springer LNCS, vol. 5037.277-295, 2008.
consideration, no intrusive modifications on EVs is neagss 23] B. Ross, C. Jackson, N. Miyake, D. Boneh, and J. MitcHtronger

The advantages of our design over NFC (Near Field Commu-"password Authentication using Browser Extensions’USBENIX Secu-

nication)/RFID and IEC15118 are as follows. rity'05, p.17-32, 2005.
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