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Abstract—The availability of the charging infrastructure is  bringing instability and possibly an outage to the powedgri
critical for a smooth rollout of wide-scale electric vehick (EV) On the other hand, integration of the charging infrastrectu
adoption. Safe integration of the charging infrastructure with the and the power grid (inevitable for demand-side load man-

power grid relies heavily on an intelligent platform to support .
demand-side management, and a secure information and com- agement) could possibly open up new attack vectors to the

munication system to coordinate events. However, securithas Power grid which is still largely protected by obscurity and
been identified as an area falling short of the desired expeation ~ physical isolation. Despite its significance, cyberseguinas

in the smart grid, possibly introducing considerable risk to the peen identified as an area falling short of expectation in the
reliability and stability of the power grid. Besides, a concete envisioned smart grid [4], [23], [27].

demand-side management system compatible with state-dfe- . . X : . .
art electric vehicles is also lacking. This paper fills the ga by This paper aims to fill this gap by presenting the design

proposing a scalable defence-in-depth cybersecurity aritecture ~and architecture of a secure, intelligent EV ecosystem with
for the charging infrastructure, and a demand response schee strong digital identity assurance, which can support dedian
for smart electric vehicle charging. The feasibility of thesystem  sjde charging load management and secure billing and event
is demonstrated by implementation and testing on a real velie. coordination, and is ready for safe integration with the gow
grid. The term ‘ecosystem’ is used to reflect that the sys-
tem is comprised of different types of devices owned by
|. INTRODUCTION different parties. More specifically, the system archileetof

Successful wide-scale adoption of electric vehicles (Eva) ICT infrastructure for the EV ecosystem and a demand-
and their acceptance by users hinge on the availability &Sponse mechanism to enable smart charging are presented.
the charging infrastructure. This is particularly criic@ A comprehensive defence-in-depth cybersecurity architec
issues like range anxiety as, for the current state-ofathe-iS designed to secure the EV ecosystem, according to the
battery technology, a typical EV necessitates daily cmaygi NISTIR 7628 [27], wherein different mechanisms are applied
Nevertheless, it is still challenging to integrate the EMafing in different layers to defend a particular type of attack. It
infrastructure into the existing power grid or the envisidn should be noted that the NISTIR 7628 only stipulates high-
smart grid for a number of reasons. First, charging a typic§vel security objectives and this paper fills in the gap by
EV today draws 3-7.2 kW of power (at level 2 charging)Proposing a concrete design — with an emphasis on digital
which is greater than a typical household’s consumptiomd_oidentity assurance — to achieve those objectives, speaific f
curtailing is thus desirable for EV charging in practicecSethe EV ecosystem. A number of lightweight security variants
ond, utility operators tend to support EV charging at ofge are tailored, with their security carefully analyzed. Tlystem
times when the power grid resources are under-utilized, [13§ built and tested with a real EV — Mitsubishi i-MIEV.

[27], [33]. During peak times, an EV could sell back eledtyic The contribution of this paper is two-fold. First, a demand-
to fill the shortfall of the power generation amidst a demarf§sponse system is constructed. The system achieves a fast
surge. While essential for achieving low carbon emissiofgsponse time (in seconds), which can enable a wide range of
both of these operation models strongly rely on informatig#gmand response models and allow utility operators to have
exchange between different parties to coordinate evests,gal-time control of EV charging loads. Second, a comprehen
well as, a secure, reliable billing system to support EVélast Sive defence-in-depth cybersecurity architecture is psed
mobile loads and distributed power sources [11], [12]. Hend0 secure the EV ecosystem, fulfilling all the security reewi

a smooth integration of the EV charging infrastructure witfents posed by the NISTIR 7628. The design emphasizes a
the power grid relies heavily on an ICT (Information an§{rong assurance of digital device identities, which isdhec
Communication Technology) system [9], [11], [12], [33]eth for secure machine-to-machine (M2M) communication [19],
security of which is of foremost importance. [37], safe integration with the power grid, and reliabldibg.

Without security, a malicious attacker could possibly forgBesides, the proposed architecture is modular and scalable
and inject fake coordination messages to cause EVs $#ch thatits components can be composed in different ways to
charging at the maximum power rating during peak timegchieve different levels of security, depending on thelalsée

or becoming irresponsive to load curtailing commands, th@§ysical protection.
The paper is organized as follows. The next section presents
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VI discusses the proposed cybersecurity architecturd, thi¢  (AH) and IP payload (ESP) to address recent attacks [6]. No
performance evaluation and security analysis in Sectidn Vispecific requirement on the physical connections is needed.
IEDs communicate directly to the CMS, which can be
I1. RELATED WORK seen as the frontend server managing charging sessions and

While smart meter security and privacy has been Widegoordmatmg between EVs, charging stations and the other

addressed — for example, in consumer privacy [2], [8], [32 ackend servers, BMS and GMS included. A wide range

. . . f networks could be used to connect IEDs to the CMS
key management [5], [17], firmware integrity [16] and threa . . '
analysis [31] — securing the EV charging infrastructure | cluding GPRS, 3G. IEDs could also possibly connect to one

rarely discussed in the literature. Security researcmtakito another through ZigBee or TV White Space. The VMS can

account the integration of EVs and the smart grid is espgciaﬁe seen as a third party service provider in the NIST Logical

lacking. Although [4], [14], [15], [22] poses security canas eference Model [2_7], [28]. It provides EVS with informatio
of plug-in vehicles to the smart grid, no security solution"ilbOUt charging stations (such as locations, occupanaysstat

has been proposed. It is fair to say this paper gives the fif ')'n-:_h?mG'r\]flS act:)tstv?s i {)hrox%/vfor the F?[OVn:erngJ'?ﬁ andv\llsr
concrete solution to securing the EV ecosystem. € only ntertace betwee € ecosystem a € powe

Both [22] and [15] investigate attack vectors for the EC 2 BATS BT E B, L B o
charging infrastructure in different settings and stipeilae- ' g

curity requirements. While [22] is based on a model or}md stringent traffic filtering. The communication between

generic logical connections and communication types faaeth 32 ;Eg”i?s dtz((ici?gss/\e/s“/slisc)rzset;fbﬂgnriei?curgosc%ﬁkilgsnijdm
different use cases (at home, at work and at public placEs), [ b )

analyzes security of a concrete standard [13]. However, thee implementation adopts an "encrypt-then-MAC" paradigm

security implications of the integration of the EV ecosyste 0" withhold attacks like [36]. AES-CBC and SHAL-HMAC

and the smart grid seem possibly overlooked. In contraist, thre respectively used for encryption and payload integrity

paper views the EV ecosystem and the smart grid as a wh rgtechon. Interfacing logics are implemented at eacheger

system, stipulating security requirements based on th@IRS CZ)(:rll(JentsJE) ?girgcatwgatgzgast;aie dgtoengi?jtl\rgggsgvir et:(](?hzﬁczre
7628 [27] and the ENISA guidelines [7]. [14] has an in-deptR re pdate ge ge-
Upon receiving a request to initiate a charging session,

analysis of the risk of consumer privacy breach as a resylt

of continuous connectivity between EVs and the smart gr € ”CMS authentlcatest thel Et\(] tt: rollljzgg rug nmg 6; tE/pIICE:?/I
from the technical, legal and socio-ethical perspectives, challenge-response protocol wi € onboard ot the EV.

; ; . . ' User authentication and payment processing then proceed.
gives no technical solution. [35] proposes a hybrid pubdég k T
infrastructure for cross-certifications in vehicle-taegfv2G) The CMS acts on behalf of the vehicle in the background

o : coordinate with the BMS (for verifying the validity of the
applications, whereas, this paper presents a more compre . . - . .
PP paper p ser registration and billing account, and carrying ouirg!

sive architecture covering both V2G and demand—respoﬁ]se.:['r i d GMS (f i - f 2 charai
proposes a novel cyber-physical device authenticatiotopod ansac lons) an . (for granting permission ot :a chagin
gession based on grid and generator capacity, for intémgret

for the EV ecosystem to withhold the newly identified subst i . !
tution attack, but does not address the overall architectur and reSand'ng to deman_dfresponse or load shed_dmg signals
and for signaling in electricity sell-backs from vehicle¥he
CMS also updates the VMS on charging station status. When
a charging session is terminated or completed, the CMS is
The high-level system architecture of the proposed IGEsponsible for closing all communication sessions. TheSCM
infrastructure is depicted in Figure 1. A key component &s ttcan be seen as the head-end for all IEDs. In practice, there ar
IED (Intelligent Electronics Device), installed onboarflam multiple CMSs, one for each charging infrastructure previd
EV or embedded inside a charging station, to provide tamper-
resistant storage for secret keys and strong assuranceioéde
identities. The IED is different from the devices typicaliged
in power substations to sense conditions and control pseses Built on the ICT infrastructure, a basic demand-response
The use of IEDs in the charging infrastructure is supported Isystem is implemented for the EV ecosystem, as depicted
the industrial need, as identified by Gartner [10], whichesta in Figure 2. The PWM (Pulse Width Modulation) signaling
that “the disruptive nature of electric vehicles comes fiiia over the control pilot pin of the SAE J1772 plug is leveraged
fact that, due to their nomadic nature as a roaming appliante adjust the charging load. Details of the signaling protoc
they must bedentified and locatedvhenever and whatever could be found in [26] or IEC 61851. In brief, by changing the
they connect to a utility network; this requires integrativith  duty cycle of the PWM pulses, a charging station can signal
onboard vehicle information systerhs the connected vehicle to adjust its input impedance so as to
There are four types of servers, namely, Charge Maohange the input charging current and power. Through the
agement Server (CMS), Vehicle Management Server(VMSpntrol pilot pin, the power drawn by the EV can be adjusted
Billing Management Server (BMS), and Grid Managemerttetween 1 and 19 kW, subject to the onboard charger’s rating.
Server (GMS). These servers are connected to one another viehe demand-response system is essential for wide-scale EV
IPsec tunnels with pre-shared keys. In contrast to conveati adoption. The overloading problem is not purely a mismatch
configurations, authentication is applied to both the headegetween the supply and demand of electricity, but could be

1. ICT | NFRASTRUCTURE FOREV ECOSYSTEM

IV. DEMAND-RESPONSE FORSMART EV CHARGING



Fig. 1.

= == Power Grid
- &=
—6rid Management

o " Server (GMS)

Vehicle
Management
Server (VMS)

™
9 UD.-\

fats

Grid Capacity OK

s
L]

I
b

£k

TLS-like channi ; “="Billing

S¢, D ent O
Payf

Intelligent - -
Electronic Bl ~~~ "~~~ 77 . i o il Management
______ Server
F . Charge
é Management
IED in Server (CMS)
Charging Station

EV Ecosystem: Architecture and Software Implemtona

Grid Management igs==1
Server (GMS) =

1) Computing
capacity
allocation

5) New duty cycle for the
Control Pilot pin PWM

2) Update Billing Management

on allocated Server (BMS)
capacity 8) Real-time
2 charging load f 1~
w %, j-r \\? =
RN EXST
0, 1
Q’Q/ \\'@0/ ot
,‘l % . S c,e“(‘\‘ep
%, &50‘ N ‘N? N or '\
Charge | 3) Checking
i Management ' user preference
3a) Opted-out for DR Server (CMS)
Fig. 2. Demand-response Mechanism for Smart EV Charging.
the overloading of local transformers during peak timese Th ing current value back to the CMS.
demand-response system runs as follows: 7) The CMS computes the amount of demand-response
1) The GMS, based on a certain resource allocation algo- ~ incentive points gained by each opt-in vehicle and
rithm (using inputs from CMSs and VMS), computes communicates it to the BMS for recording. Depending
the power allocated for different CMSs. on the business model, these incentive points could be
2) The GMS updates each CMS's allocated power capacity. ~ Used to offset part of the charging cost.
3) Through interacting with the VMS, the CMS checks 8) The CMS updates the GMS with the actual load.
user preference for demand response participation. Only
opt-in vehicles will participate in the subsequent load V. CYBERSECURITY REQUIREMENTS
curtailing. Opt-out vehicles will be left unaffected. The _ biecti ;
CMS then assigns new power consumption caps for Al Security Objectives for EV Ecosystem
opt-in vehicles to fulfill the constraint. Be it for charging session management or demand response,
4) The charging station of each active opt-in vehicle rehe EV ecosystem relies heavily on secure message exchange.
ceives a new charging current cap. Message integrity or authenticity is the most important cri
5) By moderating the duty cycle of the PWM pulses oveerion, whereas, availability is also essential but withea r

6)

the SAE J1772 control pilot pin, the charging statiotaxed timeliness requirement (in seconds). Confidenfiadit
can coordinate with the opt-in vehicle to charge at anportant for some messages such as those involving financia
new (possibly lower) current value. information or linked to driver privacy. In addition, M2M
The charging station then reports the new, actual chagpmmunication — widely believed to be the most common



25 — Distributed
i 38 — Customer
Gegteratlon & 32 — Load Management / Vad Protal [
U137 CIEL Demand-R U39
Management emand-Response
Management System us7 \
(. { t ! - j_
| 15 — Distribution Uss t [ 24 — Customer 2- >
RTUs or IEDs [\ Service \Customﬂ )
[ 2 us3 “ \| Representative 4
29— 27 — Distribution ;
ut1r r Distribution [« yg »j Management # y U1\06 f
- SCADA | System 23-Customer | | 35 U127
—| Information |- U125
- System le——
34 — Metering / ’y T \
Biling / Utility f¢———— Us4 — ~———— | | |
Back Office / 76;719 S
T us9 U124
ug6 __ % __ _xx__ |ED
£ D (9- Customen
us3 5 — Customer Energy l'_’l Promi |
- remise
e —— e — ) — Management System ) 0 )
/ \ \ \ _ \Display _
. 19—Energy - \ — |\ use4 R AA 126
i Market | N\ U126
! Clearinghouse .« U20 U4 pEen A ‘ \
T~ = - 7 —Energy U42 Y
A Services Interface / |- 8- Meter 4
—us T T HANGaleway DA AT
ot s .. e v Jue2
{ T Towe N
LR P = N A N
B=[Egire | «Usop Submeter/
Actor Color ¢ [« u95 | Vehicle (EVSE/ ——=
Key \ PEV) )
-

Fig. 3. Identified NISTIR 7628 Actors and Logical Interfades EV Charging Infrastructure.

mode of communication in the smart grid — demands a strofy the EV ecosystem. Both have comparable guidelines but
assurance of device identities. ENISA offers recommendations for three different levelsef
Any reasonable security architecture for the EV ecosystegurity to accommodate architectural diversity. This pdpseses
should achieve the following security objectives: 1) cotrethe requirements on the NISTIR 7628 and gives a scalable
information with source authenticity for charging cooration; architecture accommodating 3 different levels of security

2) secure payment/iransaction processing to achieve-transriq N|STIR 7628 identifies 46 actors, which are partitioned
action integrity/authenticity, consumer non-repudiatiand 15 seven operation domains: Bulk Generation, Transmis-

privacy; 3) a safe integration with the power grid informati o pistribution, Customer, Markets, Operations, antige

system, requiring strong device security in the EV ecosystes gy iger. Over 130 logical interfaces between these aeti@rs
and a secure integration interface with controlled infaioT e nsified to provide a concrete specification for the types o
flow; 4) a strong device identity assurance to ensure SeCyigymation exchanged. Logical interfaces with similacise
M2M communication. These objectives are essential t0 prq, requirements are grouped into one of the 22 categories,
tecting the revenue of utility operators and maintaining thy,ch \with a specific set of security requirements and pyiorit

stability of the power grid, while introducing EVs as a neWyes (High, Medium, Low) for the security objectives of
type of mobile appliances and distributed power sources. confidentiality (C), integrity () and availability (A).
An assurance of device identities is particularly importan

for a number reasons. First, EVs would draw much more!n this paper, 21 actors and 28 logical interfaces are
power than typical households. Secure device identifinatifentified as relevant to the EV ecosystem, as depicted in
is necessary to match up with the increased risk of the Iargﬁure 3. The actors in the rectangle are implemented inside
charging load. Besides, to achieve demand side managemBlf,/ED platform (both on board of the EV and in the charging
an EV must be properly authenticated. Second, for secit@tion) Whlle the rest are implemented on the f(_)ur servers:
M2M communication, devices must be able to authenticall®® CMS implements actors 2 and 7; the BMS implements
one another automatically without human involvement. @hir 2Ct0rs 2, 23, 34, 38, 42 and 43; the VMS implements actor
in order to support V2G, it is suggested that battery prajilin*4: the GMS implements actors 15, 19, 25-32, 38, 41 and
would be necessary to ensure safety and efficiency [1§]3. Table | shows the Ioglcal mterfgces connecting among
Without proper device authentication, such operationdctoljiiese actors, and the security categories these logieafanes
possibly lead to injection of false information into the pow P€long to, as well as, the security requirements for these
grid. Finally, in flat rate charging which is on trial in somecategories. The collective unique security requiremendstae
countries, sharing a user account for charging multiple E\#®mmon technical requirements needed for the EV ecosystem
would lead to a revenue loss for utility operators. It is thy@'® summarized in Table II. As a result, the link between any

necessary to identify each EV correctly for each account. two servers may have different security requirements, whic
are fully determined by the security criteria of the logical

) ] connections (between actors) over that physical link.eladt
B. NISTIR 7628 Security Requirements of stipulating security requirements on a server-to-gelin&
The NISTIR 7628 [27] — a set of guidelines and reconmbasis, a finer granularity (per actor-to-actor logical ceetion)
mendations for smart grid cybersecurity — and the ENISK adopted for stipulating the security requirements irs thi
counterpart [7] are used to stipulate security requirementaper, for the sake of efficiency and finer security control.



Category | Logical Interface C |1 A | Security Requirements
1 U117 L |H | H | SGAC-14, SG.IA-04, SG.IA-05, SG.IA-06, SG.SC-03, SG@&;-SG.SC-07, SG.SC-08|
SG.SC-09, SG.SI-07
2 U117, U137 L [ H | M ] SG.AC-14, SG.IA-04, SG.IA-05, SG.IA-06, SG.SC-03, SG@;-SG.SC-07, SG.SC-08
SG.SC-09, SG.SI-07
3 U117, U137 L |H | H | SGAC-14, SG.IA-04, SG.IA-05, SG.IA-06, SG.SC-03, SG@&;-SG.SC-07, SG.SC-08|
SG.SC-09, SG.SI-07
4 U117, U137 L | H | M| SG.AC-14, SG.IA-04, SG.IA-05, SG.IA-06, SG.SC-03, SG@;-SG.SC-07, SG.SC-08
SG.SC-09, SG.SI-07
5 U9 L | M| M| SG.AC-14, SG.IA-04, SG.SC-05, SG.SC-06, SG.SC-07, S@&CSG.SI-07
7 U6 L | H | M] SGAC-12, SG.AC-14, SG.IA-04, SG.IA05, SG.SC-03, SG.SCHG.SC-06, SG.SC-08,
SG.SC-26, SG.SI-07
9 U4, U20, U53 H|HI|L SG.AC-14, SG.IA-04, SG.SC-05, SG.SC-06, SG.SC-07, S@&HGSG.SC-09, SG.SI-07
10 U33, U59 H| H | H | SGAC-14, SG.IA-04, SG.SC-05, SG.SC-06, SG.SC-07, S@EEG.SC-26, SG.SI-07
13 uU95, U119 H|M]|L SG.AC-14, SG.IA-04, SG.SC-03, SG.SC-06, SG.SC-07, S@EESG.SC-09, SG.SC-26
SG.SI-07
14 uU95, U119 L{HIL SG.AC-14, SG.IA-04, SG.SC-03, SG.SC-05, SG.SC-06, S®@BCG.SC-08, SG.SC-09
SG.SC-26, SG.SI-07
16 U18, U37, U38, U39, U125 L | M | M | SG.AC-14, SG.IA-04, SG.SC-03, SG.SC-05, SG.SC-06, S®@BCGG.SC-08, SG.SC-09
SG.SC-26, SG.SI-07
18 U46, U47, U50, U54 L | M| M| SGAC-14, SG.IA-04, SG.SC-03, SG.SC-05, SG.SC-06, S®@BCG.SC-08, SG.SC-09
SG.SC-26, SG.SI-07
TABLE |
LOGICAL INTERFACES AND THEIRCATEGORIES FOREV ECOSYSTEM
Unigue security requirements Proposed security solution
SG.AC-12 | Session Lock account lock and certificate revocation through PKI+OCSP
SG.AC-14 | Permitted Actions without Identification or Authenticatig electro-mechanical protection + governance, e.g. leveharging
SG.IA-04 User Identification and Authentication PKI+OCSP, authentication
SG.IA-05 Device Identification and Authentication PKI, challenge-response device authentication, tangmstance
SG.SC-03 | Security Function Isolation VLAN, memory/hardware partitioning
SG.SC-05 | Denial of Service Protection a wide range of possible solutions depending on the contegt,frequency
hopping, overlay DoS protection, robust control, DR comptie
SG.SC-06 | Resource Priority task scheduler, packet tagging
SG.SC-07 | Boundary Protection firewall, network partitioning, VLAN, data diode, intrusiadetection
SG.SC-08 | Communication Integrity HMAC, IPsec
SG.SC-09 | Communication Confidentiality AES-CBC, IPsec
SG.SC-26 | Confidentiality of Information at Rest AES-CBC or AES-CCM
SG.SI-07 Software and Information Integrity signed software update, remote code attestation, HMAC
Common technical requirements Proposed security solution
SG.AC-06 | Separation of Duties Role Based Access Control (RBAC)
SG.AC-07 | Least Privilege Role Based Access Control (RBAC)
SG.AC-08 | Unsuccessful Login Attempt account lock-out, identity blacklisting
SG.AC-09 | Smart Grid Information System Use Notification implementation details
SG.AC-16 | Wireless Access Restrictions device authentication + wireless security
SG.AC-21 | Passwords password storage in salted hashes
SG.AU-02 | Auditable Events SIEM + governance
SG.AU-03 | Content of Audit Records SIEM + governance
SG.AU-04 | Audit Storage Capacity SIEM + governance
SG.AU-15 | Audit Generation SIEM + governance
SG.AU-16 | Non-Repudiation digital signature used in authentication
SG.CM-07 | Configuration for Least Functionality through governance
SG.CM-08 | Component Inventory through governance
SG.SA-10 | Developer Security Testing through governance
SG.SA-11 | Supply Chain Protection through governance
SG.SC-02 | Communications Partitioning VLAN, AEC-CBC, HMAC, IPsec
SG.SC-11 | Cryptographic Key Establishment and Management PKI+OCSP, challenge-response device authentication
SG.SC-12 | Use of Validated Cryptography through governance
SG.SC-15 | Public Key Infrastructure Certificates PKI
SG.SC-16 | Mobile Code signed code update
SG.SC-18 | System Connection challenge-response authentication, IPsec
SG.SC-19 | Security Roles Role Based Access Control
SG.SC-20 | Message Authenticity HMAC, IPsec
SG.SC-21 | Secure Name /Address Resolution Service PKI
SG.SC-22 | Fail in Known State implementation details
SG.SC-30 | Smart Grid Information System Partitioning VLAN, memory/hardware partitioning
SG.SI-02 Flaw Remediation through governance
SG.SI-08 Information Input Validation implementation details
SG.SI-09 Error Handling implementation details

TABLE I

NISTIR 7628 SCURITY REQUIREMENTS FOREV ECOSYSTEM



VI. SCALABLE CYBERSECURITY ARCHITECTURE Shown in Figure 5 is the protocol for mutual authentication
Fi 4 hensi . f ) between an EV and the server (CMS/VMS). The structure of
\gure presents a compre ENSIVE VIEW 0 securlty_comp[ﬂ-e protocol is mainly based on the TLS handskake, except for
nents in the proposed cybersecurity architeciure. The mgpp% number of optimizations. First, version checking is skigp

between these security components and the NISTIR 76 écondstate[ED (indicating the CAN bus status of the IED)

security requirements addressed is depicted in Table H. Fig included in the client's response for verifying the IED's

requirementg which_can _only be sa}t?sfied by governance k%ding status. The protocol is based on Diffie-Hellman key
implementation details (with no specific technologies)spe- exchange, which can be seen as two interleaving challenge-

cific securlt_y r_nechamsms are listed. Due_ to space I_'mmat'oresponse instances. The protocol works with a generator
a full description of all the components will not be discusse

: ) f a multiplicative group, sayZ, for a large primep. The
héare. 'T‘t plart[gulatr, S%n;e cotmNglJonents, sutch az cfx\ﬁ"yts'glient hello includes a challengg® for the server, and”
(Security Incident and Event Management) an (Virtu Iso functions as the nonce to prevent the playback attack.
Local Area Network), are standard tools. Yet, a more focusg.qf

. ) ) o'° PFUSThe server replies by signing @it andg® (¢° is a new nonce
_dlscussmn on mech_amsms for assurance .Of device _'_dmt'tf:%osen by the server) to prove its knowledge of the privaye ke
is presented, especially those unique in this paper, inmudud

th tual authenticati d certificate issui sks. g® is a challenge for the IED, which signs on it, along
€ mutual authentication and certificate Issuing prot with the statergp, to prove its knowledge ofk;. If signature

the RBAC schema (Figure 4). verification passes on both sides, the authentication sdsce

The NISTIR 7628 does not specify whether symmetrig, jab i hashed to form the session keys of a new private
key or asymmetric key techniques should be used.

! ! _ sed. In faghq authenticated channel for subsequent message exchange
the security requirements could possibly be satisfied by ei-

ther. However, for scalability, the asymmetric key appioag. pigital Certificate Management
is preferable, because symmetric key management for th
multi-party setting (multiple charging infrastructureesptors

and multiple EVs) could be complex, in particular, whe

A typical initiation process for installing an IED is showm i
Eigure 6. When an owner registers his EV, the VMS generates
) s : ; public/secret key pailpk;, sk;), and signs a certificate
icsonmepcrgsn;:fdfg?glT;r'seag\r/agggzl r;zlr';y’ and huge kapgto cert(pky) for pky. All these will be installed on the IED along
As show?\/ in Fi u?e 4 diﬁ‘er)ént C(:)m onents could bWith the VMS's public keypkyars. Only sk; and phvars
9 ’ P fieed to be stored in tamper-resistant storage. The crux is

combined to achieve three levels of security (High, Mediun&,Iat even the owner has no accessitp and cannot modify

Low), based on the available physical protection and tr},%VMS' since the owner could be a potential adversary.

maximum power consumption. The rationale is two-fold. &:irs" 5 \/\s keeps a CRL (Certificate Revocation List) listing
if the charging station is deployed in a physically protélcte, yhe revoked certificates. The IED has to regularly obtain
area (meaning a smaller attack surface), a low securityl leyg, ) the vMS an OCSP (Online Certificate Status Protocol)
should be sufficient. Second, if the actual usage involvés on, o ¢ yhat its certificate remains legitimate. The VMS needs
low power consumption, the EV could simply be treated asf e online for each session establishment. The idea is as
usual home appliance with a low security level needed.  {5),5ys: the VMS signs (with a date) the root of a Merkle tree
A defence_-m-depth approach [1] is taken. In general, mulﬁdormed over the revoked certificates (as leaves) in seclenti
ple _mechan!sms or comppnents are used to offer protgct%er by iteratively applying a cryptographic hash funetio
against a given type of risk or attacks, so that the failug ch a5 SHA1; to generate a proof of validity for a particular
of one component would not cause a total compromise QfificateC'y, the VMS look up two adjacent certificates in
complete security breach. In the c_y.bersecurlty. archltectuthe tree such thafz,'s serial number lies in between: the
users and EVs have separate certificates. While the formerqt then includes the VMS's signature of the root, the two
is used for billing and financial transaction processing thyiacent certificates, and all the hash values of the nodes of
latter is largely for device identification. There are weoee he path from the two certificates to the root (those marked
of security mechanisms to assure device _u_jentmes, namely,e in Figure 7). To verify the proof, any verifier just ne¢ds
challenge-response authentication and certificate mamae (oonsiruct the hash value of the root of the Merkle tree from

(concerning certificate issuing, storage and revocatiink  ihe given hash values and certificates, and checks whetaer th
assumed that a binding between the IED and EV exists, S&%nature matches for the root hash.

through some CAN bus hardware security mechanism.
VIl. EVALUATION AND SECURITY ANALYSIS

The proposed system is evaluated in terms of key storage
requirements, computational complexity, response timeeof

The identity of an IED is based on a 3-tuplemand response, and security. The communication between the
(skr,pkr, cert(pkr)) where sk; and pk; are its private and CMS and an IED is secured with AES-CBC for confidentiality
public keys, andert(pk;) is the certificate signed by the VMSand SHA1-HMAC for integrity. The two sessions keys are
to certify pk;’s authenticity. Bothsk; andpky s (the VMS'’s  established using Diffie-Hellman (DH) key exchange over a
public key) need to be stored in the tamper-resistant stooag 1024-bit primep. A 320-bit DSA (Digital Signature Algo-
secure element of the IED, as physical tampering is prdlgticarithm) — with p as the modulus and a 160-bit exponent-
possible. Such storage is provided by the NXP-ATOP [25].is adopted for entity authentication and certificate signin

A. Challenge-Response Device Authentication



Notes:

o Components in square bracket | | are used
only for the “High” security level

o Components prefixed with * are used only
for the “Medium” to “High” security levels

* Authentication, Authorization,
'BAC] and Accounting

* PKI Encryption
+OCSP - Data in Transit, e.g. TLS
- Data at Rest, e.g. AES-CCM

TLS, IPSec

DDoS
protection
* Forward-secure

SIEM Logging

Signed

Correlation/
Software Response
Update
m lianc: Layer Users: ATt Eob) Carl Dave v
1 Integrity, Location
eg TLS Data Privacy
Protection Protocol

Layer Roles: | | Vendor | |Operat0r Billing

Service
Protection
Layer

Permissions/
Resources:

|Pr0prietary| | Internal |

Fig. 4. A Scalable Defence-in-depth Cybersecurity Arctitee.
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Server Hello — LB SBNS(E° || g7) pks, cert(pk)} ‘ h(1~2||3~4)
t(pk))} ‘ A
{sign, (& 1 gb\ \statelED) pk,, cer (p ) ‘ Client Reply h(1~1]]2~2)
Check state;g, Session key k = h(g®) established ‘ h(C,) @

8~8
"”M’e;s}{gééic’h},hge’ &,\}e}’s’eéljr}aa’chéﬁr{aﬂ CRL . i i i i ic i-c i-c
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Fig. 5. Challenge-Response Device Authentication for E\ddystem.

Revoked certificates (inlascending order of S/N)

Proof (Cq)= (Signyys(1~8), 174, 78, C, Cg) | Cpy

3
Detaj
&—% Generate (pk;, sk;)

Fig. 7. OCSP and CRL for Certification Revocation.

used to implement the cryptographic algorithms.

Sign a cert for pk,
EV IED VM3 (with S/N)
N Install (pk, sk, cert(pk)) and A. Storage and Computational Complexity

pkyms, With sk;, pkyys in the

Storage and computational complexity is usually a major
IED’s tamper resistant storage

impediment to securing resource-constrained embedded sys
tems in the smart grid. The complexity of the proposed scuri
architecture is summarized by the following theorem.
Theorem 1Givenp, the modulus for the Diffie-Hellman key
In the experiment, the IED with its security mechanisms ixchange and DSA, ang the modulus for the DSA exponent,
implemented on an NXP-ATOP OM12000 module, an ARM¢he session key establishment tak¥d - |p|® +1.5-7tt) where
processor with tamper-resistant storage for private kagd, rtt is the round-trip time for sending a message between the
GPRS for communication to the CMS which is the hub. ThEED and the backend server. For &bit messagemn, the
NXP-ATOP is a reasonable benchmark platform since it mputational time of the security mechanisms in the data
commonly used in embedded onboard units for typical autmansfer phase is?([%} - teipher + 2 - thash), Wheren is
mobile applications. The BouncyCastle Java security tipi the block size of the block ciphet.pne, andiy,.sn, are the

Fig. 6. Certification Initialization for EV Ecosystem.



. . . without SMX | with SMX
computauo_nal complexity of th_e block cipher (A_ES) and the session key sefup (in 569)
hash function (SHA1) respectively. Tamper-resistantagjer p[ = 1024 bits 17.77 28
needed on the IED is thefip| + |¢|) bits. p| = 2048 bits 148.21 22.8
Proof: With reference to Figure 5, the session key setup | securing data transfer (in se¢)

involves sending two messages from the IED to the server | =292 bytes 0.521 0071

. o . T = 548 bytes 0.915 0.125
and one message in the reverse direction, thus making up

TABLE Il

a transmission time of approximately.5 x rtt, and the
computation of: (1) the client hello involving an exponenti
ation in modp, with a complexity ofO(|p|?); (2) the server
hello involving 2 signature verification operations redugr
2 - tyerify and a hash computation on a message of lengttechanisms activated; the difference divided by two is @sed
2|p| requiring t5; (3) the client reply involving 1 signing an estimate for the computational overhead introduced by th
operation requirings;,, and a hash computation on a messaggecurity mechanisms. Different-sized packets are useden t
of length 2|p| + |state;gp| taking approximatelyt, (since experiments, but only representative cases are shownoWith
|staterpp| << |p|); and (4) hashing;?® (of length |p|) to security enabled, the round-trip response time is 2.85s and
generate the session key requiring2. Summing up, the total 3.53s respectively for a message size of 292 bytes and 548
computation time iSO(|p|®) + 2 - tyerify + tsign + 2.5 - t,. bytes. The similar response time is possibly because each
For DSA, tsgn ~ O(lp|> + 3 - |¢|* + |¢]) ~ O(|p]*), and message for the two cases fills in the same number of GPRS
toerify =~ O2 - |p|> + [p|> + 3 - |g?) ~ O2 - |p]*). The frames. The average latency caused by the security mecha-
total computation time isO(4 - |p|®) (since [p|> >> t,). nisms (without the SMX) for the two cases is respectively 18%
Adding in the transmission time and the processing time by tand 26% of the round-trip latency; for most of the tested sase
server (denoted b..-..,-), the session key establishment takethe security mechanism overhead is no more than 26%. With
O(4-|p|?) + 1.5 - 7tt + tserver. Since the server is much morethe SMX, the overhead is only about 2-4% of the round-trip
powerful than the IED¢#..,ve could be assumed negligiblelatency. In other words, the developed security mechanisms
compared with the IED computation time. Hence, the sessisufficiently lightweight even for typical embedded platfor
key establishment take$(4-|p|>+1.5-7tt). For a message:  (especially when the SMX is used), thus easing the deploymen
sent or received by the IED, the security mechanisms ingolvef full security coverage for all devices in the smart grid.
1 CBC and 1 HMAC operation. The CBC operation involves
[L7 invocations of the block cipher algorithm, while the
HMAC operation involve evaluating the hash function twice:
The computation time is therefor@((%] “teipher + 2 thash)- Demand response experiments are carried out on a Mit-
For storage, the IED needs to store its own private keybishi i-MiEV to measure the proposed system’s response
requiring|q| bits and the VMS’s public key (for verifying au- time, a key performance metric for demand response mech-
thenticity of certificates) requiring| bits. A total of (|p|+|q|) anisms [29], [34]. A faster response time usually translate
bits of tamper-resistant storage is thus required. B into greater usability in a wider range of applications and
In the actual experimentp| is 1024 bits andg| is 160 demand response models. In the experiments, load cugailin
bits. As a result, the proposed architecture requires 14&sbyinstructions are sent from the GMS. A charging session is
of tamper-resistant storage on the IED (20 bytes for the $EDstarted with the maximum allowable current (13A) and the
secret key and 128 bytes for the VMS'’s public key), altogetheurrent is subsequently reduced in 2A steps. The time lapse
taking up<1% of the 80 kbytes capacity of the NXP-ATOPfrom instruction issuing to reaching the new steady curignt
which is also insignificant for typical tamper-resistamtrage. 2.92s (average), 1.47s (min), 4.83s (max). The experiments
Table Il shows the computational time for establishingre repeated but the current is reduced in a single step from
the session keys and securing a message in the data trank3é to 6A (IEC61851's minimum allowable current). The
phase, which are representative to indicate the compugtiocorresponding delay is: 3.45s (average), 1.72s (min),s5.01
efficiency of the proposed architecture, because the foisreer (max). Note that this delay only involves a message flow in
key step for the root of trust and the latter is the most frequeone direction and the GMS and CMS are virtual machines
security computation. The average time taken to establisto@a the same physical machine. The proposed system could
session key using Diffie-Hellman over a 1024+bits 17.77s, fully respond in seconds, comparable with the highest grade
without using the SMX (security processor) of the NXPin different standards: the ‘Regulation’ grade (best gyaafe
ATOP, and is substantially reduced to 2.8s with the SMX29] requires time to respon&30s and time to fully respond
For a 2048-bitp, the time is 148.21s and 22.8s respectivelyx5 min; the ‘Frequency Response’ or ‘Fast Reserve’ grade of
The processing time at the CMS is also measured, whif34] requires a response time2s and<2 min respectively.
is in the range of tens of ms (negligible compared to that According to [29], the proposed mechanism’s performance
at the IED), thus confirming the assumption of Theorem fis sufficient for continuously accommodating random undehe
To measure the performance in the bulk data transfer phasked deviations in the net load, that is, capable to support
a fixed-sized packet is repeatedly sent from the IED to theal-time demand side management. Indeed, the systens fulfil
CMS which acknowledges the receipt. The average rourttie timing requirement of the smart load which suffices for
trip response time is measured with and without the secur#yl range of demand response models in [30], from energy

COMPUTATIONAL TIME

. Demand Response Performance



efficiency to virtual spinning reserve. In other words, the For the case of malicious or compromised EVs, IED cloning
proposed ICT and cybersecurity architecture is lightweigls guarded against by the IED’s tamper-resistant storagle an
enough to attain a latency guarantee sufficiently coverlhg a rigorous key issuing procedure (Fig. 6). Storing the serve
the existing demand response models. Besides, the propgseblic key in the tamper-resistant storage also ensuréshba
system (focusing on the design of demand response mectwnt of trust lies in the key issuing procedure, withstagdin
nisms at the lower level) is complementary to the existingkwo server impersonation. If a legitimate EV is detected maiisi
in the literature focusing on business models [20] and nesouthe power grid can blacklist it through certificate revoaoati
allocation strategies [18], [21], [24] of demand resporise. to ban its subsequent access. If a blacklisted EV attempts to
provides a logical interface for these higher level mecérasi connect, it has to prove the validity of its public key thrbug
for implementing a concrete demand response system for EYf&e necessary data in the Merkle tree (Fig. 7) which can only
be obtained from the VMS. The security properties of the
C. Security Merkle tree and the digital signature scheme ensure thaethe
The proposed security architecture could withstand difalidation data cannot be easily forged.
ferent kinds of attacks: eavesdropping, message injec-
tion/modification, device impersonation, replaying a &8 D. Scalability for Large Scale Deployment

session, .IED cloning, gaining access with a _comprom|sedThe experimental results of this paper should remain hold-
or blacklisted .IE.D' _The . grchltecture empha5|zes_ a s_tro% as the number of EVs in the ecosystem increases. Adding
assurance of.dlgltal |deqt|t|es, more concrete!y, dewvitemnii- a new EV can simply be done by installing a new IED. Since
f|c:z1jt|on, for dlﬁ‘erzqt dIeV|(cj:es. QVS the povx(/jerbgrld r|1as to Mciasymmetric key cryptography is used, the size of the tamper-
an connect_ mobrie 10ads (EVs) owned Dy a largé NUMBEistant storage needed on each IED for storing the keys
of othe_r par_tles_ which are r_10t necc_essanly trusted, thisnis femain constant, regardless of the number of EVs or charging
essential crlteno_n for sa_fe Integration O_f the EV ecomtestations. Only one private key of the IED and one public key
and the smart grid, allowing the power grid to have full asCeg¢ yho \/MS need to be stored. The computational overhead
control. In fa(_:t, the ability to identity and lloc;ate Wheredgnfor securing data in the transfer phase remains the same for
when an EV is connected to the power grid is a determln”?e%lch IED despite the addition of a new EV since no shared
factor for a successful rollout O.f EVs in a ]arge scale [10]. .server resources are used in such computation. For session
A successful run of the entity authentication protocol IQey establishment, the shared resources include the backen

Se_ct|on VI.'A results in aunique session keyk, through. servers and the communication network (which is GPRS in
which a private and authenticated channel can be establlst&er

IS case). Since the servers are virtual machines (VMs), th
between an IED and the CMS and other servers. The secugg/ . .
. rver resources could be readily scaled up by adding VMs.
properties of AES-CBC and HMAC (keyed by) — more y P by g

o e o : . In fact, the proposed architecture already assumes nuultipl
specifically, indistinguishability against chosen plaiit at- CMS servers. Besides, the capacity of a GPRS network is
tacks and unforgeability against chosen message attacks Ble to support hundred,s of thousands devices: in otherayord
respectively ensure the confidentiality and integrity of results for the key establishment and démand—response
messages. Provided that the private keys of the IED and C

) t the chall thenticatiat this paper remain holding for a significantly larger EV
remain secret, the chalenge-response authenticat oo ecosystem. The bottleneck of key establishment remains at
guarantees that nobody besides the designated EV and

CMS has knowledge of. Other EVs would not knowk the” IED computation overhead, which is independent of the

. . 0 e number of EVs. Hence, the proposed architecture is scalable
either. With &k, any injected or modified messages could be prop

easily detected through HMAC verification, and thus negléct
without deceiving innocent EVs into carrying out harmful ] ) ) ) )
actions on the power grid. Similarly, encryption based orsAE 10 fill the gap for integrating a large-scale electric veaicl
CBC assures confidentiality of all messages. As long 4 ©COSystem with the smart grid, a secure, intelligent ICT
regularly updated, the confidentiality of each messageddoeil infrastructure is deS|gm_ad and |mplemented. To facilitaiiéy
guaranteed with high probability. Nonetheless, avaiigbilas OPerators to handle wide-scale adoption of EVs, a demand
to rely on other mechanisms such as robust control and ded@§POnse system is presented. The system achieves a fast
of service protection which are not in this paper's scope. €sponse time and has a generic mterfacc_a to support a wide
Possessing the designated secret kiey and a valid cer- fange of demand response models. Besides, a comprehen-
tificate cert(pk;) is necessary for an EV to pass the devicelVe cybersecurity architecture tailored for the envistbiEV
authentication (Fig. 5), leading to two implications: firstecosystem is given, with lightweight security mechanisms,
impersonation by an attacker is guarded; second, the acc&Bich provides a strong assurance of device identities — a
privilege of a valid but malicious EV can be revoked by theeeded basis for M2M communications and secure networked
power grid. Without knowledge ofk;, there is negligible control in the smart grid. The design is .|mplemented on the
probability for any attacker to generate a valid signatuMXP'ATOP and the overheads are practically reasonable.
sign(g®||¢g®||statergp) to pass the CMS’s verification. Sim-
ilarly, in the reverse direction, an attacker could not insp@- ACKNOWLEDGMENT
ate the CMS. Since new random numberand b are used  The authors thank Ang Chiew Kok, Wong Jun Wen, Wang
for each new session, replay attacks would not succeed. Xian, Lee Chang Fatt, Goh Lee Kee for building the prototype.

VIIl. CONCLUSIONS
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