How to enable SSH on HP 5130 switches

Maher Saad, Chestnut Residence, University of Toronto

Disclaimer
The author of this document shall not carry responsibility for any damage to the network, switch(s), computer(s),
software or hardware either direct or indirect as a result of following the instructions herein.

Introduction
This document covers enabling SSH on HP 5130-24G-PoE+-4SFP+ (370W) El JG936A switches.

This document is intended for I.T. and/or network professionals. However, other users with basic network
understanding may find this document useful and straight forward to follow.

Note:

The commands used herein may also work on different switch make and models, please refer to the reference
manual of your switch to compare commands syntax first

For simplicity this document uses username “admin” and password “passwOrd”. As a general rule, a strong
password and a more complex username must be used on production devices

This document uses PuTTy as the tool to communicate with the switch

If you are still experiencing, you may not save the configuration, simply reboot without saving or just unplug the
power cord from the switch

Requirements

HP 5130-24G-PoE+-4SFP+ (370W) El JG936A switch

An Ethernet cord

A PC capable of hosting a 9 Pin serial cable (this will be the console cable provided as part of the switch package
contents)

PuTTy or similar tool to establish connection to the switch (ensure safe download links)

Brief

Download PuTTy or a similar tool to establish connection to the switch (ensure safe download links)
Establish a connection to switch using the console cable (part of the switch package contents)

Enable SSH

Create communication interface (192.168.1.1 as an example, change to reflect your network address scheme)
Test communicating with the switch via SSH

Save and reboot the switch
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Procedure

1. Power ON the switch and connect the console cable between the PC and the console port of the switch

2. Use PuTTy or similar tool to establish a serial connection to the switch. Typical COM port configuration may look like
the following, please refer to your switch reference manual for accurate settlngs

ﬁ PuTTY Cenfiguration @

Categary:

—|- Session Qptions controlling local seral lines

i Select a seral line
—I- Teminal
- Keyboard Serial line to connect to COomM1
- Bell

- Features
= Window Speed (baud) 5600
- Appearance
- Behaviour
- Translation Stop bits 1

- Selection Pari
- Colours Farty | bioe i |

=J- Connection Flow control |XON/XOFF |
.. Data
- Praxy
- Telnet
- Rlagin
4 SSH

Corfigure the seral line

Data bits 8

| About | | Open | | Cancel |

3. Out of box when switch boot for the first time, it will try to load automatic configuration. After switch boots you may

see repeated messages as illustrated in the snapshot below, you may then press CTRL_D to break:
System 1s starting...

Startup configuration file
started automatic configurat } FL 0 to break.

“ﬁatir
ne interface avallable.

: no interface available.

on: no interface available.

4. After pressing CTRL_D you may receive prompts as illustrated in the snapshot below, meaning you are ready to
communlcate with the switch:
omatic cenfiguration is aborted.
»@ is awvailable.

Press ENTER to get started.
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Press Enter then either type the following commands one at a time or simply copy all and paste as script to apply on
the switch to enable SSH service and setup a communication interface:

system-view

public-key local create rsa

y

2048

ssh server enable

line vty 0 63
authentication-mode scheme
protocol inbound ssh
local-user admin class manage
password simple passwerd
authorization-attribute user-role network-admin
service-type ssh

quit

interface vlan 1

description workVLAN1

ip address 192.168.1.1 24
quit

quit

The snapshot below illustrates an example of the switch interface using the above commands:
<HP>system-view
System View: return to User View with Ctrlsz.
[HP]public-key local create rsa
The local key pair already exists.
Confirm to replace it? [Y/N]:¥
The range of public key modulus is (512 ~ 2@43}.
If the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.
Input the modulus length [default = 1@24]:2848
Generating Keys...

Create the key pair successfully.

[HP]ssh server enable

[HP]line vty @ &3

[HP-1ine -vtye-e3]authenticat ion-mode scheme
[HP-1line -viyd-63]protocol inbound ssh

[HP-1ine -vity@-63]1local-user admin class manage
[HP-1luser-manage-admin]password simple passwerd
[HP-luser-manage-admin]authorization-attribute user-role network-admin
[HP-1luser-manage-admin] service-type ssh
[HP-luser-manage-admin]quit

[HP]interface vlan 1

[HP-¥1an -interfacel]description workVLAaNl
[HP-wlan-interfacel]ip address 192.168.1.1 24
[HP-v1lan -interfacel]quit

[HP]gQuit

<HP>

Now the switch can be accessed via SSH.
Use an Ethernet cable to connect the PC to any of the switch LAN ports.

In the Local Area Connection use the following static configuration (remember to switch back to your original
settings when finish):

IP address: 192.168.1.10
Subnet Mask: 255.255.255.0
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8. Run PuTTy or a similar tool to establish SSH connection using interface address 192.168.1.1, then clock Open

ﬁ PuTTY Configuration @

Category:

= S,assiu::n Basic options for your PuTTY session

Specify the destination you want to connect to

... Keyboard Host Mame (or [P address) Port
- Bell 132.168.11 72

- Features Connection type:
= Window (O Raw () Telnet ) Rlogin @ SSH (D) Seqal
- Appearance

- Behaviour
... Translation Saved Sessions

Load, save or delete a stored session

- Selection
- Coolours -

&1 Connection Default Settings Load
. Data

- Proxy
- Telnet Delete
- Rlogin
E- S5H

- Serial

Save

Close window on exit:
(71 Mways () Mever @ Only on clean exit

About | Cpen M [ Cancel ]

If prompted you may click Yes
PUTTY Security Alert ==

WARNING - POTEMTIAL SECURITY BREACH!

1Y

The server's host key does not match the cne PuTTY has
cached in the registry. This means that either the

server administrator has changed the host key, oryou
have actually connected to another computer pretending
to be the server.

The new rsa2 key fingerprint is:

ssh-rsa 2048 0a:1e:07:22:11:38:00:78:05:98:32:1 b 57: d 2:50: 23
If you were expecting this change and trust the new key,
hit Yes to update PuTTY's cache and continue connecting.
If you want to carry on connecting but without updating
the cache, hit Ma.

If you want to abandon the connection completely, hit
Cancel. Hitting Cancel is the OMNLY guaranteed safe
choice.

Yes L\sj | Ne || Cancel

9. The switch login screen will appear, enter the username and password created earlier (admin, passwO0rd). Now you

can manage the switch via SSH.
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10. You may save and reboot as illustrated with prompt answers in the snapshot example below:

artup g
ss the enter

the device. Continue? [v/H]dy

Reference:
HP 5130 EI Switch Series Fundamentals Configuration Guide

Credits:
Vladimir Kupchinsky and Vivin Thomas; Enterprise Infrastructure Solutions

End of document.
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