Building a virtual network
Maher Saad, Chestnut Residence, University of Toronto

Disclaimer
The author of this document shall not carry responsibility for any damage to the network, computer(s) software or
hardware either direct or indirect as a result of following the instructions herein.

Introduction

This document provides steps on building a virtual network using pfSense. pfSense will act as a virtual router/Gateway
interface between the existing production network and the virtual environment using Oracle VirtualBox. This gives us
the ability to build a virtual lab of servers and workstations without interfering with the exiting services in a production
environment, all for testing purpose and beyond.

This document also highlights steps on setting up remote desktop connection between a production workstation and a
virtual instance, this in addition to a scenario where you may need to virtually connect multiple pfSense virtual routers
together for certain testing, under Additional Comments.

You may find some of the steps confusing, just carry on and it will become clear and make sense at completion.

This document uses Oracle VirtualBox 5.0.16 r105871 and pfSense 2.2.6 64-bit. Latest release for both products may be
obtained from the following links, unless changes at a later date by manufacture:

https://www.virtualbox.org/

https://www.pfsense.org/download/

This document is intended for I.T. professionals. However, other users may find this document useful and straight
forward to follow.

Requirements

- A PCwith a network card, adequate processing power, adequate memory and hard drive capacity

- Oracle VirtualBox

- pfSense

- Avirtual instance, such as Windows Server 2012 to connect to the newly created virtual network by pfSense and
test Internet connectivity

Brief

- Onthe PC, download and install Oracle VirtualBox

- Onthe PC, download and extract pfSense

- Create and configure a pfSense virtual instance

- Create and configure a virtual instance such as Windows Server 2012 for testing
- Test the virtual network connection and Internet access
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Procedure

1.

4.

On the PC, download and install Oracle VirtualBox, accept defaults until installation is complete

You may consider changing the default path VirtualBox uses to create its virtual instances right after installation
complete. Simply from the File menu, select Preferences, and under General type-in or browse to the desired
location, then click OK as illustrated in snapshots a and b below:

§¥ Oracle VM VirtualBox Manager
File || Machine Help

Preferences... Ctrl+G
L

(}[b VirtualBox - Preferences

|IEI| General General

@ Input Eefﬁult Machine Folder: D:\yMs j

b.

On the PC, download and extract pfSense, an ISO image should be available after extraction

Run Oracle VirtualBox Manager and click New to create a new virtual instance which will be utilized and configured
as our pfSense virtual router:

¢ Oracle VM VirtualBox Manager
ile  Maching Help

‘Welcome to VirtualBox!

Follow below snapshots examples to complete creating the pfSense virtual router instance:

- Enter name, type and version then click Next to continue

(7 Jmesa]

'\._.JI Create Virtual Machine

Mame and operating system

Please choose a descriptive name for the new virtual machine and select the
type of operating system you intend to install on it. The name you choose wil
be used throughout VirtualBox to identify this machine.

Mame: | pfSense

Type: [BSD - l W
-

‘ersion: || FreeBSD (64-bit) 7

E}(pertl"«"lode] [ Next [ Cancel
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@ Create Virtual Machine

Memory size

Select the amount of memary (RAM) in megabytes to be allocated to the
virtual machine.

The recommended memory size iz 64 MB.

o

4MB

512 |5 MB
32768 MB

[ Corcel |

L7 sl

@ Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either

create a new hard disk file or select one from the list or from another location
using the folder icon.

If you need & more complex storage set-up you can skip this step and make
the changes to the machine settings once the machine is created.

The recommended size of the hard disk is 2.00 GB.
) Do notadd a virtual hard disk

@ Create a virtual hard disk now
() Use an existing virtual hard disk file

Whs100. vdi (Mormal, 125.00 GE)

| [ Create [ Cancel

Select type of file then click Next to continue
(-7l

S, Create Virtual Hard Disk.

Hard disk file type

FPlease choose the type of file that you would like to use for the new virtual hard disk. If you
do not need to use it with other virtualization software you can leave this setting
unchanged.

@ VDI (VirtualBox Disk Image)

) YMDK (Virtual Machine Disk)

") WHD (virtual Hard Disk)

() HDD (Parallels Hard Disk)

() QED (QEMU enhanced disk)

) QCOW (QEMU Copy-On-Write)

N
ExpertMode]I[ Next y [ Cancel

Set memory capacity as desired then click Next to continue
(-9 |(mesal)

Keep default selection at Create a virtual hard disk now then click Create
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Choose between Dynamically allocated and Fixed size then click Next to continue

-7 sl

@ Create Virtual Hard Disk

Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as it is used (dynamically
allocated) or if it should be created at its maximum size (fixed size).

A dynamically allocated hard disk file will only use space on your physical hard disk as it
fills up (up to @ maximum fixed size), although it will not shrink again automatically when
space on itis freed.

A ficed size hard disk file may take longer to create on some systems but is often faster to
use,

@ Dynamically allocated

() Fixed size

[ Mext {g[ Cancel

Set virtual hard drive size as desired then click Create

7 sl

@ Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk file into the box below or dick on the
folder icon to select a different folder to create the file in.

pfsense IE,

Select the size of the virtual hard disk in megabytes. This size is the limit on the amount of
file data that a virtual machine will be able to store on the hard disk.

v

4.00 MB 2.00TE

=N

o

A new pfSense virtual instance will appear on the left menu

¥ Oracle VM VirtualBox Manager
File Machine Help

i A

Hame: pfSense
Operating System:  FreeBSD (B4-bit)
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Let’s review the Settings of the pfSense virtual instance to make some necessary changes, follow as illustrated in the
snapshot examples below:

- Select pfSense and click on Settings

N# Oracle VM VirtualBox Manage
Machine

File

-

New iSet:li_ngs ‘

Help

- In System untick Floppy from the Boot Order as it is not needed in this example

(-3 pfSense - Settings

@ General System
B sem ) [uobebors | o | Acaten
Display Base Memory: '{__)

4M8
) Storage —

Boot Order| '

8 Audio s |
= ! Hard Disk |

- In Storage under Storage Tree select the optical disk Empty, in Attributes click the optical drive icon to select
Choose Virtual Optical Drive File...

(3 pisense - Setings
J!" General ‘ Storage
System Storage Tree —————————  Attributes ‘IV
Display e Contraller: IDE Optical Drive[ [IDE Secondary Master I - ] @
— = pfSense.vdi [] Live co/ovD E &mose Virtual Optical Disk File... Q
- o= Ml rostorve B .
i} Audic Tvpe: — &3 Remove Disk from Virtual Drive
Sizger -
@ MNetwork Location: —
Attached to: —
@ Serial Ports
ﬁ Use
|j Shared Folders
E User Interface
BE&e
[ 0K ] [ Cancel ] [ Help ]

- Browse to and select the pfSense I1SO image file extracted earlier then click Open

¥ Please choose a virtual optical disk file
@C:)v| . ¢ Computer » pfSense - | 3 | | Search pfSense yel |
QOrganize * New folder 1= ~ [l @
'E—? (<) = Name ’ Date modified Type Size
‘i‘ [l @ pfSense-LiveCD-2.26-RELEASE-amdB4-2...  21/12/201504:22 .. 150 Image File 302,124 KB | :I
File name:  pfSense-LiveCD-2.2.6-RELEASE-amd64-20151221-1450 = | Allvirtual optical disk files (*.dr |
| l Open |v I[ Cancel l
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In Audio deselect option as it is not needed in this example
{3 pfSense - Settings

E General Audio
E System

Display

L‘_"- Storage

| e Audio I

[—]

Under Network set Adapter 1 to Bridged Adapter (pfSense will use this as its WAN interface)

Dhiver: | Windows DirectSound

Audio Controller: |ICH AC97

(33 pFSense  Settings
E General Network

A system Adspter 1 | Adapter2 | Adapter 2 | Adapter4

Display [¥] Enable Network Adapter

ciornae )

Name: ’InteI[RJ 82579LM Gigabit Network Connection -
e Audic
[» Advanced

@ MNetwork

@ Serial Ports

(P use

E Shared Folders

E User Interface

[ OK ][ Cancel ]’ Help ]

Enable and set Adapter 2 to Internal Network (pfSense will use this as its LAN interface)

(22 pfSense - Settings
E General ‘Network ‘
System | Adapter 1 |lAdapter;J| Adapter 3 I Adapter 4
Display Enable Metwork Adapter
e Jr—

L2l
Mame: intnet h

e Audic

[» Advanced
@ Network
@ Serial Ports
(¥ use
E Shared Folders
E User Interface

[ oK J[ Cancel l[ Help ]
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In USB deselect option as it is not needed in this example then click OK to save and exit settings

@ pfSense - Settings

[ General use

B oispley USB 1,1 (OHCI) C
Storage

B Audio svice B

BP Network

£ serial Ports

|:_| Shared Folders

EI User Interface

(-2

[ ok

Cancel

| Help

Now, let’s start the pfSense virtual instance by clicking Start:

3¢ Oracle VM VirtualBox Manager

File ' Machine Help

od A‘l.

- b ‘ o

'x.N,,I‘ W I';

New Settings

=t =

["t‘(‘,—;, @ = Gen

R Name:

Operatng

As we attached the pfSense ISO file to the storage selection,

j pfSense [Running] - Oracle VM VirtualBox

elcome to pfSense

Boot Multi User [Enterl
Boot [Slingle User
[Esclape to loader prompt
Reboot

Options:
5. [Klernel: kernel (1 of Z2)
6. Configure Boot [Dlptions...

Autoboot in 4 seconds.

[Spacel to pause

our virtual instance will boot up from this ISO image:
= || ==

—

Sense

B @ & = @& I 9 ¥ richtcl
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8. Watch carefully the boot up screen, as soon as prompted press

_j pfSense [Running] - Oracle VM VirtualBox

elcome to pfSense 2.2.6-RELEASE

ounting unionfs directories done .

reating symlinks...... onfig path: ~1ib ~usr-/lib ~susr-/lib/compat ~usr-loc

1-1ib

[ Press R to_enter recoveruy mode or 1
Il press I to launch the installer 1

(R)ecovery mode can assist by rescuing config.
from a broken hard disk installation, etc.

(IInstaller may be invoked now if you do
not wish to boot into the liveCD environment a

(C) continues the LiveCD bootup without furthe

imeout before auto boot continues (seconds):

xml

t this time.

r pause.

5

BOF =@ T [ rghtc

37
I

to launch the installer:

o || B8

9. _Select Accept these Settings then press the Enter key to carry on:

j pfSense [Running] - Oracle YM VirtualBox

Fl1o=Refresh Display

Your selected environment
following console setting
parentheses. Select any t
to change.

< Change Video Font (defa
< Change Screenmap (defau

uses the
s, shown in
hat you wish

ult) >
1t) >

< Accept these Settings >

B @ e = O

=1 | >

[#] right cirl

10. Press the Enter key for the Quick/Easy Install selection:

j pfSense [Running] - Oracle VM VirtualBox

F10=Refresh Display

Choose one of the following tasks to

perform.

| < Quick-Easy Install > I

< Rescue config.xml >
< Reboot >
< Exit >

Invoke Installer with minimal questions

B @

= i

[#] Right Ctrl
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11. Press the Enter key for OK and wait for next prompt:

‘ pfSense [Running] - Oracle VM VirtualBox

F10=Refresh Display

Easy Install will automatically install
without asking any guestions.

WARNING: This will erase all contents
in your first hard disk?! This action is
irreversible. Do you really want to
continue?

If you wish to have more control on

your setup, choose Custom Installation
from the Main Menu.

B @& =@ rhtcr

12. Press the Enter key for Standard Kernel and wait until installation complete:

‘ pfSense [Running] - Oracle VM VirtualBox = LB

F10=Refresh Display

You may now wish to install a custom Kernel configuration.

|< Standard Kernel >|
< Embedded ke €, keyboard >

Be& @R G @ rhtcy

13. When complete press the Enter key to reboot the virtual instance:

& | pfSense [Running] - Oracle VM VirtualBox o || =) g8

F10=Refresh Display

This machine is about to be shut down.
After the machine has reached its
shutdown state, you may remove the CD
from the CD-ROM drive tray and press

Enter to reboot from the HDD.

Return to Select Task >

B @& 0@ GO @ rhtcr
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14. As soon as you get the Oracle VM start-up screen click the X button corner to power off the virtual instance:

s

& pfSense (Snapshot 1) [Paused] - Oracle VM VirtualBox =HIN=N =S

14/ Close Virtual Machine

‘You want to:

Sawve the machine state

wown signal

@ @ Power off the machinej

Restore current snapshot 'Snapshot 1

QK %J| Cancel || Help

BOFPrE =0

(#] right Ctrl

15. Go to the pfSense Settings and in System untick Optical from the Boot Order list:

ﬁ. Oracle VM VirtualBox Manager

o |[E &

(&l Snapshots

6] 'f:::} pfSense - Settings

General

System

Display
Storage

Audio
MNetwork

Serial Ports
UsBe

Shared Folders

User Interface

ADh® 9 S YEEEMW

-7 sl

System
Matherboard | Processor | Acceleration
Base Memoary: |J 1024ME 5

4MB 32763 MB

Boot Order f\® Optical
S Hard Disk E|
Floppy

@ Metwork

Chipset: |PIIX3 -

Pointing Device: |PS;’2 Mouse - |

Extended Features: || Enable [/O APIC
Enable EFI (special OSes only)
Hardware Clock in UTC Time

0K ]| Cancel || Help |
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16. In Storage under Storage Tree select the pfSense-LiveCD.., click the optical drive icon and select Remove Disk from

Virtural Drive then click OK:

¥ Oracle VM VirtualBox Manager o [ =) ER
Er""'"-|? o
K E'Z} % (& Snapshots

Mew Settings Discard Start

L2 sl

1 pfSense - Settings

£l

E‘ General Storage
Systermn Storage Tree
@ Display & Controller: IDE
pfSense.vdi
2
= Audio ‘iz?
@ MNetwork

@ Serial Ports
(P uss

|:_| Shared Folders

EI User Interface
Ea&

Attributes

Optical Drive:

Information
Type:
Size:
Location:
Attached to:

IDE Secondary Master

Live CD/DVD

Image

295.04 MB = = = =
C:\pfense\pfSense-LiveCD-2. @E&mo\re Disk from Virtual Drive Q
pfSense

Choose Virtual Optical Disk File...
Host Drive ‘D'
pfSense-LiveCD-2.2.6-RELEASE-amd64-20151221-1450.is0

Cancel

17. Start the pfSense virtual instance. When boot-up completes a window similar to below will appear. pfSense will be
assigned an IP address from the production network for its WAN interface (presuming that DHCP is enabled on this
production network). As pfSense has its own internal DHCP service, pfSense will provide a LAN interface with a
default Gateway address. Now, pfSense is acting as a virtual router and is ready to assign IP addresses to the
properly configured connected virtual instances:

j pfSense [Running] - Oracle VM VirtualBox =

Starting CRON... done.

an 18 15:49:53 php—fpml256]1: rrc.start_packages: Restarting-Starting all packag

es.
pf Sense (pfSense) 2.2.6-RELEASE amd64 Mon Dec 21 14:50:08 C3T 2015
Bootup complete

FreeBSDsamdb4 (pfSense.localdomain) (ttywvd)

=x Welcome to pfSense Z2.2.6-RELEASE-pfSense (amdb64) on pfSense swe=
WAN (wan)l -> vi,DHCP4: 192.168.100.35-24

Oz L T aou. i T .1 eac:9047 64
LAN (lan) -» eml -> vi: 192.168.1.1-24

Logout (35H only) 3) ptTop

fzsign Interfaces 10) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator

Reset webConfigurator password 12) pf3ense Developer Shell

Reset to factory defaults 13) Upgrade from console

Reboot system 14) Enable Secure Shell (sshd)

Halt system 15) Restore recent configuration

Ping host 16) Restart PHP-FPM

Shell

> emd

nter an option:

=P [ M @ [ (9 [#) rightctl

Note: Now all new VM created, which its network adapter is set to Internal Network, will be assigned an internal IP

address from pfSense by default
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18. You may confirm the WAN setting as illustrated in the snapshots below:

- Enter 2 for Set interfaces(s) IP address option

b

. pfSense [Running] - Oracle VM VirtualBox o || B8

starting CRON... done.
1 18 16:49:56 php-fpml£43]1: src.start_packages: Restarting-Starting all packag

Z .6-RELEASE amdt4 Mon Dec £1 14:560:08 C3T 2015

FreeBSDsamded (pfSense. localdomain) (ttywd)
wrs Welcome to pfSense 6-RELEASE-pf3ense (amd64) on pfSe
WAN (wan) > emd

LAN (lan) > eml
8) Logout (33 )
an_Inter
=t interfac
T weblon

nter an option? Z-'f

Enter 1 for WAN (emO — dhcp, dhcp6) option and answer prompts as illustrated below

WAN (emd dhcp, dhocpb)
- LAN (eml - =static)

BP0 E O W M rhtcy

‘nter the number of the interface you wish to configure:{1l
Conf igure IPvd address WAN interface wia DHCP? (ysmM y
Conf igure IPuv6 address WAN interface wia DHCP6T (ysm) y
lease wait while the changes are saved to WAN. ..
Reloading filter...

Reloading routing configuration...

DHCFD. ..

The IPv4 WAN address has been set to dhep

The IPvb WAN address has been set to dhcpb

Press <ENTER> to continue,

19. Minimize the pfSense window let it running in the background. Currently pfSense is acting as a virtual router
providing a virtual network environment

20. Now we are ready to create a lab of virtual instances of servers and workstations and connect them together on this
virtual network. The only requirement to be part of this virtual network is during setting up a new virtual instance its
network adapter must be attached to the Internal Network. Let’s carry on by creating a virtual Windows Server

2012 instance as an example:
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Steps to create a new virtual instance are no different than creating pfSense, just set the new virtual instance
Settings as desired. You may carry on as per the following example:

Back to the Oracle VM VirtualBox Manager, click New to create a new virtual instance. Type a name for this
virtual instance such as DC1, select Type and Version then click Next to continue

N, Create Virtual Machine

Name and operating system

Please choose a descriptive name for the new virtual machine and select the
type of operating system you intend to install on it. The name you choose wil
be used throughout VirtualBox to identify this machine.

Mame:| DC1

Type:

‘ersion:

Microsoft Windows v] E
Windows 2012 (54-bit) v] :

™
[Expertmode ||| mext V\[\])I[ Cancel |

[ 2 el

Set memory capacity as desired then click Next to continue

@ Create Virtual Machine
Memory size

Select the amount of memory (RAM) in megabytes to be allocated to the
virtual machine.

The recommended memary size is 2048 MB.

4MB

2043 [+ MB
32768 MB

[ Mext L\J[ Cancel ]

[ 2 el

Keep default selection at Create a virtual hard

[ 2 el

@ Create Virtual Machine
Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either

create a new hard disk file or select one from the list or from another location
using the folder icon.

If you need a more complex storage set-up you can skip this step and make
the changes to the machine settings once the machine is created.

The recommended size of the hard disk is 25.00 GB.
() Do not add a virtual hard disk
@ Create a virtual hard disk now
() Use an existing virtual hard disk file

pfsense.vdi (Normal, 20.00 GB)

[ Creahey[ Cancel

disk now then click Create
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Select type of file then click Next to continue

2 ==

NS Create Virtual Hard Disk

Hard disk file type

FPlease choose the type of file that you would lke to use for the new virtual hard disk. If you
do not need to use it with other virtualization software you can leave this setting
unchanged.
(@ VDI (virtualBox Disk Image)
() YMDK {Virtual Machine Disk)
) YHD (Virtual Hard Disk)
") HOD (Parallels Hard Disk)
() QED (QEMU enhanced disk)
) QCOW (QEMU Copy-On-Write)

[ — |
[gxpertMode ]I[ Mext L\)J [ Cancel ]

(-9 =)

@ Create Virtual Hard Disk

Storage on physical hard disk

Flease choose whether the new virtual hard disk file should grow as itis used {dynamically
allocated) or if it should be created at its maximum size (fixed size).

A dynamically allocated hard digk file will only use space on your physical hard disk as it

fills up {up to a maximum fixed size), although it will not shrink again automatically when
space onitis freed.

A fixed size hard disk file may take longer to create on some systems but is often faster to
use,

@ Dynamically allocated

() Fixed size

(-9 =)

@ Create Virtual Hard Disk

File location and size

Flease type the name of the new virtual hard disk file into the box below or dick on the
folder icon to select a different folder to create the file in,

DC1 =]

Select the size of the virtual hard disk in megabytes. This size is the limit on the amount of
file data that a virtual machine will be able to store on the hard disk.

G 300.00 GB
4.00 MB 2.00TB

Set virtual hard drive size as desired then click Create

Choose between Dynamically allocated and Fixed size as desired then click Next to continue

A new DC1 virtual instance will appear on the left side menu. Now let’s carry on by making some necessary
changes to the DC1 Settings, similar to what we did earlier with pfSense
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In System untick Floppy from the Boot order

Audio ptical

2 Hard Disk |

.v(DDCI-Settings
@ General System
System | Motherboard | Processor | Acceleration |
Display Base Memory: l_J
Storage ‘?MB
& §oot0rder:[

In Storage under Storage Tree select the optical disk Empty, in Attributes click the optical drive icon to select
Host Drive ‘D:’, which represents the DVD drive where the Windows Server 2012 DVD medium will be placed to
start the installation from

{23 DC1 - Settings 2=
E General ‘Storage ‘

System Storage Tree ——————— | Attributes \rI;
Display ,ﬂ Controller: SATA ptical Drive or > |G
a

[ Live co/ovD Choose Virtual Optical Disk File...
r,ﬁ Storage I [ Hot-pluggable Host Drive 'D:' L\)

i} Audio Type: — (&4 Remove Disk from Virtual Drive

@ Metwork Size: —

Location: —
@ Serial Ports Attached to: —

& Use

|j Shared Folders

E User Interface

Information

[ OK J[ Cancel H Help ]

In Audio you may keep defaults configuration or deselect option as desired

In Network, Adapter 1, Attached to, select Internal Network then click OK to save changes and exit Settings

23 DCI - Settings [ |mESal
E General Network
M7 System Adapter 1 Jl Adapter 2 I Adapter 3 I Adapter 4 |
Display Enable Network Adapter
Stgrage EtEEhEd to: j
Name: intnet -
o Audio
[» advanced
@ Metwork
@ Serial Ports
P use
|j Shared Folders
E User Interface

[ OK [ Cancel ][ Help
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21.

22.

23.

24.

25.

26.

27.

Insert the Windows Server 2012 DVD medium into the PC DVD drive and start the DC1 virtual instance. As we
attached the virtual optical drive to the PC drive letter our DC1 virtual instance will boot up from the Windows
Server 2012 DVD disk medium. Follow the prompts until installation all complete

After completion, shutdown the Windows Server 2012 virtual instance and remove the optical disk from the PC
optical drive

Similar to what we did earlier after pfSense installation completed (steps 15 and 16 above), open the Setting of the
Windows Server 2012 virtual instance, in System untick Optical from the Boot Order, and in Storage remove the
disk from the virtual drive

Start the Windows Server 2012 virtual instance, login and open up the browser

In the browser address bar enter the pfSense default Gateway address which should be 192.168.1.1 to test the
ability to reach it

Note: As this is the first time to open up the pfSense GUI you may be prompted to wait until building setup wizard is
complete. You also may need to add 192.168.1.1 to your Internet Explorer Trusted Sites and refresh the browser
screen to keep going. You may continue with the prompts until wizard completes. The pfSense default username is
admin and default password is pfsense

Test the ability to connect to the Internet by browsing different websites

Open the Command Prompt and check the IP settings to ensure we are getting our IP address from pfSense:

. Administrator: Command Prompt I;li-

Jindows IP Configuration

Ethernet adapter Ethernet:

Connection—specific DNS Suffix localdomain
Link-local IFve Address . . . fafi--Lold:49d:-9059:72ddx12
IPvd4 Address. - . . . . . - . 172 ._168 .1 168
Subnet Mask . . . . . - e . £99.£95.255.8
Default Gateway . . . - - . Fal@- -1 =113
122.168.1.1

unnel adapter Teredo Tunneling Pszseudo—-Interface:

Connection—specific DNS Suffix
IPve Address. . . . - . . . .

Link-local IPvt Address . . . .
Default Gateway . . . . . . . .

2001 :8:2d38:-90d7:-28f8 2852 :3f57:fe?hb
feBB:20F8 2052 :-3Ff57:Ffe?hxi14

unnel adapter isatap.localdomain:

Media State . . . . . . . . . . Media disconnected
Connection—specific DNS Suffix localdomain

]

You may carry on by creating other virtual server and workstation instances for your lab as desired

Additional Comments

1. To shutdown pfSense go to the Shell session by entering option 8 then type the command poweroff followed by

pressing the Enter key as illustrated in snapshot next page:
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5

k| pfeense [Running] - Oracle Vi VirtualBox = || =] EE

se (pfSense) 2.2.6-RELEASE amdbd Mon Dec 21 14:5
up complete

samdbd (pfSense. localdomain) (ttywd)
Welcome to pfSense £.2.6-RELEASE-pfSense (amdbd) on pfSense swew

WaHd (wan) > emid ¥ 4 DHCP

: o
.:I I-m.l a H.H.'l
[SSH anlyl

1) pflTop
ia) Filter
111 :

123
1312 1
141

Interf

Ping host 16) Resztart PHF
Shell

Enter an option: 8

[2.2.6-RELEASE][rootepl Sense. localdomainl root | poweral ff
S L

2 wP ] i (D (%) Right ot

Note: By shutting down pfSense all connected virtual instances will lose network and Internet connectivity until
pfSense is started back ON

If there is a requirement to remote desktop from a production workstation to a virtual instance behind pfSense,
here is how it can be done:
Keeping our pfSense virtual instance running in the background, start DC1 if not started already, login, enable

remote desktop connection on it, then run the browser. In the browser address bar enter the pfSense Gateway
address 192.168.1.1, login to the pfSense GUI and change as follow

In the Interfaces menu open WAN
» System - Interfaces » Firew,

(assign)

- Inthe Interfaces: WAN screen untick Block private networks then click Save followed by Apply changes

Q-- k private networks
5 set, this option blocks traff

172.16/12, 192.168/16) as well a
unless your WAN network lies in s

In the Firewall menu open NAT
L » System  » Interfaces | ~ Frewall » Services
Aliases

‘IHT

Firewall: NAT: Poigtss
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- Under Port Forward click the + sign to create a new rule:

Firewall: NAT: Port Forward W]
(LY, 1:1 | outhound | et
hi § Proto = Src.addr Src. ports Dest. addr Dest. ports NAT IP NAT Ports Description @
|

- Inthe Port Forward: Edit screen set as per the snapshot example below then click Save followed by Apply
Changes

[[Eestinatiﬂn port rangEI from: | {ather)
to: [other] ¥

Specify the port or port range for the destinal
Hint: you can leave the fo'field empty if you

[Redirect target IP 192.153.1.10[:-

n =rital IP address of the server on
e.g. 192 168.1.17

e al

Note:
- Port number 3395 used as an example but you may use a different port number

- We presume that Remote Desktop is allowed on DC1 and its virtual internal IP address assigned to it by
pfSense remains same 192.168.1.100

- If you wish to remote connect to another VM behind pfSense, follow the above steps to create a new rule
using a unique port number and the virtual IP address of the VM you wish to remote connect to

Now you should be able to remote desktop to the DC1 virtual instance from a production workstation. Presuming
the pfSense WAN I[P address remains same 192.168.100.35, move to a production workstation, open up remote
desktop connection and enter as per the snapshot example below:

% Remote Desktop Connection | B 3w

| Remote Desktop
»¢) Connection

-

Computer: 152.168.100.35:33585
User name: Mone specified

You will be ashed for credentials when you connect.

(> Show Options Connect l [ Help

3. Insome cases there may be a need to setup multiple virtual routers attached to each other letting some virtual
machines receiving their IP addresses from the later one for certain testing. If this is the case here is how it can be
done:
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Start the pfSense virtual instance if not started. Enter 2 for Set interface(s) IP address option, this to switch to

LAN static configuration

Oiracle VR

| pfaense [Running|

done

56 php-fpml243]:

Starti T CROHN

18 16:49: src.start_packages: Restarting<Starting all packag

Tan
.

(pfSense) B8 C 2815

itup complete

£.24.6-RELEASE & bd Mon Dec £1 14:C

Jsamdbd (pf: s, localdomain) (tty

usw e locome to pisense £ pfSense (amdbd) on pliense sws

WAH (wamnl » emi

c:9047 /64
LaMN
)
1)
al ] . ]:' -|i|'|.|'1 | o
JY Reset : T o
4}
1| |
Bl
>y

o)

[(lan)

conf igurator
leve loper Shell

1l )
Halt uration
Fing hos

shell

[Enter an option

S#F0

[#] right Ctrl

Switch to LAN static configuration as illustrated in the snapshot example below and when complete press the
Enter key to go back to the pfSense main menu selection. Please note all virtual machines set to automatically
obtaining their IP addresses and connected to the current pfSense virtual network will lose connectivity as a

result of this step

j pfSense [Running] - Oracle VM VirtualBox

.~ — LAN (eml - static)

Enter the number of the interface you wish to configure:(Z

Enter _the new LAN IPv4 address. Press {ENTER> for wnone:

masks _are entered as bit counts (as in CIDR wnotation)
24
16
8

[Subnet
g4 255.255.255.0
255 .255.0.0
255.0.0.0

in pfSense.

Enter the new LAN IPv4 subnet bhit count (1 to 31):

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press {ENTER> for none:

Enter the new LAN IPw6 address. Press <{ENTER> for none:

Do you want to enable the DHCP serwver on LAN? (ysml n
Disabling IPv4 DHCFD. ..
Do you want to revert to HTTPF as the webConfigurator protocol? (y/ni‘g'

e ] = i {0 e rightcrd
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Create the second pfSense instance, let’s call it pfSense_2 using the same steps we used earlier to create the

first pfSense (steps 3 to 18) with the following changes instead:

In Network, set Adapter 1 and Adapter 2 to Internal Network

'EE' pfSense_2 - Settings

E_T] Network j

S General Network
Lo system Adapter 2 | Adapter 3 | Adapter 4
LLE.I'] Display v | Enable Metwork Adapter
) Storage Attached to: | Internal Network L}v_
e Toer
|> Audio
> Advanced
E_T] Network J
E} pfSense_2 - Settings
l:l General Network
K] system e e
LIE.IJ Display | Enable Network Adapter
&) Starage Attached to: \Inbernal Netwaork &;_
ame: e
B Audio
> Advanced

When installation all complete start the pfSense_2 virtual instance and make the following changes:

Pick an Internal IP address available from the private pool of pfSense and assign it to the WAN interface of
pfSense_2 as illustrated in the snapshots a and b below, we used 192.168.1.44 as an example

mrznzej [Running] - Oracle VM VirtualBox

onfiguring firewall
Generating RRD graphs...done.
[Gtarting syslog...done.
[Gtarting CRON... done.

=1 |

pfSenze (pfSense) 2.2.6-RELEASE amd6d Mon Dec 21 14:50:08 CST 2015

Bootup complete

FreeB53D-amd64 (pf3ense.localdomainl) (ttywd)

## Welcome to pfSense 2.2.6-RELEASE-pfSense (amdb4) on pfSense s

WAN C(wan)
LaN (lan)
Logout

Assinn

-» emd

-» eml
(S5H only)
o Interfaces
Set interface(s) IP address
Reset weblonf1gurator password
Reset to factory defaults
Reboot system
Halt system
Ping host
Shell

-
=¥ wi:

Enter an option: 3

192.
9
1)
11)
12)
13)
14)
15)

168.1.1-24

pf Top

Filter Logs

Restart webConfigurator
pfSense Developer Shell
Upgrade from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

B ) @ ] = @ {0 ¢ (%) Right Crl
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vailable interfaces:

1 - WAN (em® - dhcp, dhcpb)
- LAN (eml - =static)

Enter the number of the interface you wiszh to configure: 1
onf igure IPv4 address WAN interface wia DHCP? (y-swnl n

Enter the new WAN IPv4 address. Press <{ENTER> for none:
.1.44

Bubnet_masks are entered as bit counts (as in CIDR notation) in pfSense.
.g.[ 255.255.255.0 = 24
£35.£55.0.0 16
£55.0.0.0 =8

For a WAN, enter the new WAN IPv4 upstream gateway address.
For_a LAN, vwress <ENTER> for none:

onf igure IPub address WAN interface via DHCF67 (y-n){(nf]

Enter the new WAN IPv6 address. Press <ENTER> for none:

o you want to revert to HTTP a=s the webConfigurator protocol? (urnly

Please wait while the changes are sawved to WAN...
Reloading filter...

Reloading routing configuration...

DHCPD. ..

Restarting webConfigurator...

The IPv4 WAN address has been set to 192.168.1.44-24

b Press <ENTER> to continue ]

Set the LAN interface of pfSense_2 as illustrated in the snapshots a and b below
j pfSense_2 [Running] - Oracle VM VirtualBox =1 >

Please wait while the changes are saved to WAN...
Reloading filter...

Reloading routing configuration...

DHCPD. ..

Restarting webConfigurator...

he IPuv4 WAN address has been set to 192.168.1.44-24

Press <ENTER> to continue.
#%x Welcome to pfSense 2.2.6-RELEASE-pfSense (amdb64) on pfSense ==x

WAN (wan) -» em0 ->» wi: 192.168.1.44-24

LAN (lan) -» eml ->» wi: 192.168.1.1-24
Logout (SSH only) 9) pfTop
fissign Interfaces 10) Filter Logs
set interfacels) IP address 11) Restart webConfigurator
Rezet webConfigurator password 12) pf3ense Developer Shell
Rezet to factory defaults 13) Upgrade from console
Reboot =ystem 14) Enable Secure Shell (sshd)
Halt =system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM
Shell

Enter an optiond ZJ)

&P W @& 3 (9 @) rightcul
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fivailable interfaces:

1 - WAN (emd - atic)
LAN (eml - static)

znter the number of the interface you wish to configure:

inter _the new LAN [IPwvd addre . ress <ENTER> for none:

bit counts (as in CIDR notation) in pfiense.

the new LAN [IPv4 subnet bit count (1 to 31):

WAN,: ente: e new LAM IPvd upstream gateway addr
LANH, p <{ENTER> for none:

the new LAN [Puve add . Press {ENTER> for none:

to LAN. ..

Re T ‘ u s
Reloading routing configuration...
DHCFD. ..

s has been set to 192.168.2.1-24
the webConf igurator by opening the following URL in your web

http:~--192.168.2. .1,

b. ‘ress <ENTER> to |'.'|.1'|'|ti|'il||.'.l

You may need to poweroff both pfSense and pfSense_2 instances and start them back one at a time respectively in
case of connectivity issues

Now, as pfSense_2 DHCP service is the one enabled, all newly created VMs configured to automatic DHCP should
pick up its IP address from pfSense_2 router instance. You may need to restart all existing running VMs, alternatively
you may run the Command Prompt and use the commands below to release and renew the IP configuration on each
running VM without restarting:

ipconfig /release
ipconfig /flushdns
ipconfig /renew

References:
pc-addicts.com: Building the Ultimate VirtualBox Lab — Install pfSense
Building the Ultimate VirtualBox Lab — RDP to VMs

End of document.
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