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{Zraceroué ¢ Isa program Yt Lebs os see b a(dc]} that- oy as data moves from
souce 4o dasbination
{ILrovJ‘.‘ou{ = rtl('(_ an’r wAiJ bits are senLL 107an senclzr b veciever
© old be instantiness or avérage.
b debermined by lak with ot bandwith. Ths (nk calld bothimeck Liok

Lagred. achibeckie
Suppose. gou were iy o define. . commcabion systen over nebuorks. How wod we do i67 Hoe
importantly how can we do it in a way bt is flexibe and expardable It also rohat omeh b handle
all of the braffic of the inkernet T One Wy b anmFl:}L thi is b modilrise, ive. separate st
the differnt wmponents, S0 thet we can separate the fask ad foces on th wmpmenls irdvideely and
Ber ke e we an pok thivs Togetler iy (s is oF came _veyy wommen Bave 1n conpebr seiree)

-”i-is 5 wAJ #)c in{‘ernei‘ has wlm! s cal/ec{ a Lafld drc/u'éerfuw.

The lﬂyers o‘p Hﬂ inéeme{T are :

Appllfﬂllo'\ {Q,]er ]LS 15 H( fopm{ bJer 0ms£lb9 ,,(’ the aﬂo I(at'ldhf, prograns ad processes l“l'y
tor datet Ingp

run Lj ’Uxe ;NA‘ ﬁﬂemsc[m T[c wlmc ﬂt%n‘ycs H\qt' neea{ "ﬂ & Sené ovér HC mfemef l:,,;.bau] Ory:rqh Rm.
Exqull. When Yo Jujﬁ T; ing hanstas ;. spw{o; , the applicafwn fs your web browser and the message
Wiu lse your starch query (po&nl'ia{.(’ alo/j wibh same mebdalq aLﬂo[‘ Yoor device and sich.
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’ Tl\'e '['rmsplf lajer 15 aha[ogow fo H\t pqs£ omtc in rcal“’t 75( ﬁran?or{' tayer is in c/m”e
OS! {:qking mcssqje; From app [aJer o)e Inosfﬂ f'o app /xyer o'e llos(J:B. m@ apf(icaf'ioh (GJFI' Sa_v,;
W‘n{' neer &: ﬁe SQh{ and wl.eu: ié neec{s b 5 a:,d H)z {'rnrspor(: ther Is wl\al' Hcef il‘ fAere(or more
,)miseb it mam'yes GIJ drrecl:s %z /ower /q]&s b {:rampor[' “le Jafﬂ)

" The netwark Lagtr is in some serse where the inbenet sbaurks” T is when dlaba £ialy pasies into
P route- and erkees the. nebwark of nebmorks we call e Tebernet This is whese rovbing decions fo
Getting from sarce b digtination are made. Altrogh Hheve are nany probuos o the bramgport lages., there
s ool one ot the nebwork layer® the Totemet Profocol (TP)- This wnified profocch is what binds Bhe

Tntetet tolte
* T ,f;mmt shrictly boe. All the layers Eogeble- is what makes the Tabernet work. X jusk maan this is when we first enler Ehe nebwerk.

*The (ik ,aJer hard(es moving data betwern aJJacmf sodas/roters in the retuerk- While the nebnark
L\Jer 5 in clmye. o-f "‘0‘1{"3 clata across 1%! W‘pé nel'mrL, it dots 0 L;j passing Uwﬂ/. a serles
of rabers. Each of these sfz,u COrrw baall b the lik L‘qJe’.

"The physial lager s Bhe lowtst lager we mil cosid. The physal ager &5 in chaye of rangurtin
W individeol bis for the Lnk Lager. Noie thet exact debik of i will. doper on e _pheinl

medom , <. the profed s guing to be dliffesed fr delierig bits over WiFi 15 over Ethend
exanple. This is (»a:#y why it makes sense Lo sequate the Link layer and phygial lager-
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Aplucbin Meisage ﬂesﬁ?e | Applcion
Tansport S?,T,é sg.;w Tranpork
Nebwork Da thgmm %{zgm Nebwork
Link Frames Game|  Liak
el | T L P

= JB

—\ — \
Host A {f{sk B

See above for schematic of Phw of data. As data moves dows /afr: it is givea di Borent
hame based on which /ayer il is in This is not Jot a semantic diBertnce. As data moves down the layers

)leadw are aaud (%‘ Sirnilaf/j W’\eh dal‘« Jtlts {0 Fhe oly-u- end Hesc headers are on/méal), wIn'cL conéqlh
information nectsgayy for- the lagers belaw (for example the brungport lager muy add the oddress details for the destiatin,

{he nebwork lager may add mélrg debails elz.). This process o «cH;hj headyss i a((u en@fsb/q'ﬁkn-

.Se (ur;{‘y
Tﬁe in{'fmef was inifial_{] LuiH: W)ollr #1 a:swryﬂ'u bhat it woou be a nalworlc ate mcblwg, Ménj

dzvice,;. ‘ul'is is wlg the 'vm‘aa‘ Yhbernet ac(ta@ lm very f(w secorié checks in f(aae. Ths means
lmlqr:é':rs (an a'a’aJ( in a vqrigé, oP waJ.t we neml b l-c oLh 4» Je:{’erol gjwé Hmn.
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" Bad actors can send. maliere. over the ntornet. Thi is an umbrella term for small programs or pieces of
code that spies on users, steals Cheiv informatimfdata, ele

* Denjal - oR-service. affacks (Do$ abtadks) are atbacks which preved Lgitinal csas Prom acashy o
vsing @ givenserce. This Can be done by sending malicios code b @ volnerble park of Hhe systom which
cavses it b sbp o crash. Albumativdly, abtackers an {luad the system by having many onbections e the
service which prevenls olher users from acsessing the service. A slightly more sophiticated versio of
His ase DDos (diskiboted Denial-ofservice) atfacks. This is where o sigle bad actor controls
meltilt duvices/ hoks and coordinatis thom B ol B vichim's sustem. Ticse are much hacke b
dete and doferd agaist than DS atpacks

' Remmber thel- the dak is wore or Les Hrwing bl hrosgh e nebrnk. A bad acks o (Ridy

easily) simphy Lok ot all the braffic passing throwh a racker do bearn poteatially sersitive infamabin.

This is kwm a5 pocket sniffing. facket: siftng can be difficlt b dofect. e hest way bo comdet ¢

i b oyt the date 5 ey if omame seas Ye packel, they comt learn eyt o it

" It is lery) easy to spoof gour TP- This mews modifying the conles of a pucket b cherge

e socree TP addres. Becavse the Tntenct was built onder this e of mubel drst, he

sovrce addres on a packet is just assmel b be Ehe drve. address However this allows bed acbers

$o maspueradly o l:rvséwarfl_., uses and inject harobl  dalafeode inb> the sjsf‘ar. er even the whole netnork.

We o by b £t this vsng endpoint autheidication.
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Aﬂo(imfion Laye,r

The benefit of the above architectre is ot when building « netmork applicnbivs, we can absbuck
away a ot of the onderlying complecity. Tn efeck all we need b0 worry abost is what are the
Servis proviclad by bhe bransart lyer and hew b we ommminte vith it The latlr is dove thragh
somebing caled e applidion lager infokuce o APT (aplicto programing inferbic).

Te dafails of the above will dopend on the ‘stie’ of ccmmmiadion. These Eypidly cme in
2 flavars: liet-Server o peer-b-peer. Tn the cliont-stver case, one of bhe bt is @ server wohie
the other is a clionf. A Server is (bypialh] a e Hhat is abiags on with permanent TP and dypicaly resde
ina dafx cenber. Clienks, on the obher hand, may have dynanic IP addresses and only comnect with the server
kermillafly. Moever clion dant aommoniate wibh each ofhe, only with bhe sever. One of bhe bst e
o a prool that pleners this clint-serwr madel is HT TP (bypertert bt proed.

Peer- fo'pur Communication, meanvhile, is a model for ommenication bebiveon bno arbitrary hosts- T
particlar thoe s pe ‘el o’ Sover and ptes way provide el recievt service from one arclher. Consider the
example of file shiring whee a peer Gie, a hot) may send o recieve Siles. Importantly peus need ot hare «
permanent womectin bo the. network and may nof have o perminent TP addres (this makes Hhings more compliatid).
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Rﬂgadlds of the cwmmunication modely ot the end of the day we have messages Hat need ko be sont bebween
peess (be they cliods or servess o pars). These mesages originale from proceses which are. programs. beirg run
on the hosts- The client process is the proces Yt inibictes ammonicion ar the server process is bhe preces
waiting bo be cnfucted (the same ferms are sed for e P2 ange). A socket serves as an inbrrface bebween
the. agpliodior lager wl the brangort layor. Ths: ll, nmunicsbin vill ivolve 2 seckels: one o Y sendpy erd
and e of e reciesing e

Appleatin [ Appliatin
oty
| Tyt | Trangert
+ gther (ajers ' other (agers :

Seckds reguire D pies of ifocedin: destinatin TP ackvess ard pott rmber. A hest way be roming
moltiple processes with diffesnt pratools whih repuie and regust difFesert deta. The pot rumber helps didipés
these. For example port nomber 80 is (hpialy) reserved for HTTP. This when deba omes in o rt 89, the
scretr kvons how bo inferpret bhe message aod ack on ik T8 we sent vepusls/messages bustd on « diffeert
protoc| b port 0, this woold Lead b omamunication errrs (somebhing ambgoss fo two pesple frying bo talk
b one anhe in diffest Larguages).
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oefines
An arf[imfion lajer pmlc(a(, (schas HTTP) AH\t types ard format of mesages recieed ad senf (eg. repmas

requess ke, where the fiells in « mesage @ty whet they meen und how o ack/reuct based on respmse. Ope
protocds art publicy avnilably for evergre b0 view/use. They are. dufined theogh RFCs (Repests fr Gnoonk)
Tt a bit of a circolar definifim sixe RFG an ootlingg and reports that define inductry shndards (hprad,
shdad: for the nbernd). T nane is a bit of o holdover from early Tnerd deys when bhese shandank were
tch e opn . dicsin, The obher e of o are proprichiy. pobels meming by ae onned by
onepary (think Skypt, Zeomyet). The use, difinting ke ave not pollicly awilebl

Now lets look at services Hhat Ehe kmrspm‘ layer an provide os :

+ b integrity - we may o may s vant 100 reliably e bt Sume appliabis Ceg. e b
heed alldebe b be sert whestas obher apps (likc audio sbrearig) an bolerete some Las

" Himing : onlne games, for exomple, ned minimal. delay o be effeckive. Email, on Hhe obher hard, can folerate
Longer dilags

* Hvoughed  some. applcins Uie vide citain) b mininums Bhwagho gt Agpliabi whi
don't have such requivements are. called elaskic

: 5€<"ri(-3 t Some {;mns,acr\’: lager services may prvide data seanity Ceg. throwgh encryplivd)



Boe at 2 bransprt: prokocel soviees: TEP and UDP
TEP (Trarsmission Contral Profocol) provides:
" reliabk trangart from sende. b reierer
* Flow control o reciever is not overwhelmed
 emedin el senclr is Cealmel doun’ i€ etk s very bugy
* onnecion-avienbed - Link i st vp betwatn clieal: and strver befne b serit:

Upe f’miokf rone of te agave. Neibher provid.c securily ) Hmiry or Hmv‘pvé chmnéces- Uchrg(mJaé{y (/2
IS yt more ommon fmkml- However H\en are séi” Jaoa( reasorn ‘b vse. UDP Since a.e dﬂcﬁm( p(«ﬁ/:ej (nnéc
built on by of it in the applim{im (ajcr .

17
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HTTP and the Web
First Lot quickly recell how wcl‘Pajef work. A we Lftge s z—eq({., jsta allebin of objects
Séore.{ an ONR or meN Server- A wd)'MJe coou be an HTML &mm&né, an a'm”e., U-qm “ffk'lz'/dr F;,,,{l,’

We can access Phese oﬂjag LJ using bheir URL.

With Hs sd;of , leb’s Lok g how HTTP werks. TR p,o&(al is basal on the climt-server modl

discossed abwe. The proces éjfiml{, looks like so:
— HTTP Cypicall) vses TeP

D) client crates @ TCP omabion on o socket to a sever Con pat 8, ag fo-mmél'&’
2) The server ﬂccefls bhe TTP comection
3) Nessages are sent back and forth o5 determined by $he fwbal

1) Comeszm fermimu

One s‘w“ ’(eep in mind &«f HTTP i 9&&[65 ,in o“t'r m'{{ i£ Jceraoé me l-fvo( op f”‘é c[icm{s or rasf
corneckios. So for ex«y& if wmeyv'y 'ﬁl;é we ol roll back ﬁapfeg?w S{h{'c The opsiJe £ st is Hat it allows
HTTE b be o Foily single e Vi b whore

-[Kﬂt ane 1 {‘”ej of HTTP Comea%rc'- persisfenf and mptrsisfe,,f. Tra mn-p(rsfﬂl?né m&n, ot mest

‘ oLJeJ: Qdn Lc Slnt over HL TCP o»mcc{'l'm wLi Ie 'por Hre flrSis b?l)[; cqse }nu(fif(z olzjocéy can Le st'né ovér ao.

(m) Tcpm.ecém PCI’SIS{ZII{ HTTF [T} HTTP vil which it Hw mcsﬁ Common FWM o{') HTTP i vse ry’ll' how-
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Soppose @ clnk repest an HTML page hich reirxces some images: Tna von-pecisnd slting the some
ises e TCP comection after sending the HTML page 50 the client would need 1o (open @ TP compectin and send
an HTP ropest ) for each oF the referened images. For ,misluf HTTP, the surver does pok immeliely close
e ToPawetin ot repling b a repedt bk Leaws il apen @ while. T vy He elict oun vse He. sume TeP comectin
bo sl aqeshs

HTTF messages
Thert are 2 bypes of HTTP messoges: m{vsff and responses. Qa(vel ntages start with a "‘T"’l' bine that looks
Qma'lﬂ lnke cmm:‘ ;ﬁ:# T.lf
GIE T Jirdechtnl HTTPAI AW
¢ r”".‘1 nzg line
r Cfvs{:fd character

’n-ﬁ 'G,m{; (int is ¥,u,,,(.l 53 vArious Mcr Lim U‘a£ l‘onta'm obhe inrwm['ion ml. as Hk domqin name 6‘1 {L
lwsll,, cLieni's web browser, ete. Ifa Lolj i rt,vim'.i‘: bmes aﬂer the header tines-

TRere ae 4 main HTTP request messages. As wee suen bhe GET mebhal is ueed bo repued objads fum e
stwcr. The POST method i used when a user fills ovt a Borm Ceg. \uhen enbering a search quay inbs ot seard) bu. T
s case Ye rebiming puge depends on e vsers inpols (albhoogh a £ oF welsibes dont vse POST Ror searching and vobead
include B sench terms in the URL eg. Googld- The PUT mebhod i vsed. b vpbud objects 4o seviers and the HEAD mebed
is sivite b e GET mebhel excapt it st reborns He headsr of B respmse and net the obiedt. This is usebil o
g s a5 sl s doing i Ube s b bis e e o bk ity .
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11;& HTTP hesponse messages have le, similar strocbore, The Fiest Line is the sbabus ine wLiJ locks ike

HTTP version corres P"J”:,
hi € stabes
HTTP/L 200 Ok mesiage

tats cae

The shabus Live i followed by header Lines Which cnbain informefion svch as Hhe bype of server a5 well as some metadsbe
QLvt' 'Hznzos\lal ola'af swch ag il's siz¢, the L]fe oﬁdaL( Hmf i[‘ ts angd even wlM ié was l.as‘ mod ifiad. Firqlé atto- Y5
Comeg He rtr:uA'J ot,[&é ibselP GE the clienl had used the HEAD cammand Ehen Ehis £inal past oloes ok haspen).

Cookieg

Finally Leb's discuss how servers cn ackvally remember past basackios and cients. As we koo this camt be dme Ehrasgl jost
HTML as it s shitdes. Tretoul ve use someting called cookies. When a cliv fist sends an HTTP et bo  senver,
the server seds back an HTTP reporse as soreal bot s inclocks a cookic (Aich is basically jst: @ onigue 20 rumber). The
Server will also stae His cookic along with inforvation abot He HTTP framsuchion in its backed olatabage. From row on
whorere Hhe clied serds an HTTP repoest be the s, iE will inclde the cookie in bhe heade and server will be able bo fog
brack of all, the transactions and rexct aceordingly.



21

Web Caches
Our 3‘,“6 is b s«%k[:, clienk ra(wsfs withot icmlvﬁg the Corigin) server in order to Inprove. vser-perceived

ftrPoMQ while redveiny the land. on bhe server.

S aKd an Msbht lm:: a uof(‘l‘m‘; anh«d b Cor. af‘ ‘ ut Ml@h(l Hn “miu QM(I'.-J« yw 0056{ e WJ
P I o hossing ” "ﬂwb&ut ot S on sty

ade sever b Wl some o bk veguested obiecks (g b mact reantly o Pauedly, epef obics). Uses, conPipue b bromstrs e
poink at the acke sove . Then whesever o user makis an HTTP st b an inbn?:e:“:rié gors b the
acht server inghad. TP Y cache server has bhe reqeested objech it sebums i o the vser wibhod ever inliing
e orign server. T noty $he cache will sond @ request & Hhe Ovigin Server and forwad bhe reterned object b bhe
User. T cache server will alio hold on o this objet @ if any users make rapeds Bor it in bhe fobus, 16 can handle Lo
dincly. Tn fact bhis bt part s parfially detemind by b crigin sesver which con dickal in s egpone, hew Lom e

ﬂw oLja{: stH ‘! C«AJ 'p'r (i# af qw-

T benelibs of @ cade scrver e obvins. Since He axhe serree is an bl save nebrark as vsers, He l«n‘aﬂ (in regnse) is
a‘nwml Rr'l'krm Sinee. @ ldrr Prcpor{:im oF B\L mlmk are handled Lj te Gvch Sepver, 'H* [cad on the ins‘iéafiq..( accesy Link

(Hhe (juk w.a:{in] the ysos b the wider infernel] is raduced.
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There s a seend way thet vens aan use cacliv without ncealipg a whele exta server, namely Ehromh the Cond ibional
GET request T idsa i thab if @ voer alendy has He mast op-bo-dabe vrsion of an objut, thn Hhe user dsa'l recd b dowded
te objet o He sarer all ons again. Tus whal ane am do is make a Conditimal GET requetlas opposed fo @ regelar GET
tepest) which has e adlibinel Lie if-modifid-sine: akes. T bhe objck has been mod:fied sice the givnds, bhen
the inberoction preceeds as parmal (the stover will Chapefull) vly with un HTTP 200 response and tin the vepusted objct)
Howeser i the object has pot beon modified, He sewer will teply with HTTP/1.0 301 Nok Medified and no frbhe-date will
head & be serf-

HTTP 2 od 3
IMpmcmts have ban made & HTTP b gie s fedilly od ingrove perfrmance (especially fom the vser's perspedive)
in HTTPD ol Hn seuily and cpbin onbl have ben imprved in HTTP3. Some. o bl change; made in HTTR2 e
- Eransmision 010k can be bused on clieat »spec:fkd priwities
"~ Servirs can puch objicks to lients that hove ok been repuested yet bt rray be rpestel in b filue
= large fils @ be dicidad info ames. Tis way i moltpl objeds are wquechd, Ha soer can sdedle e frumes 50 e bo e

oy W Hm-t J’ o‘jetfs- Oﬁm,a SM“ ﬁl(s tay have & wait fr Gnenlfn ‘n"m bk fuf, beforc (lg o e a{-
agj«l: ] crll'l‘ inl:o m.,l{-.,ak ‘gﬂnef

v )
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