What is Linox and whet is if Joirg
A[H\o‘#\ ohe offen uses bhe ferm “Linn® ko refer & the opemlfv Syst'(h, bechtically Linux refers
o bhe cpaating gstom kernel . The kernel is what; mainbain coordiabion bebwen hardware. and soPhware.
Tk doties include mavaging hardnave, debermiing resource allocatin for the different processes. Te
kerd, Eyprally rons in kemel space. Thi is space in the memery specially ollocated for the kesnel b db s jab.

Mm( prfogrars on our c«m&rs ren N User space wln'CL IS (hwcor(w) Html'wy space-

Lel's be mre precse. about what some of e didies of the Linac bemel ae:
* Driving hadware > The primacy doly of bhe kersel is b provide an infertace bebueen scPbuare and hadnart
and. enfel, Imarge the handumee acordivgly. Leb's walk Chroogh haw bhis exactly works:
) Suppose @ progran warks o Look af e mevse. inpit . Tt will eall spenles/iop /oo, .000M)
2) This is passed bo the Samey)iry called He viebuel file sjsfcm (VFS). The virbsal file sf&m
i batiall an inferkxce bebween the kemd and the ‘wmcetc File systen’ ie. bhe virhal File sysbem specfies
the “hon’ o vead Liles, wribe b Lhen and yeneally ho bo intract with them AlL file handling is dne
theough e VES. OF couese one might see an isswe hose: @ movse click is ot a File, o bowis B
beirg handld by VFs? The ot is that we can simply dufine bhe VFS o handl. ths oliffoertly
3) When the VFS sus that we ae Lrying b read the mouse. inpot, it knous bt inslead of (soking of
bhe hud diie Cor whesety ‘sl filts e swed), it shoold call He mevse driver and. s along bhe regeest-



0 A deice driver is bagically what hasdles all interactions with a gpecific deviee. Ln bhis aase,the mevse dyiver
e oo reguest b access the mouse input and passes bhe data buck bo the kemel amlis plaed in « buffr.

5) The kemel will wopy the data From the bufler b the. user space whese it aun be aessed by He progan
*The exact inte-ackions betwesn a kernel and a driver mag vary from this.

*

Long story shork s bt the kenel. grovies @ way o popans £ itk bl haare Ebegh desece Pl
(bhese are bhe virkel files deseribed afove)- There. ave 2 dypes of device £iles: black and characler - Blick device files
fave i) sizes (i, blcks of dufs) sudh as with b drves ard USKs. On the obher hand, you have devices Like
leyboud anl mice. pvide aankinms <yt of datn. These davices use.  chacacter davice files. The moin differcnce
betven th 2 4ypts is fhat wibh block device files we o eqploif Hhe finibenes of Hhe block b make datn {romfers
e ek .5, thongh o and boferin. Wibh character duice fills dabuis oning in e character byte of
v ad needs b be procesed acondigly

Another imprtank didy of bl kernel is The oni bicabion of File syshens. A file syshm debines how oot
s stored and acessal on sborage dorces Typically daba is shood in Files which ave Hiemselves gk in ditcbories, praidin
¢ vie. biemeciial shuchie for te daba. A Ble sy vill deermine how o b bhese il o diaduis with bhe corveprliy
Sechin of mearg a5 well ac e thep Like acces control. ond pesibly even same. dube profectin/ backp aipabilities. Tse e L
of differet file sctems ; i principle each strage medim cndd bave ibsonn. The kernel proides @ way b access files from ol
of thee drives and dids vibhat having fo wory aba the exnch deiils oF the Ele system



Lo Unic-Like sstems thee b a sk ot ot He o o B dinbuy bree, eprsenbid by the 7" chamcter. All other
il and diris on bhe st are. chlden (o grmdahllen or ot ordildmeke) oF /. o atcts dabe fom obher shreye
dlotes Ce O5R) e must st mnk the Jovice: Tis mars one of Hhe divecivies in bhe tree, na poits at the addbimal
shovage device ths inte,,mh.J ik inko ou, horchy.

Avsther simificart dby of Y kel s proccs managenci- A roces is an insbuse of & progrm. The ernel, will cabe
procemes o5 ellas brackthm and allar resmmces For Yom. When @ pragan s Pist ro, the. keanel il alluate o parsin
& memory B it, od Hhe exantable cde b hself and sh roviy iE Th will alo asign the praces @ P 10 (proces iddiin)
which is how the. kenel, keys back o8 all. inbrwnbin covespnding b e procs,

nost Mod&n ’«mels ar ca,aM. o'f mouifdby, ie. l’uw'ry mLh,& proceses ot once. In reqlf@, on(y one process is

per core
lleirs o, Ivo{’.mJ\ precas s 3«,. a m{L sliver oP timt (e:;. q th miuimmé) WI';CL 3;'% \‘:kiu'dim ym'" “C processes

are turing all at once.

EM“g Hl. mells d[b rqmdllc "’l" rigl.fr cﬂl W MMJarxea{ F» Q(Qonflt ml/wn'é& access A a #{e rray b

LwH b some users 5 when openl) ot write is alled o mpilg $he kernel will check whebhor the vser hes acces



“The Commad Line
The ommand Uine is a Cbeck-bused) infoface for vsess bo jnferact with Heir ampk’- The commands are sent

ng‘n the temial and execvtd Lj a Command inﬁerfreérr inside i b (the shell). The defult shell with Mabi Limx is
qul. (Bome Ag'll'h Shcw Usiry H\e comnand Line {S Gnh imporhm{: s’ciu, eSfec:'aug as mary Lirwx devices don't even
‘\IW Miml’ in‘:en(’aces.

The most basic thim We may wast to do on o computer is singly b ravigske thomgd ids divectris. We can do
th though the ommand Line by using the Lr ard cd commands. The Ls <divy ommand Lists the files ad
diedoris i Yo guen divetory (o argomerk giv, it does 5o for bhe cmnt divectag). Then we can cse o <diey
o chaye bhe crrent dibing b the en ane. T parent dieckny is vepreodil by .- (2dok) TE doping mavgabin kbuee
die-tries we evr geb Y, e cap use. the pwd command bo prink the warking diechy. The. commards mhdlir ancl
by allow o5 bo ke and remore Cenply) dictris respediely. The my <source> <tagets ommand Lebs os move
ad reoame s /dicbris. cp coomes <lugels s sed b opy Ples: At o Hhee commands hove oplionl agonerls

Uui’ n Lt iﬁJ Lr Sont. slngy more saflvbéiall&’ nm‘,u/aérh

A U O'f Htt Commsz oL ln z@:l Mm:m Hvl: an .SLGU run§ |viy\ Hu g{m aymen{s . _{ﬁw f’rv]:w aon L:
'?Wm‘ in(:me 010) 'H“ dir@ém'es i Ht PATH wriaUe. OHW wmmJg sich as oal aml prl, are I\m[/a/ ly Hm
SLJJ, |’¢5ch PATH & an exam{:lt of o eh\'imamené v«r{rzuz-



The File SJsz
There is something called the "_.'Lcsjs‘em Hierqruly Sbadard (FHS). This stasdaol defines some stadud diveovies
(anol wﬁa{: TCS in H!lr)“')br Linv‘ Jisl:ri Lut‘ioﬂf. gome. examfla are

 Jhin! shores basic programs. (5uch as He commands above) * [medial i Sor mounting remeval, deices (C05,U58; e6c)
" Sheol/ contnis the Kely Lina: kernel as well o ober iles rpied o bty

Sevl s used For dovice Files /et is for bamporary mount pids

* Jabe/ s confipumtin Files Jopt! is Tor Hhird-purby agplications

*Shomel it for He user's pecne, Files " Jroohi has e adkoin's perswal. file

" Jlib] cotains some. basic Libraries *fron. i B bengerary runbive de Eiis ek e aras ek
fhind is B sicbom progens Csvilar & /bin ) fsru/is usd by stovtrs beins bkl an b sycon

[tngl i For temprae dab Cuiped of: b i

’ AISr/ fs &r Hl oser. T will alo have / ‘ih/, Jsbinl and Ui/ li'(e the /rook/ direcfory .

' / V‘ll’/ lwus VW‘iﬂu( 0'6\{4 (}.e. J«{%‘Pﬁlﬁ ‘M‘QI are exptcted b c.‘mye over fim)- A‘So.zl o(q.rl, is [.,3&(6

’ /Pmc/ od hy/ an “vrkal fills in Hhe sne that they don't correspord fo daln on lhe disk but: rabhe used by
U'e Lim.x l(&ﬂzt fo exforé Jnln é’ user space

Atﬂaﬁx Hm an ho stawlah‘s %r user's ‘dmt a'l'r(d‘/'l'ejl‘umg ke sorne QWODJS UWIZ ‘;ﬁap!l. zlﬂvJ '&o Stic]: ‘;o F;r
ihsbance ane con wse the SJMU"‘ (tlde) o refr & the home directory (op whaberer directony is stved in the HOME
envirorment variable).



A rmen wllation of files Chaditionelly) foond i @ user's home divecby are agpliodbion enfigacdi iles. Cofiguetion
Fles orc vsed b chage sefling and wodlfy appliatin bevion withosk chngin ifs code. For exanple, gou may wish bo
onfie boct el b disphy -py el bt Files different. T rames of oniy files bypicallystaot withadd - whe
makes. then hidln £iles- The s commard does ok dlislay Hhen wnless Hhe ~a Fly b vsed. These amfiy Files are als alel
dettes and v use 5o meny of Hen v tht @ diffest. conabion i biig proosed. The: XDl Base Direcbry Spesifiadin
teomnends conly Fils be placed in ~/-coliy, cache Bles in ~o/-cache and agplication dutn in ~/-local..

Ush commands

The sivglest thing we. moy vmf & oo is singly read and. edit Files. \Je can vse the aaf <Pilesy cowmand (dat
Sor concatemte) b dighy the s of $leG) on b termival. The edibor commnd oam be vsed to stast o fuct
edibr. Albwmafiely (Br inle. fle) Hhe rediedion aperabrs > ad » au be csed b0 swe e ol £ «
onmard {p a e, For Yhe fower ogoabs vt oapuite the File il for Yo leler me e appeed b th il

Tefid o b il b Bl Bl by i . Rl i # o o bl chechr. o g, e
ommed Sl /b -sants bk vonll bk B ol bk Gles n e et dicsbors ek vl b/ com
Use grep to Search Lhe conbents of £l Using regke expressions as well.-

\ﬁle Can 0{50 use H! Eermim[ &) c/'ctL vp °n w.J mmaje ffocesef . Ft;' exavmf{z gc PS avxX W‘Vd’
S‘]m; a L«f aP Cwmf!j rum;'oy processes. Wc Gan vSe Huf &0 leom M¢ PID cpa pracaff anJ Sena/ lé (éi[[ dN'lle’f-')

Sijnals. ue on a[fo rvh fmC(’SSa n ﬂe Lacw oSpy l’/ne & ol)emkr m/ Lj mmdm[- m’s means wc Cdn g/:'[[



Use H:e £0mml n‘i[c ‘Hm frocm—}s rwmifg-_me J'oby cmm[ an Be usea/ fo Jaf a Lrsf cP Lic/ymm( froceﬂzs.
\nle Gn use FJ / ]o[) -nvm!?er {'° Ln:y any o)o l%ese Jolv to “c ﬁlymd A process in Hn ‘g’rcjmml can
als> be lm.‘a'?c( Wbﬂ CTRLYZ ad 'H‘h ffs{“'r{fa/ in Lhe L«cLernl vsing the Lj commard.

The £



Conc;ﬂ(*ilj Servia;
A S‘ervi“ (a{& lﬂmm a5 q AQMM) olre, Pnﬁmms M rvA in Hll bﬂc&aml ‘l‘o }m(r #e y5£m . Lcé} Sbé
L_, lookug of 5SH.

SSH (Secve chel) is wn sty sk ok e sevice bo comet wibh machives rewolely bo brarfh £le, o
Commands, etr. As bhe nane sugals, SSH is a saure way b0 omeck with rackies. The arent version oF bhe proteal is
SSH-2, which dechnially amsisl of 3 dbinck profool Lager: SSH- Trans (branspt pnbotl SSH-USERAVTH Couthnds-
cdbimn g G SSH- COMNECT (comnechin protocel). Ti s the onde in which bhe prebcls are run b mainbain a

Sewre mfim-

Selbing o with SSH-TRANS
SSH- TRANS establishes q sere. communkation chomel hebicon eliest ad seever. Tt does o Bhragh bhe
following seriesof stps:
) S & open foe comediin repuet
2) C sends a. cavection requed. fp §
3) Cand § will then exchange messeges do decide on what key exchnge algoribhns bo e, whal cncrplin ol
bo ust ard 0 o
H) Then @ key exchange is perlormed (based on bhe decisons mak previoushy) which means the 2 parkics secadly deie
n sme. shovd soads which oy be used fr enceyplin and 5 .



) The find st of bhe prcascis S ackhesbiving thsel® o C. Tt will do s0 by seudiny il poblic key bo C
whith € o veify agaist its o Lisk of trsted keys. OF course this is ok sulficest sivce in privcivle apgore
@dl ot sonf He poblic key GEs poblic afberald. Ths S vill ali sod a sigrabire. which s a coyphomphc messaye
wade wing s privale by bok e be verified usig $he public ky. This verifies b C bt S s inead Bhe sarver bl
repated (e nech st is e wblnbionbin o C). o Fuck, bhe sigmabae will ned b be a b1l mos spuiel befie C com Fil
reot ey, Tn parbiar, bhe signatie skl depod on Bhe conent communinbionsesson. Obhwmise an ablacker cold shue sgmboes
Pom pavies sesios to avblerbiate ifiell as S (Bhis is foown a5 o repluy atbick) . Mowoier the sgmabre shoold depend
on be fuck et Cand S e commaricalig. Tis prewnts an atbacker From romning @ man-in-the-pidlle atlack uhore
n allacker hes commnicin chamels optn with C and S simelbmensly ad carging brafPic Ledan Yem whil poritl
albtiy thn

Once SSH-TRAKS has been seb p, SSH-USERAUTH is used b atherticale bhe vser Ceg. bhomph pead chedks Ths
is why ihis inporbud bad fhe chamel i secwe since C may be shwing sersitive infarmation when aubhobinir ibself. Then the
SSH-CONNECT protpos, is usad b wanage and dined dab streanss 1 allin remebe shll access, seome Pile bransfos and
OSH bomeling.

We shald distinguish befween bhe SSH client and bhe SSH server. The SSH clicat is bhe one bhat comnats o a resute
mache (bhe server) ond @rml!, has & homan u“m& c...b.u:.,;é.m server is a machine Ht is litoriny for comeckion nppats
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The command. ko comect b anSsHseveris ssh Cuserp@host. CuSery most be an achal user ab e sende senerfy
his b vk <host can be an TPaddeiss or o nane. altheugh SSH doos nesd @ way B He e ke magped b an TPadber (&g thongh
@ looal il or 0 DNS serve) .

Most of bl shys of bhe SSH-TRANS probol. ave handied aubomaticdly by the. machines bib <one of the selbings om be
configued thogh corfiy files. As @ clint goo on bt syston-wide configmtios o oser-speafic ones. The SH clint OpoSSH gins
ek Lo o -(nel, cnipmain vt syctom s Finally « clio oo have hopific arBipontn s vl

Al Ling disbibbios do't reesarly ame vilh SH- serrr agpliabion ond ore vl wad o be. inchllel i needed, Confgumntis
for S serves is ipicll die af @ sysben wice el ond thoe is Fipoly o abilily b bt vsen-specflc corigantits. e needs b
be some basic ompulibility bebwen SSH clinls and serms (eg. both having some. crypbogrophic algerithus in cmmce)-





