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ABSTRACT ARTICLE HISTORY
Russia’s invasion of Ukraine in 2022 saw the emergence of a new actor: Received 22 August 2024
the IT Army of Ukraine (ITAU), a volunteer cyber force that countered Accepted 20 April 2025
Russian disinformation and targeted its digital spaces. We argue that KEYWORDS

the ITAU contributed to Ukraine’s political victory in the Battle of Kyiv Russia-Ukraine war; internet
by projecting national resilience to both domestic audiences and army; cyber conflict; non-
international observers. By countering Russian cyberattacks and state actors in cyberspace
mounting its own offensive campaigns, the ITAU not only disrupted

enemy capabilities but also bolstered domestic morale and helped

shape global perceptions of Ukraine’s ability to defend itself. This

resistance contributed to Ukraine’s overall hybrid resilience in the

crucial opening months of the invasion. More broadly, the ITAU

reflects a growing shift in cyber conflict away from covert technical

sabotage toward visible, politically charged campaigns aimed at con-

trolling narratives and influencing perceptions. As a key case study of

civilian cyber-mobilization, the ITAU offers broader insights into the

evolving role of civilian participation in future conflicts.

The opening days of Russia’s 2022 invasion of Ukraine saw the creation of an unprece-
dented wartime actor: the IT [Internet] Army of Ukraine (ITAU). The IT Army became the
world’s first organized online force to mobilize against an enemy invasion. Endorsed and
supported by the Ukrainian government, the group brought together volunteer hackers,
mostly Ukrainian, some located inside physical war zones, who worked to target Russian
online infrastructure and counter Russian disinformation efforts.

One such war zone was the Battle of Kyiv, lasting from February 24 to March 29, in
which Ukraine achieved an important early victory by resisting Russia’s military advance.
In that fight the country also achieved a political victory: its robust physical and cyber
resistance to Russia demonstrated to both domestic audiences and the international
community that it remained a resilient sovereign state.

This paper examines the role of the ITAU in contributing to Ukraine’s successful
resistance in the early days of the invasion. Beyond countering Russian cyberattacks
and disinformation campaigns, the ITAU adopted an offense-minded “attack-to-defend”
cyber strategy. As part of the resistance, the ITAU disrupted networks, attacked
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symbolically important Russian sites via distributed denial-of-service (DDoS) attacks, and
inserted pro-Ukrainian messages into Russian online communities.

By early June 2022, this strategy had resulted in ITAU directing 662 targeted DDoS
targets against Russian government and corporate websites (Soesanto 2022). The direct
effect was to divert Russian resources away from warfare and towards defending against
the ITAU’s attacks. More indirectly, the ITAU's emergence channeled and maintained
domestic morale during the difficult initial period of the invasion, and positively influ-
enced international perceptions of what we call Ukraine’s “hybrid resilience.”

We define hybrid resilience as the ability to withstand simultaneous attacks across
a range of domains, not only in the sphere of military conflict but also cyberattacks,
disinformation, and public perception. Ukraine’s demonstration of this multi-domain
resilience was key for maintaining both its domestic cohesion and international support
in the early stages of the invasion. The ITAU played a vital role in contributing to that
hybrid resilience. Its emergence sent a credible signal to Western audiences that the
country as a whole was committed to defending against the conquest. As the former
White House cyber co-ordinator for President Obama put it shortly after the ITAU began
operations: “Part of it is also a signaling exercise. It's signaling a level of commitment
across the country of Ukraine to resisting what the Russians are doing” (Burgess 2022).

Through a combination of cyberattacks, disinformation counter-strategies, and public
engagement, the ITAU not only helped to secure a tactical advantage over Russian forces
but also played a pivotal role in shaping the narrative of the war domestically and abroad.
The ITAU’s unusual role and tactics highlight the evolving nature of modern conflict,
showcasing the increasing importance of intangible sources of power alongside conven-
tional military assets. More generally, the strategic use of the ITAU by the Ukrainian
government serves as an important case study of modern hybrid warfare, illustrating
how states can leverage cyber capabilities to find new and unexpected sources of support
during crises and conflicts. Examining the role of novel actors like the ITAU will thus
become increasingly important for understanding modern conflict.

The ITAU emerged in a context of widespread expectations of significant Russian
cyberattacks in February 2022, similar to those experienced by countries such as
Georgia in 2008. But these devastating attacks never fully materialized. Multiple factors
explain this outcome, including poor Russian coordination and effective Ukrainian
defenses. Civilian cyber-mobilization, exemplified by the ITAU, could offer a cost-
effective defense for states with limited resources. Yet it also faces significant challenges
such as coordination inefficiencies, unclear command structures, and legal ambiguities.

In its operations, the ITAU represents a clear instance of “participative warfare,” in
which digital technology facilitates civilian involvement. This trend has blurred traditional
lines between civilians and combatants, raising complex legal and ethical questions.
Consistent with the emerging literature, the ITAU exemplifies a broader shift in cyber
warfare from clandestine attacks to large-scale public information warfare, focusing on
countering propaganda and influencing global narratives rather than just causing net-
work disruptions.

One advantage of using the ITAU as a case study is its public-facing character. In
contrast to the usual secrecy of cyber warfare, the ITAU conducted its operations openly
and transparently, with the goals of demoralizing the enemy, influencing public conver-
sations, and garnering support both at home and abroad. Cyber activity is often difficult
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to investigate because of its shrouded and anonymized nature. By contrast, the ITAU’s
campaigns were announced publicly, which aided in our analysis. We use primary online
sources to analyze cyberattacks and anti-disinformation campaigns confirmed to have
been launched by the ITAU during the Battle of Kyiv. This analysis is based on the ITAU's
official channels, most prominently on Ukrainian- and Russian-language Telegram, as well
as government documents and other media and social media reports.

The remainder of the paper proceeds as follows. The first section situates the group'’s
origins and activities within the broader literature on modern cyber conflict, focusing on
the evolving role of non-state actors and civilian mobilization in wartime. We then briefly
review Russian and Ukrainian cyber capabilities prior to 2022. The rest of the paper
examines the ITAU's role in the Battle of Kyiv, focusing on the group’s targeting of
Russian government websites and campaigns against disinformation. These activities
not only imposed direct costs on Russia but also promoted Ukraine’s narrative and
resilience to domestic and international audiences.

ITAU and civilian cyber-mobilization in wartime

While unprecedented in important ways, the IT Army of Ukraine did not emerge in
a vacuum. This section examines the group’s creation and operations in the broader
context of modern cyber conflict, focusing on the evolving role of non-state actors and
civilian mobilization in wartime.

Research on the cyber dimensions of Russia’s invasion has identified several features of
the conflict that help explain the emergence and operations of the ITAU. One is the
widespread pre - February 2022 expectation of a Russian “cyber-blitzkrieg” -
a devastating series of online attacks that would accompany the physical invasion
(Givens, Gorbachevsky, and Biernat 2023; Kostyuk and Gartzke 2022; Lin 2022). As
Brantly and Brantly (2024, 475) note, the invasion “was expected to bring with it
a commensurate escalation in ‘hybrid’ or cyber tactics.” This expectation was bolstered
by previous Russian conduct in places like Georgia, where in 2008 the physical fighting
was accompanied by coordinated cyberattacks (Beehner et al. 2018). A key factor behind
ITAU's creation, therefore, was the expectation of such attacks from Russia, coupled with
uncertainty about Ukraine’s ability to defend itself in the digital domain.

Despite these expectations, a Russian cyber Pearl Harbor did not materialize. As
a number of scholars have argued, Russian cyberattacks have not been a significant factor
in the conflict since 2022. Kostyuk and Brantly (2022), for instance, note that none of
Russia’s attacks “significantly impacted the ability of Ukraine to conduct military opera-
tions or communicate effectively with external partners and by extension did not have
any strategic impact on Ukraine’s warfighting capabilities” (Kostyuk and Brantly 2022,
498)."

How to explain this gap between expectation and reality? The literature on the subject
has produced several explanations. One perspective attributes the lack of major Russian
cyberattacks to poor coordination, stemming in part from Moscow’s expectation of
a short conflict (Casey and Gunitsky, 2022; Schulze and Kerttunen 2023). Another has
been to highlight the effectiveness of Ukraine’s cyber defenses, including both state
efforts and civilian contributions.? Givens, Gorbachevsky, and Biernat (2023, 97), for
instance, argue that “impressive Ukrainian cyber defense measures have blunted
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[Russian] attacks, contrary to predictions expressed by some Western intelligence services,
technology firms, and scholars.”

While the reasons behind a lack of destructive cyberattacks are multicausal, the
ITAU was well positioned to play a contributing role in this successful defense by
mobilizing tens of thousands of volunteers to disrupt Russian digital infrastructure
and information campaigns.” Despite Russian efforts, Ukraine’s cyber defenses —
bolstered by government coordination and civilian contributions - have largely
withstood Russian cyber aggression, and the ITAU’s existence helps to explain that
outcome.

Another response to the lack of a Russian cyber-blitzkrieg since 2022 has been to
reconsider the nature or purpose of cyberwarfare itself. Scholars such as James Lewis
(2022) argue that the conflict demonstrates the “overrated” strategic value of cyberwar.
This strand of scholarship argues that rather than directly shaping battlefield outcomes,
cyber operations are most effective when focusing on intelligence gathering, deception,
and political warfare. Kostyuk and Gartzke (2022), for instance, argue that cyber conflict is
primarily about winning information contests rather than replacing conventional military
force. In the Russia-Ukraine war, they suggest, cyber operations have played a more
significant role in shaping narratives and public perception than in causing physical
destruction.

In line with these arguments, the ITAU’s operations exemplify a shift in the nature of
cyberwarfare. The group’s focus on disrupting propaganda and broadcasting pro-
Ukrainian messages illustrates how cyber operations have evolved from clandestine
attacks on enemy infrastructure to influencing public opinion and framing the con-
flict's broader narrative to foreign and domestic audiences. The group’s visibility and
open participation present a clear contrast to the secrecy of traditional cyberwar. This
approach underscores a key evolution in cyber conflict: a move from shadowy cyber-
attacks toward large-scale information warfare (Mueller et al. 2023). By operating
publicly, the ITAU aimed to demoralize adversaries, shape global discourse, and rally
international support.

The ITAU's role in the war also demonstrates the increasing involvement of non-state
actors in modern conflict. Even prior to 2022, the Russia-Ukraine war served as an example
of what Merrin (2018) calls “participative warfare,” characterized “by the integration of
various non-traditional actors into the conflict space, facilitated by advancements in
technology and communication networks” (Norman 2024).> By lowering the barriers for
wartime engagement, participative warfare allows more citizens to actively support the
national effort, but also blurs the distinction between civilians and combatants.

Created by volunteers but with active government engagement, the ITAU’s existence
embodies the concept of “participative warfare” by challenging traditional distinctions
between state and non-state actors. In doing so it raises questions about the legal and
ethical implications of civilian participation in modern warfare, the effectiveness of
decentralized cyber militias, and the long-term viability of such models for state defense
strategies.® The ITAU’s ability to emerge and operate was made possible by its integration
with the Ukrainian government, yet maintaining its decentralized nature allows it to
remain flexible and adaptable. While the legal and ethical implications are murky,
Ukraine’s defense strategy demonstrates the increasing role of non-state actors and
decentralized operations in modern conflict.”



POST-SOVIET AFFAIRS (&) 5

Civilian mobilization in conflict

The mobilization of civilians in times of war is not a new phenomenon, but the ITAU
presents a unique case of a state encouraging the creation of a large-scale, decentralized
volunteer cyber force. In fact, the participatory and online nature of modern cyber conflict
readily facilitates the incorporation of civilian resources. The ITAU’s emergence thus
highlights what Wheat and Kirichenko (2024) have dubbed the “democratization of
irregular warfare.” Looking at the Russia- Ukraine war, they note that technological
advancements have enabled ordinary citizens to participate directly in modern conflicts.
This participation extends beyond information warfare. The proliferation of affordable
drones, for example, has allowed civilians to conduct reconnaissance and even execute
attacks, roles that were once exclusive to military forces (Ford 2024).2

The peculiar democratization of warfare is especially significant in the digital realm.
With cyberattacks, individuals and small groups can disrupt enemy communications,
gather intelligence, and spread disinformation. Social media platforms have become
powerful civilian tools for influence operations, enabling non-combatants to shape public
opinion, both domestically and internationally (Singer and Emerson 2018). The ITAU’s
participatory and decentralized nature thus offers a vivid example of this lowering of
barriers to entry in modern war.

The large-scale involvement of civilians in cyber and information warfare thus presents
a new dimension of contemporary conflict. Given Russia’s proclivity for “hybrid warfare”
and history of past aggression to its neighbors, it is not surprising that states around
Russia have previously turned to civilian mobilization in information warfare. As a civilian
cyber-defense force created in response to Russian aggression, the ITAU found
a precedent Estonia’s Cyber Defense Unit (CDU), established in 2011 after Russian cyber-
attacks on Estonian infrastructure (Grzegorzewski, Smith, and Koven 2023; Kaska, Osula,
and Stinissen 2013). Like the ITAU, the CDU is comprised of civilian volunteers who assist
the government in defending critical digital assets during crises. The push to create the
ITAU was thus consistent with a prevailing regional belief in Russia’s offensive cyber-
capabilities and its history of past attacks. Because these conditions are likely to persist,
we may expect more groups like the CDU and the ITAU to be mobilized in response to - or
in anticipation of — Russian hostilities.

Battles over information narratives naturally lend themselves to civilian participation
and mobilization. Cyber-mobilization also offers a relatively low-cost way to engage
a population in national defense without requiring them to take up arms. Compared to
conventional military mobilization, crowd-sourced cyber operations require fewer
resources, making them an appealing tool for states with limited defense budgets.
However, this model also has its limitations. Operating with decentralized methods offers
flexibility but can lead to inefficiencies in coordination, target selection, and execution.

Unlike traditional military units, which operate under a clear hierarchy, the ITAU largely
coordinates through Telegram channels and other digital communication tools (Braw
2022). While this structure allows for adaptability and speed, the absence of a formal chain
of command means that decision-making is fluid and ad hoc, which can be both an
advantage and a vulnerability. States that encourage civilian mobilization in the cyber
realm face several challenges. A major concern is the legitimacy and effectiveness of
decentralized groups. Without a clear command structure, coordination can be difficult,
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leading to inefficiencies or even counterproductive actions. Moreover, legal issues arise
when volunteers engage in cyberattacks, as international law does not clearly define the
role of civilian hackers in armed conflicts (Kirichenko 2023). The blurred line between state
and civilian efforts complicates questions of accountability and responsibility in cyber
warfare.

The ITAU’s emergence also fits within a broader pattern of civilian mobilization in
Ukraine over the past few years. For example, Stepaniuk (2022) has highlighted the
importance of informal networks and private-sector resources for large-scale civilian
mobilization in Ukraine. The rise of digital platforms has further expanded opportunities
for decentralized civilian engagement, allowing for rapid communication, recruitment,
and coordination.

In the context of modern conflict, resilience against hybrid warfare requires not only
military strength but also the social capacity to organize and resist through various
means, including cyber efforts. Hybrid resilience involves maintaining domestic cohesion,
securing international support, and demonstrating the will to resist aggression.” The
ITAU’s formation aligns with this broader resilience-building strategy by showcasing
how civilian engagement can complement state efforts in defense and information
warfare. As information warfare continues to evolve, the role of civilian mobilization will
likely expand, reshaping conventional military strategies.

Given these trends, the ITAU provides an especially useful case study for understanding
how states can leverage civilian resources in the digital domain, and how these efforts
shape modern warfare. While the ITAU represents a novel model of civilian cyber-
mobilization, its emergence and operations are also linked to broader ongoing develop-
ments in cyber conflict. In this way, the ITAU demonstrates the evolving role of cyberwar-
fare and the changing nature of civilian mobilization in modern war.

Russian and Ukrainian cyber capabilities prior to 2022

Both Ukraine and Russia had formidable cyber capabilities before the full-scale invasion.
Unlike Ukraine, however, the Russian government had been increasingly co-opting its
illicit agents toward participation in pro-government activity. The Putin regime tacitly
supported its cyber criminals as early as 2010, so long as they did not attack the state or
other Russian targets. During the 2010s, Russian malicious cyber activity had been
documented in Estonia, Georgia, Crimea, the US, and Europe (Levyatan 2022). Moscow
has consistently denied these connections even as it has developed an international
reputation as an aggressive cyber power alongside actors such as North Korea and Iran
(Carlin and Graff 2018, 21; Shead 2022). Russia’s cybersecurity posture has remained
somewhat elusive by design, but its strong offensive cyber capabilities suggested it also
had significant cyber defenses in place (Voo et al. 2020; Wolff 2022).

Like Russia, Ukraine’s strong scientific and technological education, economic chal-
lenges, and weak social norms, especially regarding criminal activity after the collapse of
the Soviet Union, produced an environment conducive to hackers (Kostyuk 2015). Ukraine
developed an influential (if somewhat chaotic) cyberspace, with Ukrainian hackers also
often working independently to attack targets in the US and Europe, most often for
financial gains. Since the 2014 Crimea annexation, the Ukrainian government has made
progress in digitizing the country and improving cybersecurity, especially that of critical
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infrastructure. With significant political and economic support from the US and the EU,
Ukraine was able to make notable progress in improving its cyber legislation, with anti-
corruption measures and foreign oversight (Kostyuk 2015, 121; Shopina et al. 2020). It
created the Ministry of Digital Transformation in 2019 to further support domestic start-
ups and attract global tech companies to collaborate with and invest in Ukraine’s growing
industry (Bornyakov and Labott 2022).

Climbing toward cyberconflict

These pre-2022 developments laid the foundation for the ITAU’s emergence. By
January 2022, Russia had amassed over 100,000 troops on Ukraine’s borders. The lead-
up to the invasion was hotly contested within and beyond Ukraine: many international
experts claimed Ukraine would be conquered by Russia within weeks if not days (Fix and
Kimmage 2022, Nagl 2022). Similarly, experts warned that Ukraine would be incapacitated
by unprecedented cyberattacks, thereby making Russia’s invasion even more harrowing
and anarchic for those who would lose critical infrastructure access and online commu-
nication (Miller 2022a, Nakashima and Horton 2022).

In fact, cyberspace did serve as a harbinger for the general invasion, as a series of large-
scale attacks damaged Ukraine’s governmental, private, and public sectors in mid-January
(Neuman, 2025). While Ukraine had grown accustomed to Russian cyberattacks, these
were notable for their unprecedented scale and destructive capabilities. On 23 February,
hours before the physical invasion began, researchers at the cybersecurity firm ESET
(2022) found destructive software circulating in hundreds of Ukrainian computers. The
malware wiped data from the devices it infected, although the exact type and content of
the data lost was unspecified. The victims included a Ukrainian government agency and
a financial institution (Pearson 2022a). This attack was set up in such a way that hackers
needed to have prior access to the domain, indicating that Russians had been spying on
Ukrainian systems for months before the attacks (Reuters 2022).

In response, Ukraine’s government released a statement: “Moscow continues to wage
a hybrid war and is actively building up its forces in the information and cyberspaces ...
not just to intimidate society, but to destabilize the situation in Ukraine by stopping the
public sector's work and undermining Ukrainians’ confidence in their government”
(Karmanau 2022). Thus, even before the invasion officially began, Ukraine had acknowl-
edged cyberconflict as an important domain of any future warfare (Neuman, 2025).

The next step in this escalation was the Viasat hack, marking the start of the full-scale
Russia-Ukraine cyberconflict. A massive cyberattack against the American communica-
tions company Viasat began hours before the physical invasion on 24 February. Russians
accessed the network and inserted malware that made tens of thousands of modems in
Ukraine lose internet connection, with parts of Central Europe also affected. Investigators
found the initial breach was due to a single misconfigured device, which likely allowed the
hackers to gain entry (Mathews 2022). Regarding the attack’s impact, former deputy chief
Victor Zhora would later say this caused “a really huge loss in communications in the very
beginning of war” (Shead 2022). The Viasat outage remains the largest publicly known
cyberattack to take place during Russia’s full-scale invasion.

A number of observers expected Russia to initiate a cyber “Pearl Harbor” in the months
and days leading up to the invasion (Miller 2022a, Nakashima and Horton 2022). However,
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like its initial physical assault, the actual demonstration of Russia’s CyberPower was
underwhelming. Attacks against the Ukrainian military and governmental sectors
increased by 196% in the three days following the invasion (Check Point Research Team
2022). Yet only the Viasat attack was considered an attack of significant scale and threat,
with its impact diffusing beyond Ukraine’s borders (Carvin 2022).

While Russia has launched numerous cyberattacks since 2022, so far Ukraine’s critical
infrastructure and networks have not been affected as much as experts expected (Miller
2022b). One possibility for the war remaining mostly physical is that Russia’s government
did not think it required preparation to overcome Ukraine, or did not find opportunities to
prepare coordinated physical and digital attacks. Another possibility, offered by Ukrainian
government officials and scholars, was that Russia was trying to mount more damaging
attacks but was being prevented from doing so by the Ukrainian government’s cyber
defences and the ITAU (Bateman, Beecroft, and Wilde 2022; Security Service of Ukraine
2022b).

The battle of Kyiv begins

On 24 February 2022, Russian missiles struck major cities including Kyiv, Kharkiv, Mariupol,
Odesa, Donetsk, and Luhansk. Tanks and troops rolled in from Ukraine’s north, east, and
south, by all appearances converging upon Kyiv. In the fog of war, Ukrainian authorities
urged the population to stay calm while the Armed Forces raced into battles.

In the early fog of the invasion, Russian-produced disinformation briefly flourished.
One prominent rumor was that President Volodymyr Zelenskyy had fled the country; this
was debunked by Zelenskyy filming himself with his close cabinet advisers outside in Kyiv
(Garber 2022). There were also widespread worries of Russian cyberattacks blocking
communications, as they had partially done in the Viasat attack. However, the country’s
leadership appeared determined to fight back. To quote President Zelenskyy’'s speech
from a few hours before the invasion, “We know for sure that we do not need war. Not
a Cold War, not a hot one, not a hybrid one. ... When you attack us, you will see our faces,
not our backs” (Guardian News 2022).

As Russians approached Kyiv over the next few days, Ukraine’s army and thousands of
newly created combat volunteer units set up defenses. Former Commander-in-Chief of
the Armed Forces of Ukraine Valerii Zaluzhnyi reported that over 37,000 people volun-
teered to join the Ukrainian Armed Forces (Beliakova 2022; TSN 2022). The B.B.C. reported
that around 18,000 of those Ukrainians volunteered to defend Kyiv, with some civilians
even being turned away due to a lack of weapons (Zitser 2022). This physical mobilization
demonstrated, domestically and internationally, Ukrainians’ determination to defend
themselves with limited resources against a formidable opponent.

A similar patriotic sentiment resulted in the ITAU. Decentralized in form yet unified in
purpose, the ITAU became the world’s first spontaneous cyber army. It is perhaps fitting
that as a civilian-driven group, the ITAU originated as the idea of one entrepreneurial
Ukrainian. The first call for a “hacktivarmy” was made on Facebook by Yegor Ausheyv, the
founder of the Ukrainian cybersecurity company Cyber Unit Technologies, which had
worked with Ukraine’s government to protect critical infrastructure (Schectman and Bing
2022). He wrote on Facebook on 25 February, stating “The time has come to maximize the
cyber protection of our country.” Volunteers could sign up for this army through a Google
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form, which asked about their cyber experience, what field they specialized in, and if they
wanted to be involved in attack or defense. They also needed to provide a Ukrainian
contact of reference who could attest to their experience and character (Schectman and
Bing 2022). Aushev also stated, “If Kyiv falls, we keep hacking Putin” (T. Brewster 2022a).
This commitment to cyberattacks paralleled statements by Kyiv's volunteer battalion
fighters in the Battle of Kyiv, with one volunteer declaring, “We will fight as much as we
can ... we are not ready to give up” (D'Agata, Redman, and Ott 2022).

The official ITAU was formed only a few days later, with Aushev working with the
Ukrainian government to foster his initiative (Schectman and Bing 2022). On
26 February 2022, at 8:38 p.m. Kyiv time, the Minister of Digital Transformation
Mykhailo Fedorov posted a Telegram message that read “We are creating an IT army.
We need digital talents” (Fedorov 2022; Shead 2022). On 28 February 2022, the Security
Service of Ukraine (2022a) Tweeted “CYBER FRONT IS NOW OPEN! Help Ukrainian cyber
experts hack occupant’s platforms! As of today, a new feature is available in the chatbot
@stop_russian_war_bot. This time you can fight together with us on the cyber front.” This
chatbot marked the first state-sanctioned attempt to orchestrate overt counter-
cyberconflict and to demonstrate the kind of hybrid resilience that would prove critical
in the months to come.

One of the ITAU's early defining characteristics was its paradoxically public nature.
A notable advantage of cyberspace is its ability to give attackers anonymity; the ITAU
inverted this advantage by making its cyber actions public. Similarly, while most govern-
ment or government- adjacent defensive and offensive capabilities are shrouded in
secrecy, the ITAU was created and is operated publicly. Over 311,000 people joined the
ITAU of Ukraine on the social media platform Telegram within the first week of its creation,
many with other full-time jobs during the day (Shead 2022). The ITAU's overt operations
and decentralization served both as a strength and a weakness in the Battle of Kyiv
(Burgess 2022). Olexandr Bornyakov, Ukraine’s Deputy Minister of Digital Transformation
and one of the government figures officially supporting the ITAU, noted “We don't have
a chain of command or any structure at all” (Bornyakov and Labott 2022). He clarified that
his team gives general tasks to cyber combatants on Telegram but the specific imple-
mentation action is ultimately up to the group chat. Dmytro Budorin, Hacken’s chief
executive officer, said in an interview: “It works very well. Everybody is communicating.
Everybody is coordinating” (Cerulus 2022). Highlighting the military advantage of this
decentralized strategy, Bornyakov also noted that Russia cannot disrupt or sabotage the
group, as no one person holds decision-making power: it is a true collective effort of
“digital soldiers” (Handa 2022).

Despite the group’s rapid growth and large number of participants, cohesion was
facilitated by the presence of an overwhelming external threat. In an interview, one
anonymous member of the ITAU stated: “At the start of the war, we had a problem of
trust ... But the situation we're all in with the war has made all of us work together. We
have become a hub for digital resistance here in Ukraine” (Temple-Raston and Powers
2022). As Agnes Venema of the Geneva Centre for Security Sector Governance stated, “this
level of civic engagement [was] unprecedented” (Venema 2022; Houser 2022). The
emergence of the ITAU was thus a direct consequence of this patriotic rally-around-the-
flag effect, its existence signaling “a level of commitment across the country of Ukraine to
resisting what the Russians are doing” (Burgess 2022; Pearson 2022a; Zitser 2022).
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Cyberattacks against disinformation

From its conception, the ITAU made it clear that its goal was to support the Ukrainian
government against Russia via both defensive measures like preventing attacks and
debunking disinformation, as well as offensive measures like organizing cyberattacks
against Russia. The ITAU's target list included Russian government websites, banks,
and currency exchanges. This targeting aligned with Ukraine’s goal of waging anti-
disinformation campaigns by pushing back the Russian regime’s narratives (RFE/RL
2021).

Although the invasion itself came as a surprise to most Russian domestic observers,
sustained disinformation campaigns that started long before February 2022 had already
primed Russian society and its army to accept the full-scale invasion as justified. In Russian
online narratives, Ukrainians were characterized as brainwashed, their government
a Western puppet without legitimacy (Thompson 2022). As Deputy Minister Bornyakov
stated, disinformation was “really a core reason for this war because the Russians created
a false picture of what's going on in Ukraine. And they convinced their citizens that
Ukrainians are some sort of Nazis” (Bornyakov and Labott 2022). Debunking these false
narratives was thus of key strategic importance to Ukraine’s political authorities and the
ITAU. On Telegram, ITAU members were instructed to fact-check and report any Russian
disinformation they saw online. However, the ITAU had broader aims of harnessing the
group’s skills to hack into Russia’s censored domestic networks and broadcast pro-
Ukrainian text or footage (Pitrelli 2022). These sustained efforts to pierce Russia’s digital
defenses were the ITAU’s key military and political contribution to Ukrainian victory in the
Battle of Kyiv.

On 26 February, Russian troops reached the outskirts of Kyiv (Tsvetkova, 2025). Fighting
ensued between the two armies and international media noted that Ukrainians were
putting up a staunch defense, although many of the volunteers were young and
untrained (Sky News 2022). Simultaneously, Ukrainians who were not on the physical
frontlines were trying to bring the digital ones back towards Moscow.

Days after the invasion, the Russian government’s official website, Kremlin.ru, was
taken offline (Parsons 2022; Reuters 2022). The fact that Russia’s primary official website
was taken down held symbolic political significance, demonstrating that despite Russia’s
resources, its defenses could be penetrated even at the highest, most public levels of
government. A few days later, as fighting around Kyiv continued, the ITAU successfully
targeted the Moscow Stock Exchange’s website and Sberbank, Russia’s largest lender (T.
Brewster 2022a). The exact hacking method and efficiency of both hacks by the ITAU have
not been confirmed. However, the fact that Sberbank was offline on the afternoon of
28 February was verified by independent sources, including NetBlocks, an internet secur-
ity and governance watchdog organization (Shead 2022).

In June 2022, Forbes Russia published an article discussing Sberbank’s data and
financial losses from cyberattacks since the start of the invasion. According to Sberbank
Deputy Chairman of the Board Stanislav Kuznetsov, the data of 65 million Russians had
been stolen by cyberattacks since the beginning of the “special military operation” in
Ukraine. This included at least 13 million bank cards compromised, resulting in financial
damages equating to 4.5 billion rubles, or around 72 million Canadian dollars (Tairov
2022).
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Significantly, the ITAU posted about its successful Sberbank cyberattack during the
first few days of the war with the caption “Sberbank Offl,” receiving thousands of
positive Ukrainian reactions on Telegram. According to the same article, DDoS attacks
blocked the services of 87 major Russian organizations for an hour or more since the
invasion’s start. Kuznetsov further claimed the impact of cyber operations was felt
most acutely in the financial sector, airlines, energy and oil and gas companies,
logistics companies and internet vendors, as well as the media - all organizations
the ITAU publicly announced targeting during and after the Battle of Kyiv. Indirectly
confirming the ITAU's successful strikes on these institutions, Russian foreign ministry
spokeswoman Maria Zakharova told a domestic news outlet that Russian embassies
were under cyberattack by “cyber terrorists from Ukraine” (Schectman, Bing, and
Pearson 2022).

The ITAU was not the only non-state actor to become involved with the Russia-Ukraine
hybrid war. On the same day as the Stock Exchange and Sberbank hacks, the hacker group
Anonymous successfully attacked Forbes Russia, taking down its website for a few hours
and posting anti-governmental messages (Brewster 2022). However, the ITAU remained
the only large-scale initiative, with the exclusive purpose of engaging in cyberconflict
against Russia, and the only digital group directly sponsored and supported by Ukraine
(Burgess 2022). Minister Fedorov thanked the ITAU for taking down Sberbank and the
Stock Exchange on Facebook by posting “The mission has been accomplished! Thank
you!” (Bornyakov 2022; T. Brewster 2022b). Deputy Minister Bornyakov noted that both
the cyberattacks and the anti-disinformation campaigns stemmed from Ukraine’s existing
IT talent and its people’s willingness to defend their country across all domains.
Emphasizing the ITAU’s novelty in war, he stated “We are the first in the world to
introduce this new warfare. And it's powerful, yet simple at the same time” (Bornyakov
and Labott 2022).

These early successes highlighted that in a hybrid war, control of information con-
stituted an important part of building up resistance, maintaining domestic morale, and
conveying a message of resilience to the outside world. The ITAU’s successful attacks
reinforced their overall political mission in the Battle of Kyiv - to impose public costs on
the invader and force them to divert resources away from the main arena of action.

Physical attacks on critical communications infrastructure were another element in the
Battle of Kyiv. On 1 March 2022, a Russian missile struck Kyiv's primary TV tower. Five
civilians were killed and several wounded. Alongside the human losses, Ukraine’s govern-
ment reported that a TV control room and a power substation were damaged, cutting off
some Ukrainian channels from airing their information about crucial war developments
(Welle 2022).

Following the attack, Ukraine’s Ministry of Defense tweeted warnings that some TV
channels may stop signaling, although Ukraine’s engineers were working hard to restore
back-up broadcasting. Furthermore, the Ministry stated that “The enemy can spread fakes
in order to destabilize the situation. Know that Ukraine is fighting and persevering!”,
directly linking the impact of physical attacks to higher risks of cyber exploitation (Defense
of Ukraine 2022). The publication of Order 250 “On Additional Measures to Ensure
Information Security of the Russian Federation” on 1 March by the Office of the
President of the Russian Federation served as another official indication of cyberspace’s
significance in the Battle of Kyiv (Decree of the President of the Russian Federation 2022).
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Following this attack, questions were raised inside the government about whether the
Ukrainian Army would seek retaliation (Beaumont, Boffey, and Russell 2022; D'Agata,
Redman, and Ott 2022). However, despite popular sentiment, Ukraine was not prepared
to impose revenge on Russia at the time. The Armed Forces and physical volunteer units
were busy defending Kyiv from invasion. Counterstrikes into some captured territories, let
alone into Russia directly, remained out of the question for physical combatants at the
time. However, the ITAU’s cyber character gave it more flexibility and opportunities to
counter strike into Russian cyberspace.

As the ITAU demonstrated its abilities in the early days of the Battle of Kyiv, cyberwar-
fare experts raised questions about the effectiveness and ethics of these kinds of counter-
measures (Schectman, Bing, and Pearson 2022). While Russian infrastructure and financial
services had been the primary target so far, the decentralized nature of the group meant
some members could attempt to target Russian hospitals or other essential civilian
infrastructure (Gill, 2025). Adding to this concern, ITAU coordinators, such as “Ted,”
made public statements that there are “no good or bad ways to fight during war” (BBC
News, 2023). Although Ted'’s statement did not encapsulate the views of the entire ITAU, it
reflected an attitude that some in the West considered dangerous. Western governments
hesitated to express explicit support for the ITAU, likely due to the organization’s opera-
tions’ legal and ethical uncertainty. According to Michael E. van Landingham, a former
Russia analyst at the US Central Intelligence Agency, “Despite the United States govern-
ment saying ‘We’re not allowing hacktivists to use American routers to do DDoS attacks
on your state propaganda sites,” Russia is probably not going to believe that. ... Russia
uses cyber tools as an extension of state power. And Russian leaders mirror-image a lot.
| think they'll perceive attacks from Anonymous or any Western collective as attacks that
Western governments promote” (O’Neill, 2025).

During the Battle of Kyiv, Ukraine’s government attempted to calm some of these
Western worries, with Minister Fedorov stating, “Ukrainian cyber-experts have shown that
despite such an invasion they operate ethically enough and do not cause unnecessary
harm to any entities except Russian ones who are involved in the war and who have
attacked our territory.” Yet, alluding to the group’s autonomous nature, a few seconds
later he smiled and added, “I have never heard anything about those who are hacking
Russia” (BBC News 2023; Fedorov 2022).

Despite some initial concerns, there were no reported ITAU attacks against Russian
critical infrastructure (Duguin and Pavlova 2023; Schechtman, Bing, and; Pearson 2022a).
Why not? The straightforward answer is that although Ukraine had technical experts,
Russian critical systems were difficult to break into. Furthermore, planning large-scale
attacks may take time, sometimes months or years of careful coordination. The ITAU's
strength was its self-organized and decentralized nature, but this also meant that plan-
ning detailed, extensive attacks may have been difficult for the group. Although it would
develop more precise, powerful cyberattacks as the war went on, its activities in the Battle
of Kyiv were focused less on device damage and more on disruption through DDoS
attacks (Houser 2022; Hunter, Douglas Albert, and Garrett 2021).

Whatever the opportunities presented by the ITAU, its amateur-by-design, decentra-
lized nature also presented limits when it came to direct damage to Russian cyberspace.
“The idea that you're going to grab this ragtag group of folk,” said a former NSA hacker in
a 2022 interview, “that they’re going to somehow hack into the Kremlin’s networks and
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get valuable intelligence that's going to change the course, that's fantasy. DDoS and
defensive is probably more important for Ukraine right now than offensive.”'°

Domestic morale and foreign perceptions

Despite its technical limits, the widespread support for the ITAU signaled a high level of
participation among the civilian population. A fall 2022 survey by the Kyiv International
Institute of Sociology (KIIS) found that 17% of Ukrainians had participated in either cyber-
attacks or “information resistance” (i.e. counter-disinformation) campaigns (KIS 2023).
This percentage was higher, according to the report, among young and male respon-
dents. In other words, a significant plurality of Ukrainians, especially among the younger
generation, participated in the ITAU or partook other ITAU-like activities.

The popularity of this activity suggests broad societal recognition and endorsement of
information resistance as both meaningful and effective. Given this level of voluntary
participation, it is likely that Ukrainians perceived these kinds of activities as positively
contributing to the war effort, thereby reinforcing morale. This widespread engagement,
particularly among demographics influential in shaping national discourse, implies that
the ITAU’s initiatives resonated at home as acts of civic contribution, solidarity, and
resilience.

Another source of evidence about the domestic impact of the ITAU is Ukrainian media
coverage of the group and its activities. While a comprehensive media review of
Ukrainian-language coverage is beyond the scope of this article, our perusal of represen-
tative newspaper reporting on the subject suggests Ukrainian media overwhelmingly
portrays the group’s activities in a positive light.

Union journalist Violetta Orlova, for example, emphasized that ITAU’s success in digital
warfare paralleled the broader physical resistance, writing that “the war has been ongoing
not only on the front, but also in the information and digital spheres. The latter is being
successfully managed by the IT Army of Ukraine” (Orlova 2022). Facts (2022) framed ITAU's
operations as an “offensive cyber war,” directly linking it to Ukraine’s physical resistance
and gathering significant public engagement (200,000 views), thus reinforcing a sense of
national unity and active retaliation against Russian aggression. 2022 featured ITAU
representatives discussing cyberattacks on Russian infrastructure. The widespread sup-
portive comments from Ukrainians online which accompanied the program illustrated
public recognition of ITAU’s role in the war effort and cyberwarfare as a legitimate front in
the conflict. As these examples demonstrate, the ITAU’s actions were not only operation-
ally significant but also symbolically powerful as a media narrative, reinforcing public
confidence in Ukraine’s ability to resist and adapt in an evolving conflict.

The morale-boosting qualities of the ITAU were also repeatedly noted by Western
experts. Vasileios Karagiannopoulos, associate professor of cybersecurity at the University
of Portsmouth, suggested the cyber-attacks may help “support defensive movements of
the Ukrainian army.” Yet the effects extended beyond cyberwarfare: “It also helps to
symbolically generate an image of vulnerability that can impact on the morale of the
opponents and respectively boost the morale of Ukrainian troops and citizens,” he added
(Manley 2024).

Expert analyses and scholarly commentary on the subject thus serve as another source
of evidence of the ITAU’s impact on shaping foreign perceptions of Ukrainian resistance.
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Western think-tank experts and academics consistently highlight the ITAU as emblematic
of Ukrainian innovation, social resilience, and effective asymmetric warfare against
Russian information campaigns. As CEPA analyst David Kirichenko notes, since many
countries cannot afford large dedicated cyber commands, Ukraine’s easily deployable
“volunteer IT army represents a potential blueprint” for cyber defense to be emulated by
other states (Kirichenko 2023).

Foreign observers, including cybersecurity specialists, have also pointed to the ITAU as
an important factor in resisting against Russian cyberattacks. “People from all corners of
the world have joined the digital fight,” wrote Elizabeth Braw in Foreign Affairs in 2022.
“They have worked on projects ranging from disabling Russian government pages to
building a website to combat Russian misinformation — and they have often succeeded”
(Braw 2022).""

A 2023 report by the Center for Strategic and International Studies (CSIS) noted that
the IT Army “has quietly transformed from an ad-hoc force of volunteers into a tightly
organized operation, with ongoing support from Ukrainian government officials, tens of
thousands of international participants, and industry-leading tools” (Render-Katolik
2023)."? As another Western analyst noted, the IT Army “is playing a crucial role in the
war with Russia, launching disruptive cyber-attacks and data thefts against the Russian
government and other high-profile targets” (Karagiannopoulos 2023). A June 2022
CyberPeace Institute report noted the ITAU and similar collectives “are committing
cyberattacks at a rate and scale rarely seen before” (CyberPeace Institute 2022)."?

A number of analysts have also praised ITAU’s flexibility and recruitment strategy as
a way to boost citizen participation. “This open recruitment strategy significantly lowered
the barrier to entry for participating in DDoS attacks,” notes cybersecurity expert Pascal
Geenens (2024), “allowing individuals with minimal technical expertise to contribute to
a collective cyber effort.” Smith and Dean (2023, 103) refer to the IT Army as “a unique
multinational, nonviolent resistance movement that leverages a creative structure to
achieve operational impact.” They go on to speculate that the ITAU “will likely inform
cyber operational art in future conflicts.”

These foreign observers frame the ITAU's efforts as not only tactically effective but also
symbolically powerful, demonstrating Ukraine’s resolve and ingenuity to an international
audience. Their detailed accounts and analyses in Western publications thus validate the
ITAU’s broader symbolic success in projecting Ukraine’s international image as resilient
and resourceful in the face of aggression.

The comparison between Georgia in 2008 and Ukraine in 2022 provides further
evidence of the ITAU's significance for both domestic morale and foreign perception of
national resistance. In 2008, as Russia prepared to invade Georgia, it launched
a coordinated cyber campaign alongside military action. These attacks - including
DDoS and Cross-Site Scripting (XSS) assaults — targeted Georgian media and government
websites. Some experts have identified this as the first documented case of cyber warfare
directly accompanying a kinetic invasion (Shakarian 2011).

While these attacks did not disable Georgia’s military response, they amplified the
invasion’s psychological impact (Beehner et al. 2018). By disrupting internet infrastructure,
they prevented the Georgian state from immediately countering Russia’s narrative, foster-
ing uncertainty and undermining public confidence (Fraser 2022). In contrast, ITAU
helped to ensure that Ukraine avoided this fate. By publicly declaring a campaign of
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digital resilience, the group enabled Ukraine to shape its own information campaign,
projecting an image of resistance rather than capitulation.

Beyond the battle of Kyiv: lessons of the resistance

In the months following Kyiv's successful military defense and political victory, Ukraine’s
government repeatedly stated that it had no plans to invade Russia and that its only
mission was to retake conquered Ukrainian territories in the South and East (Guardian
News 2022; Kauranen and Hunder 2023). However, even before the physical invasion of
Kursk, Ukraine found ways to “attack to defend” - that is, going on offense while fending
off an attack to elicit surprise and divert the enemy’s resources. In one internationally
noted instance, on 3 May 2023, a drone crashed into the Kremlin Senate building. The
video of the Senate roof on fire was viewed and shared by millions (Kauranen and Hunder
2023). The visual of one of Russia’s most important government buildings aflame was
a powerful one, and the news of this accomplishment reverberated through Ukrainian
social networks. Ukrainian officials denied their official involvement, emphasizing that
attacking Russia was beyond Ukraine’s goals of territorial defence (Buketov and Bushuev
2023). David Arakhamia, Head of the Servant of the People Parliamentary faction, wrote
on Telegram that he thought sanctioned Russian elites were behind the attack and that
“This is the first collective game of the ‘offended club™. | hope - not the last (Arakhamia
2023). American intelligence organizations and officials, however, speculated that
Ukraine’s government was probably behind the attack (Barnes et al. 2023). This drone
attack, and various similar ones following it, paralleled the ITAU's initial strategy in the
Battle of Kyiv, whereby the attacks had more political meaning than military effectiveness.
The attacks’ purpose was to demonstrate to Russians, Ukrainians and the international
community that Russia was indeed vulnerable, even if in symbolic ways, and the war was
not one sided.

Minister Fedorov’s smirking denial about any knowledge of the ITAU's activities leads
to a curious point about cyberconflict’s deniability in a hybrid war. One of cyberspace’s
most attractive elements is the relative anonymity it grants attackers (Jasper 2020; Schulze
2020). Although cyberattacks are often traceable, doing so requires immense effort and it
is difficult to definitively identify one perpetrator, giving governments the flexibility to
claim responsibility for some cyberattacks while plausibly denying others (Carlin and Graff
2018, 49).

The IT Army’s actions during the Battle of Kyiv serve as a reminder that despite existing
in different domains, both physical and cyber conflict have strong underlying psycholo-
gical elements. While disinformation on its own cannot be classified as violence, it
facilitated Russian aggression and shaped how Ukraine's resilience in the Battle of Kyiv
was perceived, making it a crucial consideration in instances of hybrid warfare. Russia’s
initial disinformation set the stage for a physical confrontation and the ITAU’s promotion
of pro-Ukrainian narratives resulted in positive political perceptions of Ukraine’s resilience
(Levyatan 2022; Thompson 2022).

ITAU members have acknowledged that Russia’s immense digital disinformation sys-
tem is difficult to penetrate (Pitrelli 2022). Russia’s preferred method for spreading
disinformation has been to spread false, sometimes mutually inconsistent narratives
with no regard for internal coherence. Public opinion surveys since the invasion, though
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unreliable, suggest that at least some Russians have internalized myths about Ukraine — as
did some foreign Western observers who were open to pro-Russian narratives
(Sonnenfeld and Tian 2023). Since the start of the invasion, some Russian news outlets
have been lampooned for their contradictory propaganda messages, such as that
Ukrainians are both Nazis but also ethnic brothers. Yet a focus on such contradictions
misses the point — Russian disinformation does not seek to create internal coherence, but
only to create a sense of doubt, confusion, and ultimately epistemic nihilism that pro-
motes apathy and acquiescence (Gunitsky 2015, 2020; Pomerantsev 2014).

Through successful cyberattacks, the ITAU was able to disrupt some of this Russian
disinformation. As Minister Fedorov stated, “With the help of the IT Army, we managed to
run a bunch of media campaigns to show the truth” (Bornyakov and Labott 2022). As
Victor Zhora, the former deputy chief of Ukraine’s State Service of Special Communication,
argued, the ITAU found success disrupting some Russian disinformation in the Battle of
Kyiv by knocking systems offline and thus circumventing Russian domestic censorship
(Schechner 2022). Yet while the ITAU’s actions in the Battle of Kyiv promoted Ukraine’s
narrative domestically and internationally, it is difficult to discern the exact effect ITAU
cyberattacks had on influencing domestic opinion within Russia itself.

However, some documented reactions to ITAU attacks suggest its cyberattacks suc-
cessfully unnerved Russian citizens. On 3 March, an ITAU administrator announced the
group’s priority targets in a Telegram chat. The Russian Central Bank was one such target.
Two days later, the Russian newsletter Ura reported that “Due to hacker attacks that target
providers, the work of the Fast Payment System may slow down in Russia” (Fedorovskikh
and Zhabrikov, 2025). The comments under the article were indicative of the ITAU's
impact, with one user asking “Where are the praised Russian specialists!”, indicating
surprise at Russia’s inability to defend its cyberspace. Another top comment complained
“Now the Central Bank will block payment systems by itself and blame everything on the
hackers!”, reflecting skepticism of the regime. And another noted: “A special operation is
needed to identify the individuals involved and physically remove them from the action.
All over the world, softly and quietly.” Thus at least some regular Russians perceived the
cyberattacks as a serious concern.

When the full-scale invasion broke out, Russia saw large-scale protests, including in the
capital (Taylor 2022). There was some hope that Russia’s conflict escalation could spark
a tipping point of popular protest, leading to Russia’s regime overthrow. The ITAU’s
cyberattack and anti-disinformation efforts supported these efforts, with Budorin stating
that Ukrainian hackers have tried “to push people to take to the streets and to show that
the Putin regime is about to fail” (Cerulus 2022).

The ITAU's decentralized structure made it a difficult military target for Russian cyber
operatives. Its spontaneous creation paralleled the emergence of Ukraine's volunteer
units at the start of the conflict. The ITAU’s vast membership and informal yet state-
sponsored structure reflected the idea that Ukrainians with all skills could contribute to
unified resistance against Russia. The group’s successful cyber strikes into Russian cyber-
space disrupted state-produced disinformation but also fulfilled Ukrainians’ desire to
impose costs on Russia for the escalation, even if the costs were mostly symbolic. By
demonstrating Russia’s systematic vulnerabilities through successful, publicly confirmed
cyberattacks, the ITAU boosted Ukrainian morale and international recognition of Ukraine
as a resilient, sovereign state. This narrative was cemented when on 29 March Russia
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announced it would “drastically reduce” its military assault on Kyiv and began with-
drawing forces in the coming days (Hodge et al. 2022). Within three days, the Ukrainian
government announced, “The whole Kyiv region is liberated from the invader” (Gardner,
Bensemra, and Boumzar 2022). The war raged on, but the Battle of Kyiv had been won.

Cyberspace has blurred boundaries between peacetime agitation and wartime attacks.
At the same time, hybrid war has also expanded the range of actors who may become
involved in warfare. While violent physical actions remain at the core of any kinetic
conflict, the rise of the ITAU demonstrates that cyber conflict is becoming increasingly
crucial to framing these confrontations in the public mind, both to the warring parties and
to the international community at large.

As the invasion demonstrated, online disinformation typically precedes physical action,
priming both combatants and civilians for attacks. Once the physical war escalates into
direct battles, disinformation both sustains false narratives that justified the incursion and
sows disorganization within the battlefields. Cyberattacks on critical infrastructure and
institutions, as well as disinformation before and about these actions, contribute to the
fog of war that clouds immediate decision-making on the ground as well as domestic and
international opinion. Cyberattacks on prominent national websites pierce disinformation
hubs and attempt to inject alternative information into an otherwise limited discourse.
Cyberattacks and disinformation thus operate in the same grey domain.

The group’s digital nature allows and encourages international participant involve-
ment, raising ethical, political, and legal questions about the identity of cyber combatants.
While this paper has highlighted the political benefits of solidarity through cyberconflict,
it is unclear how engaging more civilians as cyber volunteers could impact the wartime
society’s security and stability in the short and long term (Hakmeh and Naylor 2022).
Furthermore, questions of digital combat involvement are particularly relevant when
considering international cyber volunteers, located outside a war’s physical damage
zones and being directly related to it by compassion, not passport or blood. As future
hybrid wars will escalate, involving both traditional physical and contemporary cyber
elements, it will be up to states to decide how to proceed with drawing the boundaries on
their citizens’ cyber activities and conflict contributions.

As legal experts have argued, even if governments and IGOs were to draw up legisla-
tion to prohibit politically motivated digital volunteers such as ITAU, these would be
nearly impossible to implement (Biggerstaff 2023). Even in peacetime, cyberattacks have
posed consequential, costly problems to state and non-state actors. Hacker identification
is difficult, and extradition and arrest are rare. These grey-area legalities may set
a dangerous precedent for other governments, as having no legal frameworks in place
could encourage more cyber volunteer groups to confront states or groups whose
political missions they oppose (Soesanto 2023; Svantesson 2023).

The ITAU’s vast membership and successful attacks on Russia’s large institutions
have raised worries about how cyberattacks could potentially ricochet back to Ukraine
and beyond, thereby expanding the conflict (Burgess 2022). Novice hackers who
sympathize with Ukraine’s cause from abroad may not know how to cover their tracks
once they manage access to Russian systems — their actions make them vulnerable to
becoming Russian targets (Schechner 2022). Civilians participating in the ITAU could
also pose a Russian precedent for further conflict escalation, as it would validate
Russia’s false claims that it is being attacked by the West and NATO (Soesanto
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2023). So far, at least, the Kremlin has not used the involvement of outside online
actors as a pretense for escalating the war. Yet worries of escalation, on physical and
digital grounds, remain salient. With cyberspace a still-developing conflict zone, future
wars are bound to create more opportunities for damage and escalation, whether
accidental or deliberate.

Conclusion

The Battle of Kyiv was ultimately won on the physical battlefield. Yet the ITAU's cyber
activities positively influenced the conflict’'s outcome and contributed to Ukraine’s public
relations successes by both preventing and launching cyberattacks. It did so by adopting
a joint “attack to defend” cyberattack and anti-disinformation strategy that undermined
Russian governmental and organizational online assets. As part of this approach, the ITAU
disrupted Russian disinformation and inserted pro-Ukrainian messages into Russia’s
hacked information space where possible.

From the start, the ITAU used cyberattacks to divert Russian resources and attention
away from direct military engagements. Yet perhaps more importantly, the ITAU's limited
but public victories against symbolically important Russian sites like the Kremlin's official
website, the Moscow Stock Exchange, and Sberbank also served to boost Ukrainian
domestic morale. The ITAU thus served to channel Ukraine’s desperation and anger -
the attacks, originating from Kyiv-based virtual networks, reached where their physical
soldiers could not. As Danylo Stolyarevskyi, an ITAU soldier who was turned away from
Ukraine’s physical army, stated, “It is a drop in the ocean, but you feel your small
contribution to the common cause” (Lapatina 2022).

The ITAU's political contribution to the Battle of Kyiv also included shaping interna-
tional narratives surrounding Ukraine’s resistance and resilience. By openly targeting
Russian cyber infrastructures and disinformation campaigns, the ITAU not only disrupted
Russian operations and boosted domestic morale, but also influenced international
perceptions about Ukraine’s capacity to resist. Cyberspace, borderless by design, empow-
ered the ITAU to contribute to a war over borders by emphasizing Ukrainians’ connectivity
with each other.

Unlike typical cyber warfare, the ITAU’s operations were overt, often public-facing, and
transparent, aiming to demoralize the adversary, shape public discourse, and solidify both
domestic and international support. In that sense the ITAU reflects a broader transforma-
tion in cyber warfare — from covert operations focusing on damaging enemy resources, to
public information campaigns aimed at disrupting propaganda and shaping global
narratives. In the process, the ITAU has also served as a model for civilian engagement
in national defense, democratizing participation in warfare to include non-traditional
combatants. As William Done (2023) notes, the ITAU “offers a glimpse into the future of
cyber warfare and could serve as a template for creating similar volunteer organizations in
future conflicts.”

The ITAU’s cyber activities have played a key role in establishing Ukraine’s hybrid
resilience - its ability to withstand a sustained assault via both kinetic and digital attacks.
The ITAU bolstered Ukraine’s resilience by effectively combining online attacks and
disinformation countermeasures to complement traditional military defenses. In doing
so, it reflected and amplified Ukraine’s emerging military and political ethos: to fight back.
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Notes

10.
11.

12.

13.

On this point, see also Givens, Gorbachevsky, and Biernat (2023) and Lin (2022).

Kostyuk and Brantly (2022) argue that despite Western support and the transfer of cyber
expertise, Ukraine’s cyber defenses have faced operational and organizational con-
straints. Since traditional state-led cyber defense has limits in how it can be supported
by partner nations, a group like the ITAU may have emerged as a way to circumvent
these limits. The limits of formal interstate cooperation highlighted by Kostyuk and
Brantly helped shape the emergence of the ITAU as a decentralized, volunteer-based
force.

Brantly and Brantly (2024, 489) likewise discuss the “increasing resilience of Ukrainian cyber
defenders.” Willett (2022, 16) argues that “the biggest factor in Russia’s cyber failure” has
been “Ukraine’s own cyber-security expertise.”

Studies by Lewis (2022) and Willett (2022) likewise portray Ukraine’s cyber defense as part of
a broader “whole-of-society” effort.

. Norman (2024) also describes the conflict as the “first conventional war to occur in an entirely

connected information ecology.”

As Braw (2022) argues, the lack of formal state control over these digital actors makes it
difficult to regulate their actions, creating the potential for unintentional escalation or giving
Russia a pretext for retaliation.

. As Pfeifer and Schwab (2023) argue, the state versus non-state distinction becomes especially

tenuous in modern conflicts, where non-state actors often perform state functions and states
employ tactics associated with non-state actors.

. In the early stages of the 2022 invasion, for instance, civilians filmed Russian military equip-

ment and war crimes on their mobile devices and shared this intelligence with the Ukrainian
Armed Forces through both official and unofficial social media channels (Lysenko 2024).

. For instance, Hoffman, Neumeyer, and Jensen (2024) argue that a key element of NATO

deterrence involves “establish[ing] resilience against adversaries’ hybrid activities.”

Quoted in Burgess (2022).

As Givens, Gorbachevsky, and Biernat (2023, 97) have noted: “Impressive Ukrainian cyber
defense measures have blunted [Russian] attacks, contrary to predictions expressed by some
Western intelligence services, technology firms, and scholars.”

According to the report, the ITAU combines the “operational efficiency of a structured
government agency and the versatility of a volunteer force. By integrating a state-led
command structure, it has retained focus and purpose, and by allowing for independent
operations, it has attracted many thousands of international volunteers” (Render-Katolik
2023).

“QOur analysis underscores the significant role played by the IT Army among pro-Ukrainian
threat actors,’ said a spokesperson from Institute” (quoted in Antoniuk 2024).
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