s N 5 KR DOI:10.7544/issn1000-1239.2016, *****k*x
Journal of Computer Research and Development B ()AL 1E T

H [ 7] R FHBIE R 2RI RIPEAREGR

AiE o FHE OTHE OEST ARK

CEPTRFEAAR R ENLAERE Kb 410073)
(giangliu06@nudt.edu.cn)

Data Security and Privacy Preserving Techniques for Wearable Devices: A Survey
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Abstract Mobile computing based on wearable devices is considered as the important technology for supporting
ubiquitous perceptual applications. It uses widespread sensors to continuously sense the environment information.
Moreover, it also adopts short-range communication and data mining/machine learning to transmit and process the
sensed data, respectively. Current work mainly focuses on designing and implementing new mobile applications,
information gathering, product modality and friendly user interfaces. However, research on data security and privacy
technology for wearable devices is still in its fancy. In the perspective of data analysts, researchers analyze
characteristics of diverse data in wearable devices and privacy threats targeting wearable devices. Moreover, they are
particularly interested in human activity recognition techniques and data mining mechanisms based on multi-source
sensing data. On the other hand, it is vital for privacy protectors of wearable devices to study on privacy preservation
techniques in the following three aspects: cloud-assisted privacy preserving mechanisms, privacy-aware personal
data publishing and policy-based access control. A case study regarding security and privacy for Fitbit, a kind of
wearable devices for health tracking, is presented. At last, the technological approaches to preserve data security and
privacy for wearable devices are summarized, and some open issues to be further studied are also raised.
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Table 1 A summary of sources and characteristics of data in wearable devices
* 1 AIFEREFHEREERESS

Type of Data Source Characteristic

Data Source

Data Type

Physiological data

Heart-rate monitor

Blood glucose monitor

Numeric / Integer

Numeric / Integer

Body activity

Accelerator

Numeric / Float

Sensing data source
Environment

Temperature
Humidity

Atmospheric pressure monitor

Numeric / Float
Numeric / Integer

Numeric / Float

GPS location Numeric / Float
Navigation
Compass Text
Touch and key stroking Test / Numeric
User interactive data source Input Microphone Audio
Camera Picture / Video
Web logs Text
Application logs
Application related logs Text
Bluetooth scanning Text
Communication logs
Data source in devices Wi-Fi scanning Text
Contact list Text
User data Call history Text
Short message service (SMS) data Text
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Table 2 Vulnerability analysis on privacy and security of wearable devices
xR 2 AIFHEHRETHRARERESN

Type of
Data Characteristic Security & Privacy Threat Affected Function
Source
Physiological data Healthy data leakage
Body activity User tracking, user habit analysis
Environment User environment information leakage Information; publishing;
Sensing o
communication;  access
data source
control
Location based inferring attack, physical location leakage, user
Navigation identity attack, sensitive location tracking, user trajectory
tracking
User . . . .
Peeping, eavesdropping, illegal access of third-party
interactive Input L Access control
applications

data source

Application logs

IP information leakage, traffic analysis, communication sniffer

Communication

Data source o
) ) Communication logs
in devices

Communications; access

Location leakage, stealing sensitive information

control

User data User identity attack

access control
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Fig. 2 lllustration of data flow for human activity recognition
based on wearable sensors
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Fig. 5 Taxonomy of personal data mining mechanisms in resource-constrained environments
K5 BHEZBRINE N A EERIZ IR 4 0k &

ETzWathZFHT % = k5 (Fog Cloud
Services) AT 3 #r, Horh 5 B RS R R R iR
BRI = R Ss . F B & - Cisco $2H, B
WA =ARER: WERENEZE. HANE (W
2G/3G/4G. LAN. WLAN)FIEEUT H I8 1K) 2 i .
1.4.2 MAZHRIZIEHLE]

e A E b, AMARERZ I 28R 2L
PEAZIRFE A A FH - s, I T i 2 it ek v 1 75
K. DARTF AR A A, TR R
A Ay BB ] 2 S H IR S5 R A R A B AR SR 42 R
FE AR B F5 i T o R 1 AR v O 2 i T
TRYE, AATIE R T MAEARIZ I AR M 5
23 BARA O 2 VR IR A, A2 I R AR
FEAFME BRI, Rk e R ) Bt (B an 7 53
PR RS A . IRVESESE ) FT R A, IR,
AR EAR 2 IR AL AR SR 5L TAE 23 7 20
s, BARCkYE, XSRS AN RIS
T T AR B A5 B B IR 25 T AN [R) I AR SR 2R 0
P BT AR TESRmE . 25T AN F R B DL K
HT AR INAR S S E. BIRSZ RIS 1AM
PEAZPENLH 3 20k 2R DL I 51, 7R $ i 2 4 v 1 g
VRN 7T, BUBEHE ST T4 H 3 BB R 4248 07 vk
AR A EENXRHEMEH, LW SPMF
contextPasquier997:381, UCI mushrooms #il retail 39145,

AT DATIAL, 25T 22 5B B s ) B P2 IR L s
R RFTT AT 2 —. B4k, AT T —251
W TR SR 2 R Rl G, o, T ) v g T A
M AR AL - I B A sh B R 1248 07 7%

2 AR FRIRENHIERESRAFRIFRA

2.1 RHHBNEOERFARIFHLE
FERT RS, Bt R AR REE 3R 2B AE B s

J A IS b TR RS AR M R A AR =
iR w & (s B2 IR PR s %) L. h
T AT WAL IR AR AN S = B R B R IR IR, &
AITCIEAE AR A7 fik S I SRR A A% SR (L
TR B, MARBATRBERERITFRAL S,
b, ITEER KRS S B S = TR B e
JE S R AT A5 104, B AR T 1) T 2 BB A R AL
R 5 R B, HE TR EAR
BE 05 A ORI AT A AT 25 SN FH AR 55 B A e 8 IR A 1
HOBTFE A 22 4 1) 22 PR B R B AL B AT 55, 3k 1 4 5 vl
FRN RS AR BT ek, BB
A ORGP WL ) ZE s 9F 7 T 1 T 2 SO P ) B A PR3 B
WORIAT 2 S 5 v AR AL 22 A R4 PR DT THT AR N 2.
2.1.1 T ) AT 2 SR 1 B AL DR Bip X

WE 5 T 27 S SR AR B, T 2 N R A
53, BB AR TR S AR5 BREXE. B
REfE Rz B, DL REER 55 R EUNBI, HAREH
5 bR E — LA IEAR R, X BRI SN R AE DA
i AL R, BEJe, XSS B i Ak 4 R s
F s a7 IRBUREE AP, AL
CRAA RENE VS R Hd , K5 = B ARG AT 2R
RUAACLEE VG T A Wt 6 S AR, BE Tl B2 7
W SR, KB A AN B AL PR AR T 5
#HIBEATERE =77 5 THR LR L4
A, ARRMERIA B ik SR Fa AL R RS AL o S
B ATFRLEE R ARET R s . s
Wty B R PR A 3 B AT 2 W 5 R ST R AR
SEAENAL O T ORYTR] 5 RN T RS AL 22 A, WETTE
AR TR IR I I B A AT IR 5 B R AR B
BB 2z 4 O U ) S AR B L AR FIAT oA HAsE Ty
5L

I DL R T A R B 55 R GE B, SCHRUA Hn &
A7 (i R DA K A T DIE B AR B 1 AR AT [ 4%



8 I 1 )

75 kB 2016 4F

DR RRLEE 8 2 WL, BEmde TR T R
PRI 7 oK SEELARRLIRE (0 K 22 4. T iR A
D7D, SRR SE e 1 ™ SR i T RS 55 &%
itk e BGE AR, Sybil B2 12 52 Gt 1 I 1) — Ff
BONMR B2 A Sybil Bodi # A H R B IE )
ol 44 By SR U U 52 T S, E T 2 0 0 2 A i
4f. Sybil Zr F 4 A8 MR &R 0 AR
R: (1) M) Sybil Bk 2 (BB XSO A% K Pl e
SEEH): ()D& IEIE B Sybil Buadi# (it x
TREA): (3) 5B LR Sybil Brdi# (EiRid
KRGS (4)5 = RSRBEEILHR Sybil
Wti# (A I Dy A 1038 AT SR B A8 B/ Bk I T
IEIRIC ). B G, SCHRUAS 28 T4 X AR = U Sybil
Wik IR 53
2.1.2 W RIEE PRI Z R
FERAESS AN 2E I R v, anfe fRd A AR
AAKCHE AN B A T BRI A ). SCRRMOER
T IR T RO T 1 2 A S REAA R, R AL
TRA BRI R I A BT o W 5 5
Wk 6 s, Mo, AR S PR B AR S B
., FREEMREEAMREE R L 2 e AR 4 2 s
20 AT BRI TR IR A TR T B 45 R RO 4 3L
IERBHRRNCE . &, T REE S i g A
VR BORIRAT IR IR B A5 2R

Data receiver

Cloud
server

J397

Aggregated data

Data 1

oooooo

Data 2

- O

Q= 28
Wearable Wearable Wearable Wearable
device 1 device 2 device 3 device 4
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AT AR E o Yo} = F (K% ) Fei x,
Ay, 73R Z 577 1 KIS AR B T1%2 577 1R

W, ATAERIB S e L0}, %S5
R y, SHT IO X, (i =10 ) SR, (HA
%% 507 R KA 6T %, Ay, (kefLn) H

k=i). HTERZ I A B 2% R B R s 4k
B Z WA NI A %, Rl SMC P
VOB P TRIE FER SR SEHL. SMC [R5 AR ik it
TR B LR, T EL T SR A AR T B N 2k B B
. ek, EMANSEITELR, XTE-JniE
REATHEERNZ5TT, WERAE ML
85 EPAT —UCIRZESIERS, JF HAE B HIREAN T AL
EPAT — RRBR BN i A 2 AS 5T
fHOLT, SMC WhSCRE BR BERIK i — 4> — 3t il FL %
BERE NS 5 GEIN BFE N A LS
W&, BAh, PCESRE—X 2 55 ER IR L
PAT —UOIRZEERS . (EAERAZ, ZIPERZA
Z 57 FEYIE AL B W R 3t 4 3 4 A 1T IR V8
R AEMEN 2575 Z AR AN RAEEEER
BBz Jm, — ALK SMC O H bz e 8k
B AN EAR S, AR T 2 g, Kl
BT AR INEITRERET]. 5EA SMC X
FHEEL, BT SMC BRsANT ZH A PIIRAE, ML
TR B R IIINEN A

BEARF AN DU dE i SMC R T2 TAE,
B R B . KR A A5 DLACIR IE R 45
SMC W HYIE (5 R FEAN T R IR BT LA
I, SMC BTG IE HI R FA PRI B AT 28 SGEAS .
T IEHk SMC JHE BRI IRl L, AT 2 Ssi 46 T LLAs
B L =S5 &, WK s B2 T SAE 51T
BRI hAT . N T SEBEER R ATC R SR, 1207
R EOR 7 W 55 2 A 3 SO AT BRI R AR,
RS IR AR AL R A B 4 2 Ik 55 A < TR
SER AT N A b .

FHE [R]I SCRpET X 8 SCRIINE NIRRT, T
TRAP B SCRERARA. FHE JHEAR KBULAR R A (1)
Ha I A R CE I A& BdE 7 51 (2) =ik
F5 G AL S BT A48 A, 0 R A AL
FCE A A P 2 RSO R SR, XL
it 1T FHE BR/EETs TR A IS IA RN, BIAH
T O T s AL BB D R AR (i) 38, T
RLERIFR (2 1) B O T s A Bk i Hdle . ok
4, FHE fSERITHIIG A a0 R HkiR: (1)K ZHTAER
TR PR 2 T X B 1A, HLWISC S 2
BICREINE, MIMTFE FHE fRMEEH T 0l 27 ik %
Hh g B S P BRI AL BRI 37 55 (28N TH B



9 I 1 )

75 kB 2016 4F

ER 2k, Hr, SNSRI IR T R eI
REE R PUOTIE N =T AR w1 3)FMit
FISUERTHEOT R, a7 A O AR
P ST

Hi _EIR3HTR %1, SMC 1 FHE FTHEIFAS K,
I H FHE J7ikiE® TIRGINERSEA TN . Oy 1
PRIZLE A, AT R R R T RSN S
B R] 5 A AR, ARYE N A AR, AT R
TR i b 5 1 4 1) R K DL S B AR (K0
A2 . AR f10 5 B e 63 1) o )l 2 S 15 L
A s BT A B ] B BN R S B AA PR 57 Ho b
AP TR B 1T R A 2 RS R L TR
Koy FE A L A 22 4 B A0 TSR RS M TS LA
2.2 FRFARAEIN NS LM

Bt T 5 BB AT SN, NATTRESE AR T
i = HAER S AFHRSER. s, —EADE
H SRS B A AR N I BN, JEE.
TR A ] BEFUN 5255, DR i 5 g ROk . —
fEk i, il 45 B AN BB GE R a5 Bk
. AR RIEHE AL S ZHAANE R RS N
MO (RARIRE B0 2l 0 =4 NG B THE
SRAFMILFAL). SR, A5 BI85 & 2R (E B AT
MR SR, —Jii, o2 = NE B RETIR
LY, I TSN BEALE B st R 1R XU 5
A7, WARE B TEE S ZNERHEA THEE
BUWCHE TR, A HRR . 5 — i N
A5 BAH L, 7T A A5G A MRS B R AT
TN THEZES: (DMEHEA S 4 RoRE, — B
(N NBUREOE 2 5 7 B AR 2 R ARSI 13
SEAH SR R R AL R, T AT 2 B s 5 AH O R A
SR U — e 55 I N A 7 R S 0 e 3 3 R
i (Tt AR HER B R 7 B AR 558 =7 ¥
FIAZ T AH ST P (e e D08 a9 o 3000 R e o
AN R HCYE ) AN B (2) MBUERESHE (¥R £
M 18] 5 TR R S — AR A N B A 7 i A3
CEJA TR ) SR, AT 28 BB+ A DR A A AU
MR T — FECAE S HLAS A B bR 5 5 (3) NBURRHH A7
AL E R — R N A A B R A
RS (BN U £, NEE. BEsE. Jedids) b, m
] 5 B A A DR IR S N U HE A7 21 5 AT 2 3
BERAHILAC IR BB b (4) AN BB E s 1 i ok
By B NI A NS, AT
5 R RIS N AU 3 R 458 =5 N2 T
RSP T T PR A 2R MBS AT AT
SR AR IR K P AN T T 23 A A B AL TR R Bt
AT

2.2.1 B R AT PR AL G B R A T vk

N T R BURE EAEE , [ A b AR L
EAERAT Ja T F I, E A2 R T R R R
B FACRA Eidh R AT ik Es 0], RO T — R T
T RIER R A BRFA GRS T . T RIEAR
P P A TESRACEAE 2 7, B EAE N s
A B AN B o s MAS AT ATE IR SR 7, Ak
I EAEFIR N — vy EdE S A B RO, A
B MRS i AE A B EA T E A 2 DU N — v
DR REBR B A, TR T 25T EAEFIUR AT
B HEAT B 03 HERT B0 AT REVE . AT R A HE T R
AFAE R BERA Y 55 JXURG A0 4 3 DA S 52 1) 1) R, — ] 47
(1) DL aE A5 2 B AL R AP 2 10 B8 e A 2 iy ) gk AT
PLa A 3% SR 8 1 SR AR 1S B i A TS T
(PR P 45 B R A Bk 55 F P AH SR IR B S , M
BB () B br . BETE3E T EdE 4k sh i B AL O
PR, BRARYHEFEEFESEN TS, &
A3 BT 51N TP 7 S A0 0 R T AR A TR B 0
. SCHRETIETHE O A I I AU B A
— A5 B ST R SRR AR A e AR R, SRS AT
{140 1 25 1) FH A% M 75 A5 B P 3 8040 DA AN A A5 R
MHEARIL S G, BRARYPEPAT RS THE (B R
L SRIESE). BT TSR REC A, H
I IE 2 B SR A 5 P R S S 5 T A1k vT DA E
HSEM. ATRATIER GG,
2.2.2 F R AT R A R B AL SR B B R A i

BT I B B s 4 TR A NI SR T B K B
FE B R XU, SCHREEIE Y T — B AR AN AN A
5 B E 48K ShareBuddy, AZEAN NG B AT IIFREREE
E 2 [k 3% 5. 7F ShareBuddy 2289, 15
BEWCEERNMNGE, f8EE B0 =07 1S e
—ANER G TR M 2, JE BRI S B 507
RIE—ARTAE B F IR & . 25T ShareBuddy
BRI NG B AT SRR E 7 For, HAE
S5 ShareBuddy 77t i it n] 27 015 4 KA1
Bl GHBhOSR o EIRAe A . AR (5 REE
W& 1) ShareBuddy 41 77 KI%1ER . I A S
Ay A BT R R M EARE ; ShareBuddy Web 55 o V115
BERERN T REFMILN A RvrHE BENE 1S
SRR UL K AR B 207 515 BGE 2 m A& s
RAG EAEIEE B B SR e RS I E R
Iy 7 WA R AR NAS B AR RS, FESRAR IR
ARG BRI A B br EESHT 2. s, SR
Fe AR T AR5 B FA R B AL % 4 Tl R A
A B ARL 2 4, A9 SR BRI o = B H R
WA ih s B EHE AR RS B S8, M
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ShareBuddy web service
|

1. retrieve list
of information

2. encrypt and

3. receive requests
send requests

A

Y

Subject’s
device

Sharing controls Request Recipient’s

4. retrieving data generation device

for sharing
> < Dat Data
5. send Dat ata jewi
Data LA viewing
storage encrypted| | storage application
data

Data
Fig. 7 Workflow of disclosing and receiving personal information

collecting

application Data

based on the ShareBuddy architecture
K| 7 2T ShareBuddy Z2 AN N5 B R A SHUFE

2.3 E Tzl fB FARIFHLE

YT, AR RIS LAL B 2% T2 N T2
RN S, R ER T A shib. BEET. H
FEEITE . G iR{E KM 4% (Body Sensor Network,
BSN) A —F#T 2 I A 4950 — A4~ BSN fL3E
P , RIAE T3R5 55 (Power Node) Rl 55
(Micro/Nano Node), i+ B A BRI THHE GE 77 FF H 5%
TRL RS, EetnsE il ifE By i R R A&
BIRPTHERE ST fAESIE . RREBTIESE, ]2
L S Il NG W e

AR, EPXT BSN it th & BB U7 [l 42 i AL )
FIBFACRI HLA & — AT TR T N 2. A OCHF 98 T
PE 7328 WK 8.

Policy based
access control

Operating system-

Access control for
level access control

wearable devices

World-driven
access control

User-defined access
control

Object-level access
control

Fig. 8 Categories of access control mechanisms for wearable
devices
8 W ZE R (KI5 2K

2.3.1 BT SEBE IR U7 ] 458 | B 1

SCERBU LAY el 2 WL B SO E A B T A
BT R P56 MU s HIAELE . ZHEZEE T 4R
HE BT 8 U5 1) 4% 1 bR A2 1B 5 (eXtensible Access
Control Markup Language, XACML), >4 BSN Al
RS HRAE T —ANGIRLEE j i L] —4> XACML
ZEK) A S DU A A, B SR BE 4T D (Policy
Enforcement Point, PEP). i ¥ 3 15 (Policy Decision
Point, PDP). &% 2 & (Policy Administration Point,
PAP)F1 5% (5 B s5 (Policy Information Point, PIP), 4}
TNPRAT V5 R VRO AT SRS L 6 I SR B
TS AR S8 11 .

T SEPLEST SRR (UG AR IR LY, REMEBIERAR
AT ] Web JIiR 55 1) 1% £ %2 )58 (Devices Profile for
Web Services, DPWS)¥RE, 11, — ANl B A& B X
PeSEILRR —A DPWS W%, R &EE — NS4
H RIS TR0 . (1)GetTemperature: 1%
b 5 bR 2R (2) TemperatureEvent:  foifF— 4N %&
JA ity BRI T 2% 8 2RSS 8 SRS BB AR RS B
DA A A Ui 68 I s B AE B R AR R 1 R
(3)SetTemperatureThreshold: FH T ¥ & /5 #4215
BIA A, FEAME AT R XACML ARt pi R
159 DPWS ¥ #%. DURFEEAEET SO, 3=
AR AEEGEER, §akiE— 4
GetTemperature 1K Bl j5, RIS B4 B3R
ZIE K R4y PEP 448, 21 PEP fil &k — N5 H)1%
3R AccessRequest 1% s 1] i >R k1% 45 PDP 41445
4 PDP 4 44H25T PAP 244 f) S IE HL R PIP 444
HH (1 J AR 58 BT I SR VPN 2 05, ER B A &
PDPResponseEvent 25 PEP 4HF; HtJ5, iial i
A R RSB I R, D& g izEA R
T HEE 3RS GetTemperature FRERLE 8. eabh, T
SR W PRI [ 92 Fh AR 2R A8 P 2 A WU ORAP AC ELITH IS
Eb 44 2 42 45 (Transport Layer Security, TLS)H3
S AR
2.3.2 T 7] . S A A R s SR R 1 U e 2 s AT L

HAT, #r¢n] 28 8k & (b itk i Kinect.
LK) Google Glass Al Meta Space-Glasses %) B £ £F
SRIERBNRE 7, XA 1 BRAETS P e i B
B4 58 R AR O\ DL I O 7R SEER AR
k. BRI, SR EANATAE B FH 3R BN BE 0K 2 ok
FEEFIRRAL A . il M—ANH R Google
Glass #EAN—ANEARE, HUAT REAFAE W T PYFPRRFA R
i

(1)Word Lens B3 F & AN AT A5 (19 B FH AT R g i 2]
THPE SN R BURE

(2)ZF AT Be AR N A & 2 A 10 R AR
3k, {#13 Google Glass ics% T LA R 115 B

(3)1Z% FH 7 AT BEAE B A S (1 T THI AT s 10 R M 3%
%3k, 1473 Google Glass it 7 H S Hi{5 B K H
By EAE AT AR

(4)% = H P Al Refd ] Google Glass Z:ic 3¢ HiAh
NE R

TE 138 DU AR BRFA IR B HR, Ji = ) 8 AN P
FH s SR B ) R sl FH P L O, T B Je — )
RN B P A BRI AR AL

OV I — P B FA RS LR TEERAE RS 18
R FHMBR. HAr, EREERSTF S ERAIEL
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Fig. 9 World-driven access control framework
B9 FUSE FRORAN 11 [ 42 i HE 4R

ANTTAE R V7 I UK SR, ARGk GPS 4. 1E
BRI, A [FIHRAE RS AL EE 5 AN AR [«
Android F1 Windows 8 R FE 1T % 2% W FH FI ik ff 52
WIALPR s 10S R GELE U 1Al BBUBREICHE 1 i e 3 7 i o 1
WIARLRR. SR, IR L5y T0 3 SRR R BN A 2 30
SRR, BACRYE, 48N R A ESUREE
R S, B P AR e N 7 B A RUR
PABCRAT 2 5 B e B s i — T, (ERUREdE
A8 FH I A R 8 B TR A SR A2 5 38 B P )<< hi
AN ST”s SR ] R U BUB S

Ty — PR AL OR A 7 2 P BRI 0 U i 4% L
i, ZHLEE P AT S N AR EESS &, DU
PR —FI A AR . SR, XA iR T 20T
P S3&NAZH, Kk, SRR LN T Rrs:
AR ae. BeAh, T RO PN (Fe i
PN, %0770 75 ERAR Sk k3 22 v KRR 4
TAE. PR, 1207V X B AR SR LA T BUBR AL,
& i TR 7 il s AL

NT SEBLRRSR B R I B FA GRS, SCRRDAER £ 56
TEANTTE B A R IR FA I B, S T —ANE A 1.
AR AT RS HIAESE, DRI 2 B RREER A &
AR B, Wl 9 . RETIHL, 1% )45 i AE
A0S RS SR B bR 8 A R S U 1) % )
Felg, MM T P AR B, FEAE1SU7 4%
I PRI B2 T 26 B 1)

1F Bt SR Aoy s AR S o, fEE 4R T
PSR, KNP R E T 5EAH AR
GAAIC U7 0] 47 1] 55 W DL B aZont G Aoy 43 2 23 1)
W E(TIE). IR S ERAE RS R R — AN E R
WA ERAST I Ao G4 HE L SR ) 428 1] SRS g
BNASHUN FH TR 3 S, DL il 2 U 1)
Vil eR)iEuG, A SR E SRR, i R T
Al R A% H AN 5 A B B SE AR H AR R
RV S . Flan, —ANs4T T B SLE IR v
I 42 AL 1) Google Glass H A6l — > B A% 2 % 523l
g OF B e BB E R AR R AR A1
i) Emg . BHJS, Google Glass FR¥E B AR 5 5%) %K) 5
W& B BT BB, R AR, ST A RE )

U7 0] 45 I HE B2 e 6 75 OR3P F P B AL AN B A W45 B2
2B TR e A 7 P P S QA T ) 4 1) SR 1) 47
. A, PR AT DR B G P AR E R RS L
oy B B EAME BEE RV VT R BRAAVE B

FESE IS AR, FUSTH FRORE) 015 4 L] 7
Bw IR AR :

(1) 75 BLIE B 2 FPAS [] (1) 7 1) SR m a8 A5 AL, bl
QR i, A B H AR R A

(2) 9P BRI B3 U ] 428 o] e 5 25 SR 3 B8
FEIR
()AL ) 4 | U S AR 1T B AT AR R AR AR AR 5

(4) R T30 B sl B 1y ) SR I8 A 5 ik
(R8T U 1] SR B DI 7] 730

3 K5t

ARk, W AR R IR R A RIS, AREME
I : Basis B1 Band. Bowflex Boost. Fithit Force.
Fitbit Flex. Fitbit One. Fitbit Zip. Fitbug Orb. Garmin
VivoFit. MIO Alpha BLE. Jawbone UP. Misfit Shine.
Motorola MotoActv. Nike+ FuelBand SE. The Polar
Loop A1 Withings Pulse. Xt R % 5§ 15 4% FR I 0 18
Fabr i R R L O R CPHL IR TR 5
o 2 BA AT R B & AR EL, B — AT 27 g e
BRI SCREG e 7 IRTE LA S 25K 5, SR SEZ R
RS PRGERE . Bhat, B —1RnT o s i
PRER B TS B s RE A A BE B IBE ORI E
M HIEME, TR R R, ZeH
IR 4, 14048 M (Internet of Things, 10T).

T 7 2 A8 W 28 AE BTt Z T BT T T80
=, e A A B P BERA DR AL
il @ RERER R S R BRI e, ek
B2 SRR H R M. 5—J71H, %5
A B R B e e BT 5 T R B A SR T RN A% TR
ARG, RS OB R 7 SR, L
H 5 RVERY Fitbit 42 HERRER B NS, SCERE By
T Fitbit Bt HEul 1 Web JIr 45 4% 2 6] 38 5 HL 1)
A MESSPE, B
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% a2 (B 2 42 Hak FE A . BindUserTracker B0
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(2)FitLock J5 ik AN PSR LA SO 20 i
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PERF 7T 1200,

QLSRRI HOR AR R AL s - ) o Wi A
A BRI SEANAE ik RE 1 A2 20 BRL R4 (2 WL AT
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PEARGIIIEINE, 745 FELTRENL
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PBEEARA R T IRAWIL.
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